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TUYEN BO BAN QUYEN

Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin ¢ thé duoc
phép dung nguyén ban hoic trich dung cho cac muc dich vé dao tao va tham
khao.

Moi muc dich khac mang tinh 1€ch lac hoac st dung v&i muc dich kinh
doanh thiéu lanh manh s& bi nghiém cam.



LOI GIOI THIEU

Trong thoi dai cong nghé s6 ngdy nay hau hét cac thiét bi cong nghé déu
duoc gén két v&i nhau thong qua hé théng Internet. Do d6 viéc quan tri mot hé
thdng mang ngdy cang duoc quan tdm nhiéu hon. Hé diéu hanh Windows Sever
c6 mot vai trd vo ciing quan trong, né chinh 1a nhan t giup két ndi, trao ddi giira
cac ¢4 nhan va cac thanh phan trong x3 hoi. Va ngdy cang khang dinh vi thé
khong thé thiéu trong doi sdng kinh t& xd hoi & cac qudc gia. Vai tro cta nha
quan tri mang ngdy cang dugc coi trong. Nghé quan tri mang dang ngay cang
duoc su quan tam cua cac ban tré.

Gido trinh “He¢ diéu hanh Windows Sever” dugc bién soan dung cho sinh
vién Nganh, Nghé Quan tri mang mdy tinh dong thoi cling 1 tai liéu tham khao
bd ich cho sinh vién cac khéi nganh k¥ thuat cua truong.

Gi4o trinh “Hé diéu hanh Windows Sever” d3 bam sat noi dung chuong
trinh chi tiét do nha trudng ban hanh gém 8 bai:
BAI 1. TONG QUAN VE WINDOWS SERVER
BAI 2. DICH VU TEN MIEN DNS
BAI 3. DICH VU THU MUC (ACTIVE DIRECTORY)
BAI 4. QUAN LY TAI KHOAN NGUOI DUNG VA NHOM
BAI 5. QUAN LY PIA
BAI 6. TAO VA QUAN LY THU MUC DUNG CHUNG
BAI 7. DICH VU DHCP
BAI 8. QUAN LY IN AN
Nhim cung cép cho sinh vién mot hé théng kién thire ddy du vé mang may
tinh va k¥ nang quan tri mang. Tir d6 sinh vién s& c6 day du nén tang co ban dé
c6 thé quan tri mot hé thong mang ngoai thyc té.
Tuy d3 tham khao nhiéu tai liéu nhung chic chin cubn gido trinh van co
nhitng han ché nhit dinh rat mong nhan duogc su gop ¥ cua quy thiy cd, quy
d6ng nghiép dé cudn gido trinh hoan thién hon.

Xin chan thanh cam!
Ha Néi, ngay.....thang.....nam 2019

Ban Bién soan

Khoa Cong ngh¢ thong tin


https://securitybox.vn/2776/nghe-quan-tri-mang-va-bao-mat-thong/
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GIAO TRINH MO PUN

Tén md dun: HE PIEU HANH WINDOWS SEVER

M& mo dun: MD 15

Thoi gian thwe hién mé dun: 65 gid; (Ly thuyét: 25 gid; Thuc hanh: 38 gid; Kiém
tra: 2 gio)

I. Vitri, tinh chit ciia md dun:

- Vi tri: Hé diéu hanh Windows Sever thudc nhom cac mé dun chuyén méon duoc bd
tri giang day sau khi sau khi sinh vién da hoc xong cac moé dun chung/dai cuong, sau
mon Mang may tinh.

- Tinh chat: Quan trj mang 13 mé dun ty chon, mé dun cung cap nén tang kién thirc vé
quan tri mang bao gom: khai niém, chitc ndng, mé hinh, quy trinh va cach thirc thuc
hién. Kién thirc vé thiét bi, hé thong va cac hé diéu hanh mang.

Il. Muc tiéu m6 dun:
- Vé kién thirc:

- Hiéu dugc cac khai niém, chirc ning, mé hinh, quy trinh va cach thirc quan tri
mot mang may tinh

- Hiéu rd cac thiét bi, hé diéu hanh mang, cac van dé lién quan dén tinh niang va
hoat dong cua chung

- Vé k¥ nang:
= Co6 kha ning phan tich, thiét ké, 1ap ké hoach, thuc hanh quan tri mang
» C6 kha nang quan tri mang cho c&c doanh nghiém va co quan
- V& nang luc tu chi va trach nhiém:
— Nghiém tic trong hoc tap
— Luén chu dong khi tiép thu kién thirc va sang tao khi 4p dung vao thuc té
— Thuyec hién tét cac cdng viéc duge phan cong theo ca nhan hoidc theo nhom
1. N¢i dung mo dun:
1. N6i dung tong quét va phan bd thoi gian:

Thaoi gian (gio)
S6 A . Thyc hanh,|
T Tén chwong, muc Tong Ly |thinghiém, Kiém
s0 |thuyét|thao luan, | tra
bai tap
L |Chuong 1: TONG QUAN VE QUAN TRI : 3 4 0
MANG
, [Chuong 2: CAC GIAI POAN QUAN TRI a 3 4 1
MANG
Chuong 3: TONG QUAN VE WINDOWS
3 SERVER 8 3 S 0




Thoi gian (gio)

S8 . Thuc hanh, .

T Tén chwong, muc Tong Ly |thinghi¢m, Kiém
sO |[thuyét|thaoludn, | tra
bai tap
4 |Chuong 4: TONG QUAN VE DHCP SERVER| 7 2 5 0
5 |Chuong 5: TONG QUAN VE DNS SERVER | g 4 5 0
Chuong 6: TONG QUAN VE ACTIVE

6 DIRECTORY 8 3 > 0

7 |Chuong 7: TONG QUAN VE WEB SERVER | 1g 4 5 1

g |Chuong 8: TONG QUAN VE MAIL SERVER| g 3 5 0

Cong 65 | 25 38 2




BAI 1: TONG QUAN VE WINDOWS SERVER
Ma bai: Mb15 - 01
Giéi thi¢u:

Windows server (mdy chu windows) 1a mot nhanh trong hé diéu hanh cho
may chil dugc san xuat boi tip doan Microsoft. Chirc ning cta né 13 gitp nguoi
dung c6 thé quan 1y co sd ha ting ciia ho mét cach tin cdy, an toan mot cach toi
da va cung cap mdi truong moi trudng may chi 1am viée ving chic.

Trong bai nay trinh bay tong quan vé windows server va cach cai dat
window server 2019.

Muc tiéu:
- Phan biét duoc vé ho hé diéu hanh Windows Server;
- Cai dat duoc hé diéu hanh Windows Server.

N¢i dung chinh:

1. Gioi thiéu

Sy phét trién cia Windows Server duoc bat dau tir nhitng nim 80 cua thé
ki XX. Khi ma Microsoft tién hanh nhitng budc dau tién trong san xuét hai dong
hé diéu hanh 12 MS-DOS va Windows NT. K¥ su cua Microsoft luc d6 di phat
trién hé diéu hanh Windows NT v&i muc dich cung cép tdc dd, bao mat va do tin
cdy Ma céc to chire 16n yéu cau trong mot hé diéu hanh may ch.

Mot trong nhitng tinh ning quan trong trong kién tric NT 1a da xur 1y ddi
xung, giup cho cac ing dung chay nhanh hon trén may c6 mét vai bo xur 1y khac
nhau. Céc phién ban sau ndy cua Windows Server co thé duogc trién khai trén
phan cumng tai trung tam dit liéu cua t6 chirc hodc trén nén tang dam may.

Trong cac phién ban gan day cua Windows Server ¢ thém nhimg tinh
nang chinh bao gom :

— Active Directory, voi cac kha nang ndi bat nhu : kha ning tu dong hoa
viéc quan 1y dir liéu nguoi dung, bao mat, phan phdi tai nguyén, cho phép tuong
tac véi cac thu muc khac.

— Server Manager: mot ti¢n ich gitp quan 1y cac vai tro ciia may chu va
thue hién cac thay d6i cau hinh cho cac may local hodc may diéu khién tir xa.


https://www.bkns.vn/windows-server-la-gi.html

Window Server 2012

Window Server 2012 14 phién ban Windows 8 danh cho mdy chu va la
phién ban tiép theo ctia Windows Server 2008 R2. Khong gidng nhu phién ban
trudc, Windows Server 2012 khong hd trg cho cac may tinh chay nén tang
[tanium, va c¢6 bon phién ban. Nhiéu tinh nang da dugc thém hoac cai thién so
v6i Windows Server 2008 R2 (da phan tap trung vao dién toan dam may). Cac
tinh dng ndi bat nhu:

— Phién ban moi cap nhat cia Hyper-V, chiic nang quan ly dia chi IP, mot
phién ban mai ctuia Windows Task Manager.

— ReFS, hé thdng tap tin méi. Windows Server 2012 di nhan duoc nhiéu
danh gia t6t mic du c6 cung giao dién ngudi dung Metro — gy tranh ci co trén
Windows 8.

C6 thé n6i Window Server 2012 1a phién ban t6t ¢ thoi diém d6. Sy ra mat
ctia Window Server 2012 di danh bai nhung cai tén sing soi khac dé vuong 1én
dung dau thé gidi.

Window Server 2012 R2

Pay 1 phién ban nang cap cia Window Server 2012 dugc ra mat mot nim
sau khi phat hanh. Trong phan nang cip nay Microsoft da tap trung cho
PowerShell dé phan nay duoc mé rong hon. Microsoft con tiép tuc nham muc
tiéu vao viéc dua ra cac chirc ning may chil onsite tét hon, cung cap kha ning
tich hop cac dich vu dam may. Hé thong luu trit va do hoa ciing duoc trung tu lai
va cac Web service cling dugc ting cudng. Nhu vay vao thoi diém d6 Window
Server 2012 R2 1a ban nang cip hoan thién nhét cta phién ban 2012 vé mit cu
hinh ciling nhu kha nang lam viéc.

Window Server 2016

Phai trai qua 3 ndm ké tir sau Window Server 2012 R2 duoc ra mét thi Microsoft
méi cho ra mat thém mot hé diéu hanh Window Server nira, d6 1a phién ban
2016. Pay la Nano Server, mot méay chil twong ddi gon nhe, vdi it giao dién hon
va do d6 kho bi tan cong hon. Phién ban Windows Server nay ciing bao gdm ca
Server Core. Vao nam do Microsoft con gidi thi¢u Network Controller trong
Windows Server 2016, phan mém cho phép cac admin quan 1y ca thiét bi mang
vat 1y va do tir mot bang diéu khién.

Cac hé théng nhu VM ciing duoc thém vao hé thong ma hoa Hyper-V va
¢ kha nang tuong tac maéi hon vai Docker. Cong cu nay dac biét hiru ich cho



viéc “container hoa”, trong d6 cho phép cic quan tri vién hé thdng cung cip
phan mém thudc s& hiru ciia cdng ty cho cé4c thiét bi do nguoi dung s hitu.

Window Server 2019

Window Sever 2019 dugc phat hanh vao ngay thang 10 nam 2018,
Windows Server 2019 Ia phién ban méi nhat ctia hé diéu hanh Window
Server ctia Microsoft.

Pau tién 12 Microsoft dd manh tay vao phﬁn bao mat véi viéc dua ra chure
ning bao mat tich hop. Vi tinh ning nay, Microsoft di gitip cac to chirc giai
quyét duoc mo hinh quan 1y bao mat ctia ho. Tiép theo d6 1a cong cu quan ly
may chi Project Honolulu — mot giao dién diéu khién trung tdm cho phép dé
dang quéan 1y cac may chu Windows 2019, 2016 va 2012R2 c6 giao dién va
khong cé giao dién trong méi truong. D6 cling 14 hai trong vo sb céac tinh ning
méi dugce cap nhat vao Window Server 2019 trong thoi gian vira qua.

Céc phién ban Window Server 2019 :

« Windows server 2019 Datacenter: Nhu cac hé diéu hanh d3 ra trude do,
day 1a phién ban dugc str dung cho cac trung tam dir licu dam may cling
nhu cac moi truong ao hoa cao.

« Windows server 2019 Standard: Phién ban nay dd duoc Microsoft dé st
dung cho cac moi truong vat ly.

« Windows server 2019 Essentials: Phién ban danh cho cac doanh nghiép
c6 quy mo nho.

« Windows server 2019 MultiPoint Premium Server: Day la phién ban danh
riéng cho cac may chu c6 chuc nang luu trit dit li¢u, chi cho phép nguoi
ding truy cap dé doc thong tin

2. Chuan bi cai dit windows server
2.1. Yéu ciu phan cing

Péi voi windows Server 2019 yéu cau vé phan cing nhu sau:
Thanh phin Y&u ciu
Téi thiéu:
Bo xir Iy . Bo xit ly 64-bit 1.4 GHz
« Tuong thich v&i bd 1énh x64



« HOb tro NX va DEP

« HOb trg CMPXCHG16b, LAHF/SAHF, and PrefetchW

« Ho tro Second Level Address Translation (EPT hoic NPT)
. Ethernet: Adapter Gigabit Ethernet (10/100/1000 Base-T)

« Display Resolution: Monitor Super VGA (1024 x 768)
hoac cao hon

Toi thicu:
« 512 MB (2 GB véi tuy chon may chu cai dat Desktop
Bo nhé Experience)

« ECC (Error Correcting Code — ma sira 16i) ho#ic cong nghé
tuong tu

Khonggian6 | To1 thiéu:
dia con trong | Téj thidu 32GB dé luu trit

O DVD-ROM
O dia Cong USB cai dat

Mang Internet

Man hinh Super VGA (1024 x 768) hoac cao hon
Thanh pha ,
kh;;l PRA " Ban phim, Chuot hodc thiét bi tré twong thich

Bing 1.1. Yéu cau ciu hinh thiét b khi cai window server
2.2. Twong thich phan cimg

Mot budc quan trong trude khi nang cap hodc cai dit méi Server 14 kiém tra
xem phan cimg ctia may tinh hién tai c6 twong thich véi san pham hé diéu hanh
trong ho Windows Server 2019.

2.3. Cai @it méi hodc nang cap
Trong mot sd trudng hop hé thdng Server dang hoat dong tdt, CAC tng
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dung va dir liéu quan trong déu luu trir trén Server nay, nhung theo yéu cau
phai nang cap hé diéu hanh Server hién tai thanh Windows Server 2019. Can
xem xét nén nang cip hé diéu hanh dong thoi giir lai cac ung dung va dir liéu
hay cai dat méi hé diéu hanh rdi sau cau hinh va cai dat ung dung lai. Pay la
van dé can xem xét va lua chon cho hop ly. Céc diém can xem xét khi nang
cap:

- Véi nang cip (upgrade) thi viéc ciu hinh Server don gian, cac
thong tin cua dugc giit lai nhu: ngudi dung (users), cdu hinh (settings),
nhém (groups), quyén hé théng (rights), va quyén truy cép
(permissions)...

- Vi nang cap khong can cai lai cac ing dung, nhung néu cé sy thay doi 16n
vé dia ctg thi can backup dit liéu truéc khi nang cap.

- Tru6e khi ning cip can xem hé diéu hanh hién tai c6 nim trong danh sach
cac hé diéu hanh hd tro nang cap thanh Windows Server 2019 khéng ?

- Trong mot s truong hop dic biét can nang cdp mot may tinh dang
lam chie ning Domain Controller hodc nang cip mot may tinh dang c6
cac phan mém quan trong thi nén tham khao thém thong tin hudng dan
ctua Microsoft.

2.4. Phan chia 6 dia
Pay 1a viéc phan chia 6 dia vat Iy thanh cac partition logic. Khi chia
partition, can phai quan tdm cac yéu to sau:

- Luwong khong gian cin cap phat: phai biét duoc khong gian chiém dung
bdi hé diéu hanh, cic chuong trinh tng dung, cac dir liu da co va sap phat
sinh.

- Céu hinh dia dic biét: Windows Server hd trg nhicu cdu hinh dia khic
nhau. Cac lya chon ¢ thé 1a volume simple, spanned, striped, mirrored
hoac la RAID.

- Tién ich phén chia partition: néu dy dinh chia partition trudc khi cai dat,
cd thé sur dung nhiéu chuong trinh tién ich khac nhau, chéng han nhu
FDISK hoic PowerQuest Partition Magic. C6 thé ban dau chi can tao
mot partition dé cai dat Windows Server, sau d6 str dung cong cu Disk
Management dé tao thém cac partition khac.

2.5. Chon hé thong tap tin
Nén chon hé thong tap tin NTFS, vi nd c6 cac dic diém sau: chi dinh kha
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nang an toan cho tung tap tin, thu muc; nén dir li€u, tdng khong gian luu trir; co
thé chi dinh han ngach st dung dia cho ting nguoi dung; c6 thé ma hoa cac tap
tin, ndng cao kha nang bao mat.

2.6. Chon ché dd sir dung gidy phép
C6 thé chon mét trong hai ché d6 gidy phép sau day:

- Per server licensing: 1a lya chon tot nhat trong trudng hop mang chi co
mot Server va phuc cho mot ) luong Client nhét dinh. Khi chon ché do
gidy phép nay, can phai xac dinh s6 lugng gidy phép tai thoi diém cai dat
hé diéu hanh. Sé luong gidy phép tuy thudc vao sé két ndi dong thoi cia
cac Client dén Server. Tuy nhién, trong qué trinh st dung ching ta c6
thé thay doi s6 lugng két nbi dong thoi cho phu hop véi tinh hinh hién tai
cua mang.

- Per Seat licensing: 1a Iya chon tot nhét trong truong hop mang  cO
nhiéu Server. Trong ché do gidy phép nay thi mdi Client chi cin mét gidy
phép duy nhat dé truy xuat dén tit ca cac Server va khong giéi han s6
luong két ndi dong thoi dén Server.

3. Cai dat windows server 2019

Pau tién can phai tao USB Boot hay DVD cai dat Windows Server 2019
bang file .iso ma chiing ta da download tir trang chu ctia Microsoft.

Windows Server*

English (United States) >

Hinh 1.1 Chon ngbn ngi, mUi gio' va phwong phap nhdp liéu
- Chon ngdn ngtt, mui gid va ban phim cho Windows server 2019.

- Chon “Next” dé tiép tuc:


https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019

Windows Server

Install now

Hinh 1.2 Cai dat Windows Server 2019

- Chon Install now dé tién hanh cai dat.

S

,4_:! Windows Setup

Activate Windows

If this is the first time you re installing Windows on this PC (or you're installing a different edition)
you need to enter a valid Windows product key. Your product key should be in the confirmation
email you received after buying a digrtal copy of Windows or on a label inside the box that
Windows came in

The product key looks like thisz 00000 30000 30000 - 000 X000

I you're reinstalling Windows, select | don’t have a product key. Your copy of Windows will be
automatically activated later.

Hinh 1.3 Nhdp Product Key kich hoat
Windows Server 2019

- Nhéap Khoéa san pham — Product Key dé kich hoat Windows Server 2019. Chon

Next dé tiép tuc.



rﬁ_ Windews Setup

Select the operating system you want to install

Operating system Architecture Date modified
Windows Server Standard bl 3/31/2018
Win

Win tandard (Desktop Experience)
Windows Server Datacenter 32172018
‘Windows Server Datacenter (Desktop Experience) 373172018

Description:

This option is useful when a GUlis required—for c'rnrrpl: to provide backward compatibility for an
spplication that cannot be n & Server Core installation. Al 52 and featu

supported. For mcredel |I see "Windows Ssr' er[n tallation Op

Hinh 1.4 Lwa chon hé diéu hanh cai ddt

- Tai budc ndy, can lua chon loai hé diéu hanh mudn cai dit.

« Windows Server 2019 Standard: Pay la ban Windows Server khong c6
giao dién GUI ma n6 st dung giao dién dong 1énh Powershell. Ban nay
tuong tu nhu ban cai dat Windows Server Core.

« Windows Server 2019 Standard (Desktop Experience) day la ban
Windows Server cé giao dién GUI cia Windows 10 va giao dién
Server Manager dugc cai dat thém.

« Windows Server 2019 Datacenter (Desktop Experience) St dung cho
cac trung tdm dir liéu dam may va cac moi truong ao hoa cao.

* Luu y: khi chon chon ban cai dat 1a “Windows Server 2019 Standard » hay
“Windows Server 2019 Standard (Desktop Experience)” s& khong thé chuyén
do6i gitta 2 ché d6 nay. Trir khi cai lai Windows Server 2019 tir dau. O day lua
chon cai dat ban “Windows Server 2019 Standard (Desktop) Experience”.

- Sau d6 click “Next” dé qua budc cai dat tiép theo. Chon vao Check box “I

accept license terms” dé dong y voi cac diéu khoan/diéu kién ctia Microsoft.
Chon Next dé tiép tuc.


http://hotromicrosoft.com/
http://hotromicrosoft.com/
http://hotromicrosoft.com/

g ,_'5‘ Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The f i nd spplications are moved to Windows with this ontion. This

ettings, and applica F
available when a supported version of Windows is already running on the computer

Hinh 1.5 Chon kiéu cai dit muén thuwe hién
- Chon Custom dé cai dit méi

- Chon kiéu cai dat ma mudn thyc hién 13 “Upgrade” hay 1a “Install”. O day s&
tién hanh Cai dit méi nén chon dong “Custom: Install Windows Only
(advanced)”.

*Luu y: Tinh ning Upgrade (ndng cap) c6 thé hiéu 1a cai dit hay nang cap lai
hé diéu hanh nhung khong lam mat cac chuong trinh di cai dat, bao luu thong
tin, dit li¢u, mo1 truong lam viéc cia nguoi st dung... Han ché cua tinh nang
nay 1a: nhitng 16i xuat hién ¢ phién ban Windows hién tai trén thiét bi ciing s&
duoc giit nguyén khi Upgrade. Ngoai ra sau khi Upgrade, mot sé tmg dung c6
thé s& gip truc tric dan dén hoat dong khong muot ma, tham chi 1a khong thé st
dung.

- Tiép theo, lya chon O ctng dé tién hanh cai it Windows Server 2019.



@ “‘f Windows Setup

Where do you want to install Windows?

Mame Free space Type

o~ Drive0 Unallocated Space 600 GB

Hinh 1.6 Chon phan ving é cieng dé cai dit

- Néu mubn chia 6 thanh nhiéu phan viing, chon vao 6 sau d6 an “New” dé chia
ra thanh nhiéu phan ving.

* Luu Y. Dung luong 6 cung thap nhat dé cai dat Windows Server 2019 13 32
GB. Tuy nhién nén sir dung 6 cimg nhiéu hon, khoang 100 GB dé dam bao
Windows c6 di dung lugng 6 ctimg dé thyc hién cac update.

- Chon “Next” va doi Windows Server 2019 tu dong chép source Windows
Server 1én 6 cimg va ty dong cai dit.

,-f;‘ Windows Setup

Installing Windows

Hinh 1.7 Bat dau cai ddt Server 2019
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- Sau khi cai dat Windows Server 2019 1&n 6 cimg thanh cong thi Server/VPS sé&
khai dong lai va vao budce cudi cing, d6 1a cau hinh password cho user
“Administrator”.

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Password

KFinish

Hinh 1.8 Giao dién ding nhdp cia Windows Server 2019 sau khi cai dat xong.

- Nhén t6 hop phim “Ctrl + Alt + Del” dé vao man hinh login ctia Windows.

Press Ctri+Alt+Delete to unlock.

10:10

Wednesday, April 18

=t

Hinh 1.9 giao dién qudn tri Server 2019
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Server Manager * Dashboard ' Mooge Tools  View  Help

EE Dashboard WELCOME TO SERVER MANAGER

0 Local Server

B Al Servers Canfiare thic laral carvar
B} File and Storage Services b o Con gure this focal Serve
QUNCK START
WHAT'S NEW B roate 3 Cerver O Ly
LEARN MORE o
f{OLES AND SERVER GROU.PS
i
@ Manageability @ Manageability
Events Events
Performance H Services
BPA results Performance
BPA results
Hinh 1.10 Giao dién qudn tri Server Manager
Giao dién Server 2019 khé& twong dong véi Windows Server 2016.
Server Manager ( Tools  View  Help

/(..-‘J Search

% Server Manager
i Windews
# Settings Server Manager PowerShell ISE

Cantrol Panel

1 Security C

File Explorer Total dick space

TASKS ¥

-

Log Date and Time

Systern 471872018 1:09:21 PM
System  4/18/2018 1:0%:18 P
System  4/18/2018 1:0%:16 PM

Hinh 1.11 Giao di¢n Start Menu trén Server 2019
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4. Tw dong hoa qua trinh cai dat
4.1. Gioi thiéu kich ban cai dat
Kich ban cai dat 1a mot tap tin van ban c6 nodi dung tra 101 trude tat ca

cac cau hoi ma trinh cai dat hoi nhu: tén may, DVD-Key,....Dé trinh cai dat
6 thé doc hiéu céac ndi dung trong kich ban thi n6 phai duoc tao ra theo mdt
ciu trac duoc quy dinh trudec. Pé tao ra duogc cac kich ban cai dat, cO thé
dung bat ky chuong trinh soan thao vin ban nao, chang han nhu Notepad.
Tuy nhién, kich ban 1a mot tap tin co cau tric nén trong qua trinh soan thao
c6 thé xay ra cac sai s6t dan dén qua trinh tu dong héa cai dit khong dién ra
theo y muén. Do d6, Microsoft di tao ra mot tién ich c6 tén 1a Setup
Manager (setupmgr.exe) dé gitp cho viéc tao ra kich ban cai dat duoc dé
dang hon. Sau khi c6 duoc kich ban, c6 thé sir dung Notepad dé thém, sira lai
mot sb thong tin dé su dung kich ban vao qua trinh cai dat tu dong hiéu qua
hon.

4.2. Tw dong héa dung tham bién dong 1énh

Khi tién hanh cai dat Windows Server, ngodi cach khoi dong va cai
tryc tiép tr dia DVD-ROM, con c6 thé dung mot trong hai lénh sau:
winnt.exe ding véi cic may dang chay hé diéu hanh DOS, windows 3.x
hozc Windows for workgroup; winnt32.exe khi may dang chay hé diéu hanh
Windows 9x, Windows NT hodc méi hon. Hai 1énh trén dugc dat trong thu
muc 1386 cta dia cai dat. Sau day la cu phap cai dat tur 2 1énh trén:

winnt [/s:[sourcepath]] [/t:[tempdrive]] [/u:[answer_file]]
[/udf:id [,UDB_file]]

Y nghia céc tham sb:

Is

Chi ré vi tri dat cua bd nguén cai dat (thy muc 1386). Puong dan phai la
dang day du, vi du: e:\i386 hoac \\server\i386. Gia tri mic dinh 1a thu myc hién
hanh.

It

Huéng chuong trinh cai dat dat thu muc tam vao mot 6 dia va cai Windows
vao 6 dia d6. Néu khdng chi dinh, trinh cai dat s& tu xac dinh.

/u

Cai dat khong can theo dbi vai mot tap tin tra 10i tu dong (kich ban). Néu su
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dung /u thi phai stir dung /s.
fudf

Chi dinh tén cua Server va tap tin co s¢ dir liéu chara tén, cac thoéng tin
dic trung cho mdi may

(unattend.udf).

winnt32 [/checkupgradeonly] [/s:sourcepath] [/tempdrive:drive_letter:]
[/unattend[num]:[answer _file]] [/udf:id [, UDB file]]

Y nghia cuia cac tham sé:

/checkupgradeonly

Kiém tra xem may cé twong thich dé nang cap va cai dat Windows 2003
Server hay khong?

/tempdrive

Tuong ty nhu tham s6 /t

/unattend

Tuong tu nhu tham s6 /u

4.3. Sir dung Setup Manager dé tao ra tap tin tra 1oi

Setup Manager 1a mot tién ich giap cho viéc tao cac tap tin trd 1o1 s
dung trong cai dit khong can theo ddi. Theo mic dinh, Setup Manager
khong duoc cai dat, ma duogc dat trong tap tin Deploy.Cab.

Tao tap tin tra 101 ty dong bang Setup Manager:

(1). Giai nén tap tin Deploy.cab dugc luu trong thu muc Support\Tools
trén dia cai dat Windows.

(2). Thi hanh tap tin Setupmgr.exe
(3). Hop thoai Setup Manager xuat hién, nhan Next dé tiép tuc.

(4). Xuét hién hop thoai New or Existing Answer File. Hop thoai nay cho

phép ban chi dinh tao ra mdt tap tin tra 101 mdi, mot tap tin tra 161 phan anh

cau hinh caa may tinh hién hanh hodc 14 chinh sira mot tép tin sin c6. Ban

chon Create new va nhan Next.

(5) . Tiép theo 1a hop thoai Type of Setup. Chon Unattended Setup va chon

Next.

(6). Trong hop thoai Product, chon hé diéu hanh cai dat su dung tap tin
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tra 101 tu dong. Chon Windows Server, Enterprise Edition, nhan Next.

(7). Tai hop thoai User Interaction, chon mirc d6 twong tac vai trinh cai dat
ctia ngudi str dung. Chon Fully Automated, nhan Next.

(8). Xuat hién hop thoai Distribution Share, chon Setup from a DVD, nhan
Next.

(9). Tai hop thoai License Agreement, danh du vao | accept the terms of
..., nhan Next.

(10). Tai ctra s6 Setup Manager, chon muc Name and Organization. Dién
tén va td chuc st dung hé diéu hanh. Nhan Next.

(11). Chon muc Time Zone \ chon mui gio (GMT+7:00) Bangkok, Hanoi,
Jarkata. Nhan Next.

(12). Tai myc Product Key, dién DVD-Key vao trong 5 6 trong. Nhan Next.
(13). Tai muc Licensing Mode, chon loai ban quyén thich hop. Nhan Next.

(14). Tai myc Computer Names, dién tén cta cac may du dinh cai dat. Nhan
Next.

(15). Tai muc Administrator Password, nhap vao password cua ngudi quan
tri. Néu muén méa hoa password thi danh dau chon vao muc “Encrypt the
Administrator password...”. Nhan Next

(16). Tai muc Network Component, cau hinh céc thong sé cho giao thirc
TCP/IP va cai thém cac giao thic. Nhan Next.

(17). Tai muc Workgroup or Domain, gia nhap may vao Workgroup hoac
Domain c6 san. Nhan Next.

(18). Cuébi cuing, trong thu muc d3 chi dinh, Setup Manager sé tao ra ba tap
tin. Néu ban khdng thay doi tén thi cac tap tin 1

Unattend.txt: day Ia tap tin tra 101, chira tat ca cac cAu tra 10i ma Setup
Manager thu thap duogc

Unattend.udb: day 1a tap tin co so& dir liéu chira tén cac may tinh s€ duogc

cai dat. Tap tin nay chi dugc tao ra khi ban chi dinh danh sach céac tap tin va
duoc str dung khi ban thuc hién cai dit khdng can theo di.

Unattend.bat: chtra dong 1énh véi cac tham sé duogc thiét 1ap san. Tap tin
nay ciing thiét 1p c&c bién mdi truong chi dinh vi tri c4c tap tin lién quan.
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4.4. Sir dung tap tin tra loi

C6 nhiéu cach dé sir dung cac tap tin duogc tao ra trong budc trén.
Ban c6 thé thuc hién theo mét trong hai cach duéi day:

4.4.1. Su dung dia DVD Windows Server c6 thé khai dong duoc
Stra tap tin Unattend.txt thanh WINNT.SIF va luu 1én dia mém.

Pua dia DVD Windows Server va dia mém trén vao 6 dia, khoi dong
lai may tinh, ddm bao 6 dia DVD la thiét bi khoi dong dau tién. Chuong
trinh cai dat trén dia DVD sé tu dong tim doc tap tin WINNT.SIF trén
dia mém va tién hanh cai dat khdng can theo dbi.

4.4.2. Str dung mot bd ngudn cai dat Windows Server

Chép céc tap tin da tao trong budc trén vao thu muc 1386 ctia ngudn cai
dat Windows Server. Chuyén vao thu muc 1386.

Tuy theo hé diéu hanh dang sir dung ma str dung 1énh WINNT.EXE hoic
WINNT32.EXE theo cu phap sau:

WINNT /s:e:\i386 /u:unattend.txt
Hoac

WINNT32 /s:e:\i386 /unattend:unattend.txt

Néu chuong trinh Setup Manager tao ra tap tin Unatend.UDB do ban di
nhap vao danh s&ch tén cac may tinh, va gia dinh ban dinh dat tén may tinh
nay la serverQ1l thi cd phap 1énh s€ nhu sau:

WINNT /s:e:\i386 /u:unattend.txt /udf:server01,unattend.udf
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CAU HOI VA BAI TAP BAI 1
1. Dowload hé diéu hanh Windows Server 2019
2. Cai dat hé diéu hanh Windows Server 2019
3. Thiét lap ché do tu dong cai hé diéu hanh Windows Server 2019
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BAI 2: DICH VU TEN MIEN DNS
Ma bai: Mb 15 - 02
Giéi thi¢u:

Ngay nay, mang Internet duoc phét trién rong khip trén toan thé gioi. bé
c6 thé khai thac va st dung cac dich vu va ung dung trén mang Internet ching ta
can phai x4c dinh duoc vi tri cia mdi mdy tinh. Mdi may tinh déu duoc gan boi
mot dia chi IP dai di€én cho mdy tinh dé trén mang. Tuy nhién dia chi dang nay
rat dai, rat kho nhé, dan dén viée sir dung dich vu do mdt may tinh trén mang
cung cép 1a rat kho, hé théng DNS duoc sinh ra dé gan cho mdi dia chi IP mot
tén dang chir twong tng, d& nhé. Cac tén dang chir nay duoc goi 1a ttn mién.
C4c tén mién nay thudng co Y nghia lién quan dén cac dich vu dugc cung cap.

Tén mién 13 mot danh tir dich theo kiéu nghia ctia timg tir mot (word by
word) tir tiéng Anh (domain name). Thuc chat tén mién |a sy nhan dang vi tri
cia mot may tinh trén mang Internet néi cach khac tén mién 13 tén cua cic mang
ludi, tén cla cac may chu trén mang Internet. Mdi dia chi bang chir nay phai
tuong img véi mat dia chi IP.

Trong bai nay s& trinh bay s& gidi thidu vé cau trac, hoat dong va cach
phan cip hé théng tén mién (DNS).

Muc tiéu:

- Trinh bay duogc cu tric co so dir liéu cta hé thong tén mién;
- M0 ta dugc su hoat dong va phan cép cua hé théng tén mién;
- Cai dat va cau hinh hé théng tén mién DNS.

Noi dung chinh:

1. Tong quan vé DNS

1.1. Gio6i thiéu DNS

M&i may tinh trong mang muén lién lac hay trao doi thong tin, dit liéu cho
nhau can phai biét & dia chi IP ctia nhau. Néu s6 lugng may tinh nhiéu thi viéc
nhé nhirng dia chi IP nay rat 1a khé khan. Vi vay, DNS (Domain Name System)
la giai phap dung tén thay cho dia chi IP khé nhé khi st dung céc dich vu trén
mang. Vi thé, nguoi ta nghi ra cach 1am sao anh xa dia chi IP thanh tén may
tinh.

Ban dau do quy md mang ARPanet (tién than ciia mang Internet) con nho
chi vai trim may, nén chi c6 mot tap tin don HOSTS.TXT luu thong tin vé anh
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xa tén may thanh dia chi IP. Trong dé tén may chi 1a 1 chudi vin ban khong
phan cap (flat name). Tap tin ndy dugc duy tri tai 1 may chu va cac may chu
khac luu gitr ban sao ctia né. Tuy nhién khi quy moé mang 16n hon, viéc str dung
tap tin HOSTS.TXT ¢6 c&c nhuge diém nhu sau:

- Luu lugng mang va may chu duy tri tdp tin HOSTS.TXT bi qué tai do
hiéu tng “c chai”.

- Xung dot tén: Khong thé c6 2 may tinh c6 clng tén trong tap tin
HOSTS.TXT. Tuy nhién do tén may khdng phan cip va khéng c6 gi dam bao
dé ngan chan viéc tao 2 tén tring nhau vi khong ¢ co ché uy quyén quan 1y tap
tin nén cd nguy co bi xung dot tén.

- Khong dam bao su toan ven: viéc duy tri 1 tap tin trén mang 16n rat kho
khan. Vi du nhu khi tap tin HOSTS.TXT vira cip nhat chua kip chuyén dén may
chi & xathi d3 co sy thay d6i dia chi trén mang roi.

Tom lai viéc dung tap tin HOSTS.TXT khong phu hgp cho mang 16n vi
thiéu co ché phan tan va md rong. Do d6, dich vu DNS ra doi nham khac
phuc cac nhuoc diém nay. Nguoi thiét ké ciu trac cta dich vu DNS 1a Paul
Mockapetris - USC's Information Sciences Institute, va cac khuyén nghi RFC
cua DNS 1a RFC 882 va 883, sau d6 la RFC 1034 va 1035 ciing véi 1 sé RFC b
sung nhu bao mat trén hé théng DNS, cdp nhat dong cac ban ghi DNS ...

Dich vu DNS hoat dong theo mod hinh Client-Server: ph?m Server goi la
may chii phuc vu tén hay con goi 1a Name Server, con phan Client 13 trinh phan
gial tén - Resolver. Name Server chira cac thong tin CSDL cua DNS, con
Resolver don gian chi 1a cac ham thu vién dung dé tao céc truy van (query) va
giri chung qua dén Name Server. DNS dugc thi hanh nhu mét giao thirc ting
Application trong mang TCP/IP.

DNS 1a 1 CSDL phén tan. Diéu nay cho phép ngudi quan tri cuc bd quan
Iy phan dit liéu ndi bo thudc pham vi ctia ho, dong thdi dir liéu nay ciing dé dang
truy cap duogc trén toan bd hé théng mang theo mo hinh Client-Server. Hi¢u
suat sir dung dich vu duoc ting cudng théng qua co ché nhan ban
(replication) va luu tam (caching). Mot hostname trong domain 1a sy két
hop giita nhitng tir phan cach nhau boi ddu chim(.)
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Root Domain

Top-Level Domain edu ¥n

Second-Level Domain

Subdomains

edu

== ——u

hemuns

hcmut

FQDN: ’
srvl.csc.hcmuns.edu.vn

Hinh 2.1 So dé té chirc DNS

-

com

hecmussh

CRC \; Host: srvi

Loai tén

Miéu ta

Vi du

Goc

(domain root)

NO la dinh ctia nhanh cay cua tén
mién. N6 x4c dinh két thuc ctia
domain (fully qualified domain
names FQDNSs).

Pon gian n6 chi 1 dau
cham (.) str dung tai cudi
cua tén vi nhu
"example.microsoft.com.

Tén mién cap
mot
(Top-level
domain)

La hai hodc ba ky tu x4ac dinh
nude/khu vue hodc cactd chie

".com", xac dinh tén sur
dung trong xac dinh 13 to
chtrc thuong mai .

Tén mién cap hai

(Second-level
domain)

N6 rat da dang trén internet, no co
thé 1a tén cia mot cong ty, mot t6
chirc hay mdt ca nhan .v.v. dang ky
trén internet.

"microsoft.com."”, la tén
mién cép hai dang ky 1a
cong ty Microsoft.

Tén mién cap
nhé hon

Chia nho thém ra cta tén mién cip
hai xubng thuong duoc st dung nhu
chi "example.microsoft.com."” la
phan quan Iy tai liéu vi dy cia
microsof (Subdomain) nhanh,
phong ban cia mot co quan hay mot
chu dé nao do.

Bing 2.1 M0 td thanh phin ciia DNS
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Co so¢ dit liéu(CSDL) ciia DNS 13 mot cdy ddo nguge. Mdi nut trén ciy
cling lai 1 gbc cua 1 cay con. Mdi cdy con 1a 1 phan ving con trong toan bd
CSDL DNS goi 1a 1 mién (domain). Mdi domain c6 thé phan chia thanh cac
phan viing con nhoé hon goi 1 cdc mién con (subdomain).

Mobi domain ¢6 1 tén (domain name). Tén domain chi ra vi tri cia no
trong CSDL DNS. Trong DNS tén mién 1a chudi tuan tu cac tén nhin tai nat do
di nguoc 1én nlt gbe clia cay va phan cach nhau boi diu cham.

Tén nhdn bén phai trong mdi domain name dugc goi la top-level
domain. Trong vi du truéc srvl.csc.hcmuns.edu.vn, vdy mién “.vn” 1a top-
level domain. Bang sau day liét k& mot sb top-level domain.

Tén mién Mo ta
.com CAc t6 churc, cdng ty thuong mai
.0rg Cac t6 chire phi lgi nhuan
.net C4c trung tam hd tro vé mang
.edu Cac to chire gido duc
.gov C4c t6 chirc thude chinh phu
.mil Céc to chire quan su
.int Cac t6 chirc duoc thanh 1ap bai cac hiép ude qudc té

Bing 2.2 Y nghia mét sé top-level domain ciia té chirc

Bén canh d6, mdi nudc ciing c6 mot top-level domain. Vi dy top-
leveldomain cua Viét Nam la .vn, My la .us
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Vi du vé tén mién ctia mot s6 quoc gia

Tén mién qudc Tén quéc gia
gia

.vn Viét Nam

US M§

Uk Anh

Jp Nhat Ban

u Nga

.cn Trung Quéc

Bing 2.3 Y nghia mét sé top-level domain ciia quéc gia
1.2. Pic diém ciia DNS trong Windows Server

- Conditional forwarder: Cho phép Name Server chuyén cic yéu cau
phan giai dua theo tén domain trong yéu cau truy vén.

- Stub zone: hd trg co ché phan giai hiéu qua hon.

- Pong bo cac DNS zone trong Active Directory (DNS zone replication
in Active Directory).

- Cung cap mot s6 co ché bao mat tot hon trong céc hé théng Windows
trude day.

- Lun chuyén (Round robin) tat ca cac loai RR.
- Cung céap nhiéu co ché ghi nhan va theo ddi su ¢ 15i trén DNS.

- Hb tro giao thirc DNS Security Extensions (DNSSEC) dé cung cép céc
tinh nang bao mat cho viéc luu trit va nhan ban (replicate) zone.
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-Cung cap tinh ning EDNSO (Extension Mechanisms for DNS) dé
cho phép DNS Requestor quan ba nhitng zone transfer packet co kich thudc
16n hon 512 byte.

2. Cach phan bo dir liéu quan ly trén tén mién

Nhitng root name server (.) quan ly nhitng top-level domain trén Internet.
Tén may va dia chi IP ctia nhimg name server nay duoc cong bd cho moi ngudi
biét va chiing duoc liét ké trong bang sau. Nhimg name server nay ciing co thé
dat khip noi trén thé gioi.

Tén may tinh Dia chi IP
H.ROOT-SERVERS.NET 128.63.2.53
B.ROOT-SERVERS.NET 128.9.0.107
C.ROOT-SERVERS.NET 192.33.4.12
D.ROOT-SERVERS.NET 128.8.10.90
E.ROOT-SERVERS.NET 192.203.230.10
. ROOT-SERVERS.NET 192.36.148.17
F.ROOT-SERVERS.NET 192.5.5.241
F.ROOT-SERVERS.NET 39.13.229.241
G.ROOT-SERVERS.NET 192.112.88.4
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A.ROOT-SERVERS.NET 198.41.0.4

Bing 2.4 Tén may va dja chi |P ciia mét sé name server

Thong thudng mot to chire duge dang ky mot hay nhidu domain name. Sau
d6, mdi to chirc s& cai dat mot hay nhiéu name server va duy tri co s¢ dir liéu
cho tat ca nhitng may tinh trong domain. Nhiig name server cta to chirc duoc
dang ky trén Internet. Mot trong nhitng name server nay dugc biét nhu 4
Primary Name Server. Nhiéu Secondary Name Server duoc ding dé Iam
backup cho Primary Name Server. Trong trudng hop Primary bi 18i, Secondary
duoc sir dung dé phan giai tén.

Primary Name Server ¢ thé tao ra nhiing subdomain va uy quyén
nhig subdomain nay cho nhitng Name Server khac.

3. Co ché phan giai tén
3.1. Phan giai tén mién thanh dia chi IP

Root name server : La may chu quan ly cac name server ¢ mirc top-level
domain. Khi ¢ truy van vé mot tén mién nao d6 thi Root Name Server phai
cung cap tén va dia chi IP ciia name server quan ly top-level domain (Thuc
té 12 hau hét cac root server ciing chinh 14 may cha quan ly top-level
domain) va dén luot cac name server cua top-level domain cung cép danh
séch cac name server c6 quyén trén cac second-level domain ma tén mién nay
thudc va0. Ctr nhu thé dén khi nao tim duoc may quan ly tén mién can truy véan.

Qua trén cho thdy vai tro rat quan trong ctia root name server trong qué
trinh phan giai tén mién. Néu moi root name server trén mang Internet khong
lién lac duoc thi moi yéu cau phan giai déu khong thuc hién duoc.

Hinh vé dudi mo ta qua trinh phén giai cntt.edu.vn trén mang Internet
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Goi truy van dia chi

cntt.cdn.edu.vn
» 3 . 3 < 9
:H'éi's'éﬁféi ‘quanly ténmién vn' | Name Server
Goitruyvandiachi T N
Name [~ ! cntt.cdn.edu.vn . = i
Server ¢ PFrETaoze- oo oo . ’
\ Hoi server quan Iy tén Name Server
Fr— mien .edu.vn
g Gortuyvandiachi sl i
cntt.cdn.edu.vn
> edu.vn d
Hoi server quan ly tén Name Server eau
mien
T Goi truy van dia chi
4 |
y o | cntt.edneduvn | cdp.edu.vn
Z o = eennnensennonoooooo Name Server udn
= o e Tra 101 dia chi IP cua
& : cntt.cdn.edu.vn
A 4
Resolver
(Client)

Hinh 2.2 Qué trinh phéin gidi

Client s& giri yéu cau can phan giai dia chi IP cua may tinh co tén
cntt.DVDn.edu.vn dén name server cuc bo. Khi nhan yéu cau tir Resolver,
Name Server cuc bo s& phan tich tén ndy va xét xem tén mién ndy c6 do minh
quan 1y hay khong. Néu nhu tén mién do Server cuc bd quan 1y, né sé tra 10i
dia chi IP cua tén may d6 ngay cho Resolver. Nguogc lai, server cuc bo
s€ truy van dén moét Root Name Server gén nhat ma nd biét duge. Root
Name Server s& tra 10i dia chi IP ctia Name Server quan Iy mién vn. May
cht name server cuc bo lai hoi tiép name server quan 1y mién vn va duogc
tham chiéu dén mdy chi quan Iy mién edu.vn. May chi quan ly edu.vn chi
dan may name server cuc bo tham chiéu dén may cha quan ly mién
DVDn.edu.vn. Cudi cung may name server cuc bd truy van may chi quan Iy
mién DVDn.edu.vn va nhan dugc cau tra 16i.

Cé&c loai truy van : Truy van c6 thé & 2 dang :

- Truy van dé quy (recursive query) : khi name server nhan duoc truy van
dang nay, né bat budc phai tra vé két qua tim duoc hodc thdng bao 15i
néu nhu truy van nady khdng phan giai dugc. Name server khong thé
tham chiéu truy van dén mot name server khac. Name server c6 thé giri
truy van dang dé quy hodc twong tic dén name server khac nhung phai
thuc hién cho dén khi nao c6 két qua mai thoi.

- Truy van tuong tac (Iteractive query): khi name server nhan duoc truy
van dang nay, n6 tra  15i cho Resolver véi thong tin tt nhat ma no co
dugc vao thoi diém lic d6. Ban than name server khéng thuc hién bat cir
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mot truy van ndo thém. Thong tin tot nhat tra vé c6 thé lay tir dir liéu cuc
bd (ké ca cache). Trong trudng hop name server khong tim thay trong di
liéu cuc bd né s& tra vé tén mién va dja chi IP cia name server gﬁn nhat
ma no biét.

3.2. Phan giai IP thanh tén may tinh

Anh xa dia chi IP thanh tén mdy tinh duoc dung dé dién dich cac tap tin log
cho d& doc hon. N6 con dung trong mdt sé trudng hop chimg thuc trén hé
théng UNIX (kiém tra cac tap tin .rhost hay host.equiv). Trong khdng gian
tén mién d3 noi & trén di liéu -bao gém ca dia chi IP- duoc 1ap chi muc theo
tén mién. Do d6 v&i mot tén mién da cho viée tim ra dia chi IP khéa dé dang.

Pé co thé phan giai tén may tinh ctia mot dia chi IP, trong khéng gian tén
mién nguoi ta bo sung thém mot nhanh tén mién ma duoc lap chi muc theo
dia chi IP. Phan khong gian ndy c6 tén mién la in- addr.arpa.

MB&i nit trong mién in-addr.arpa c6 mot tén nhan 1a chi sé thap phan cua
dia chi IP. Vi du mién in- addr.arpa c6 thé c6 256 subdomain, twong tng voi
256 gié tri tir 0 dén 255 clia byte dau tién trong dia chi IP. Trong mdi
subdomain lai ¢6 256 subdomain con nita tmg voi byte thir hai. Ctr nhu thé va
dén byte thir tu co cac ban ghi cho biét tén mién diy du cta cac mdy tinh hodc
cac mang cé dia chi IP twong tng

P address 15.16. 192,152

. 255

I

Nosmame wianie corg hp.com

Hinh 2.3 Phan giai IP thanh tén may tinh
* Luu y: khi doc tén mién dia chi 1P s& xuét hién theo thir tu nguoc. Vi du
néu dia chi IP ciia mdy winnie.corp.hp.com & 15.16.192.152, khi anh xa
vao mién in-addr.arpa s& la 152.192.16.15.in- addr.arpa.
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4. Mot s6 khai niém co ban
4.1. Domain name va zone

Mot mién gdm nhiéu thuc thé nhé hon goi 12 mién con (subdomain). Vi
du, mién ca bao gém nhiéu mién con nhu ab.ca, on.ca, gc.ca,.. . Ban co thé uy
quyén mdt s6 mién con cho nhimg DNS Server khac quan ly. Nhig mién va
mién con ma DNS Server duoc quyén quan 1y goi 1a zone. Nhu vay, mot Zone
c6 thé gébm mot mién, mot hay nhiéu mién con.

Cac loai zone:
- Primary zone: Cho phép doc va ghi co so dir liéu.
- Secondary zone: Cho phép doc ban sao co s¢ dir lidu.

- Stub zone: chira ban sao co so dir liéu cua zone nao do, nd chi chira chi
mot vai RR(Resource Record).

4.2. Fuly Qualified Domain Name (FQDN)

MBJi nut trén cay c¢6 mot tén goi(khong chira dau cham) dai toi da 63 ky tu.
Tén réng danh riéng cho gdc (root) cao nhat va biéu dién bai ddu cham. Mot tén
mién dﬁy du ctia mot nat chinh 1a chudi tudn tu cac tén goi cua nut hién tai di
nguoc 1én nat gdc, mdi tén goi cach nhau boi ddu chidm. Tén mién c6 xuét hién
dau cham sau cung duogc goi 13 tén tuyét dbi (absolute) khac voi tén twong ddi 13
tén khong két thic bang ddu cham. Tén tuyét dbi cling dugc xem 13 tén mién day
da da duoc ching nhan (Fully Qualified Domain Name — FQDN).

4.3. Sw uy quyén (Delegation)

Mot trong cac muc tiéu khi thiét ké hé théng DNS 1a kha nang quan 1y phan
tan théng qua co ché uy quyén (delegation). Trong mot mién cd thé to chuc
thanh nhiéu mién con, méi mién con c6 thé duoc uy quyén cho mot to chire khac
va to chirc d6 chiu trach nhiém duy tri théng tin trong mién con nay. Khi do,
mién cha chi can mot con tré tré dén mién con nay dé tham chiéu khi c¢6 cac truy
van.

Khéng phai mot mién ludn ludn t6 chirc mién con va uy quyén toan bd cho
c4c mién con nay, co thé chi c6 vai mién con duoc ty quyén.

4.4. Forwarders

La k¥ thuat cho phép Name Server ndi bd chuyén yéu cau truy van cho cac

Name Server khac dé phan giai c4c mién bén ngoai.
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4.5. Stub zone

La zone chira bang sao co so& dir liéu DNS tir master name server,
Stub zone chi chtra céc resource record can thiét nhu : A, SOA, NS, mot
hodc vai dja chi ctia master name server hd trg co ché cap nhat Stub zone, ché
chtng thuc name server trong zone va cung cip co ché phan giai tén mién duoc
hiéu qua hon, don gian hoa cong tac quan tri.

4.6. Dynamic DNS

Dynamic DNS 14 phuong thirc 4nh xa tén mién téi dia chi IP c6 tin xuét
thay d6i cao. Dich vu DNS dong (Dynamic DNS) cung cap mét chuong trinh
dac biét chay trén may tinh ctia nguoi st dung dich vu dynamic DNS goi 1a
Dynamic Dns Client. Chuong trinh ndy giam sat su thay doi dia chi IP tai host
va lién hé véi hé théng DNS mdi khi dia chi IP cta host thay doi va sau do
update thong tin vao co sd dir liéu DNS vé sy thay d6i dia chi do.

4.7. Active directory-integrated zone
Str dung Active Directory-integrated zone ¢4 mét s thuén loi sau:

- DNS zone luu tri trong trong Active Directory, nhd co ché ndy ma di
liéu dugc bao mat hon.

- Sir dung co ché nhan ban ctia Active Directory dé cap nhan va sao chép
co so dir liéu DNS.

- Sur dung secure dynamic update.

- Sir dung nhiéu master name server dé quan ly tén mién thay vi s
dung mdt master name server.

5. Phéan loai Domain Name Server
5.1. Primary Name Server

MObi mién phai c6 mot Primary Name Server. Server nay dugc ding ki trén
Internet dé quan ly mién. Moi nguoi trén Internet déu biét tén may tinh va dia
chi IP cta Server nay. Nguoi quan tri DNS s& t6 chic nhimg tap tin CSDL trén
Primary Name Server. Server nay c6 nhiém vu phan giai tit ca cdc may trong
mién hay zone.

5.2. Sercondary Name Server

Mdi mién c6 mot Primary Name Server dé quan ly CSDL cua mién. Néu
nhu Server nay tam ngung hoat dong vi mdt 1y do nao d6 thi viéc phan giai tén
may tinh thanh dia chi IP va nguoc lai Xem nhu bi gidn doan. Viéc gian doan
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nay 1am anh hudng rat 1on dén nhitng t6 chirc ¢6 nhu cau trao doi thong tin ra
ngoai Internet cao. Nham khéc phuc nhugc diém nay, nhiing nha thiét ké da dua
ra mQt Server dy phong goi 1a Secondary(hay Slave) Name Server. Server nay
c6 nhiém vu sao luu tit ca nhiing dit li¢u trén Primary Name Server va khi
Primary Name Server bi gidn doan thi n6 s€ dam nhan viéc phan giai tén may
tinh thanh dia chi IP va nguoc lai. Trong mot mién c6 thé c6 mot hay
nhiéu Secondary Name Server. Theo mot chu ky, Secondary s& sao chép va cép
nhat CSDL tir Primary Name Server. Tén va dia chi IP cua Secondary Name
Server ciing duoc moi nguoi trén Internet biét dén.

5.3. Caching Name Server

Caching Name Server khong c6 bat ky tap tin CSDL nao. N6 ¢6 chuc ning
phan giai tén may trén nhitng mang & xa thong qua nhitng Name Server khac.
N6 luu gitr lai nhitng tén mdy da dugc phan gidi trudc do va dugc su dung lai
nhimg thdng tin ndy nham muc dich:

- Lam tang toc do phan giai bang cach sir dung cache.
- Giam bt ganh nang phan giai tén may cho cdc Name Server.
- Giam viéc luu thong trén nhitng mang 16n.

6. Resource record (RR)

RR 12 miu thong tin dung dé mo ta cac thong tin vé co so dit liéu DNS, cac
mau tin ndy duoc luu trong cac file co s dit lidu DNS
(\systemroot\system32\dns).

6.1. SOA (Start of Authority)

Trong mdi tap tin CSDL phdi c6 mot va chi mot record SOA (start of
authority). Record SOA chi ra ring miy chu Name Server 1d noi cung
cap thdng tin tin cay tir dir liéu co trong zone.

Cu phap cua record SOA.

[ten-mién] IN SOA [tén-server-dns] [dia-chi-email] (
serial number;

refresh number;

retry number;

experi number;

Time-to-live number)
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- Serial : Ap dung cho moi dir liéu trong zone va 1a 1 s6 nguyén. Trong vi
du, gia tri nay bat dau tir 1 nhung thong thuong nguoi ta st dung theo dinh
dang thoi gian nhu 2012032501, Pinh dang nay theo kiéu YYYYMMDDNN,
trong d6 YYYY 1a nim, MM la thang, DD 14 ngay va NN sé lan sira doi dir liéu
zone trong ngdy. Bat ké 1a theo dinh dang ndo, luén ludn phai ting sb nay 1én
mdi 1an stra d6i dir liéu zone. Khi may may chu Secondary lién lac v6i may chi
Primary, trudc tién né s& hoi sb serial. Néu sb serial ctia may Secondary nho hon
s6 serial cua may Primary tirc 12 dir liéu zone trén Secondary di cii va sau do
may Secondary s€ sao chép dir liéu mai tr may Primary thay cho dir li¢u dang
¢6 hién hanh.

- Refresh: Chi ra khoang thoi gian méay chu Secondary kiém tra dit liéu
zone trén may Primary dé cap nhat néu can. Trong vi du trén thi ¢ mdi 3 gid
may chil Secondary sé lién lac v6i may chil Primary dé cap nhat dir liéu néu co.
Gia tri nay thay doi tuy theo tan suét thay doi dir liéu trong zone.

- Retry: néu may chu Secondary khong két ndi duoc vdi may chu
Primary theo thoi1 han mo ta trong refresh (vi du may chu Primary bi shutdown
vao luc d6 thi may chii Secondary phai tim cach két ndi lai véi may chii Primary
theo mot chu ky thoi gian mo ta trong retry. Thong thuong gia tri nay nhé hon
gia tri refresh.

- Expire: Néu sau khoang thoi gian ndy ma mdy chu Secondary khong két
nbi dugce voi may chii Primary thi dit liéu zone trén may Secondary sé& bi qua
han. Mot khi dir li¢u trén Secondary bi quéa han thi may chu nay s€ khong tra 161
moi truy van vé zone nay nita. Gia tri expire nay phai 16n hon gia tri refresh va
giatri retry.

- TTL: Viét tit cta time to live. Gi4 tri nay ap dung cho moi record trong
zone va dugc dinh kém trong thong tin tra 10 mot truy van. Muyc dich cua nd 13
chi ra thotl gian ma cadc may chu Name Server khac cache lai thong tin trd 101.
Viéc cache thong tin tra 1o gilp giam luu lwgng truy van DNS trén mang.

6.2. NS(Name Server)

Record tiép theo can co trong zone 1a NS (name server) record. Mdi Name
Server cho zone s€ c6 mdt NS record.

Cu phap:
[domain_name] IN NS [DNS-Server_name]
Vi du: Record NS sau:

30



gtm.com. IN NS dnsserver.gtm.com.
gtm.com. IN NS server.qtm.com.
chi ra 2 name servers cho mién gtm.com
6.3. A (Address) va CNAME(Canonical Name )

Record A (Address) anh xa tén may (hostname) vao dia chi IP. Record

CNAME (canonical name) tao tén bi danh alias tré vao mot tén canonical. Tén

canonical la tén host trong record A hoac lai tro vao 1 tén canonical khac.

Cu phap record A:

[tén-may-tinh] IN A [dia-chi-1P]

Vi du: record A trong tip tin db.qtm
server.gtm.com. IN A 172.29.14.1
diehard.gtm.com. IN A 172.29.14.4

// Multi-homed hosts
server.gtm.com. INA 172.29.14.1
server.gtm.com. IN A 192.253.253.1

6.4. AAAA
Anh xa tén méy (hostname) vao dia chi IP version 6
Cu phap:
[tén-may-tinh] IN AAAA [dia-chi-IPv6]
Vi du
Server IN AAAA 1243:123:456:789:1:2:3:456ab
6.5. SRV

Cung cap co ché dinh vi dich vu, Active Directory su

dung

Resource Record ndy dé xac dinh domain controllers, global catalog

servers, Lightweight Directory Access Protocol (LDAP) servers.
Céc field trong SVR:
- Tén dich vu service.
- Giao thuc st dung.
- Tén mién (domain name).

- TTL vaclass.
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- Priority.

- Weight (hd tro load balancing).

- Port cua dich vu.

- Target chi dinh FQDN cho host hd tro dich vu.
6.6. MX (Mail Exchange)

DNS dung record MX trong viéc chuyén mail trén mang Internet. Ban dau
chtrc ning chuyén mail dua trén 2 record: record MD (mail destination) va
record MF (mail forwarder) records. MD chi ra dich cudi ciing ciia mot thong
diép mail co tén mién cu thé. MF chi ra may chu trung gian s& chuyén tiép mail
dén duoc may chu dich cudi cung. Tuy nhién, viéc t6 chiic nay hoat dong khong
tét. Do do, chung duogc tich hop lai thanh mot record 1a MX. Khi nhan dugc
mail, trinh chuyén mail (mailer) s& dya vao record MX dé quyét dinh duong di
cia mail. Record MX chi ra mot mail exchanger cho mot mién - mail
exchanger 1A mot may cha xa Iy (chuyén mail dén mailbox cuc bo hay
lam gateway chuyén sang mot giao thirc chuyén mail khac nhu UUCP)
hoic chuyén tiép mail dén mot mail exchanger khac (trung gian) gan voi
minh nhit dé dén t6i may chu dich cudi cing hon dung giao thiec SMTP (Simple
Mail Transfer Protocol).

Pé tranh viéc giri mail bi lap lai, record MX c6 thém 1 gia tri bo
sung ngoai t&n mién cua mail exchanger 14 1 s6 tha tu tham chiéu. Pay 1a gia
tri nguyén khong dau 16-bit (0-65535) chi ra thi ty wu tién cua cac mail
exchanger.

Cu phap record MX:

[domain_name] IN MX [priority] [mail-host]
Vi du record MX sau :

gtm.com. IN MX 10 mailserver.qtm.com.

Chi ra may cha mailserver.qtm.com la mot mail exchanger cho mién
gtm.com véi sb thir tu tham chiéu 10.

Chu y: céac gié tri nay chi c6 y nghia so sanh véi nhau. Vi du khai bdo 2
record MX:

gtm.com. IN MX 1 listo.gtm.com. gtm.com. IN MX 2 hep.gtm.com.

Trinh chuyén thu mailer s& thir phan phat thu ¢én mail exchanger c6 sé tha
tur tham chiéu nhoé nhét trude. Néu khong chuyén thu dugc thi mail exchanger
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v6i gia tri ké sau s& dugc chon. Trong truong hop ¢6 nhiéu mail exchanger c6
cuing sd tham chiéu thi mailer s& chon ngéu nhién gitta chung.

6.7. PTR (Pointer)
Record PTR (pointer) dung dé &nh xa dia chi IP thanh Hostname.
Cu phaép:

[Host-ID.{Reverse_Lookup_Zone}] IN PTR [tén-may-tinh]

Vi du:
Céc record PTR cho cac host trong mang 192.249.249:
1.14.29.172.in-addr.arpa. IN PTR server.gtm.com.

7. Cai dit va cau hinh DNS

7.1. Cac buée cai dat DNS
- Bat dia chi IP cho may server

Mo Manager ->Manage->Add Roles and Features

Manage Tools View  Help

{ Add Roles and Features

Remove Roles and Features

MANAGER
Add Servers
Create Server Group
o CO'WﬁCI Ire *[n"q ‘(“1(:3‘ server Server Manager Properties
- J |- - HJ L - - v V.

Add roles and features

Hinh 2.4 Cai ddt va cdu hinh DNS

- Check vao DNS
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f Add Roles and Features Wizard - ] X

DESTINATION SERVER

Select server roles s
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description

Sexver:Selection [[] Active Directory Certificate Services Domain Name System (DNS) Server

[ Active Directory Domain Services provides name resolution for TCP/IP

[[] Active Directory Federation Services networks. DNS Server is easier to

TR [[] Active Directory Lightweight Directory Services manage when it is _insta!led on the
DNS Server [] Active Directory Rights Management Services Same ST Active Directory
2 [C] DHCP Server Domain Services. If you select the
e DNS Serve Active Directory Domain Services
[] Fax Server role, you can install and configure
I [m] File and Storage Services (4 of 11 installed) DNS S.erver a_nd Active Directory
[] Hyper-v Domain Services to work together.

[[] Network Policy and Access Services

[C] Print and Document Services

[] Remote Access

[[] Remote Desktop Services

[J Volume Activation Services

] Web Server (1IS)

[[] Windows Deployment Services

| Windows Server Essentials Experience (Installed)
[[] Windows Server Update Services

l < Previous | | Next > I Install

Hinh 2.5 Cai Role DNS Server

7.2. Céu hinh dich vu DNS

+ Tao Zone mdi dé phan giai tén mién

& DNS Manager — O s

File Action View Help

o= |rnElcHB=E 8

£, DNS
e
e i Rl @ Add a New Zone
| Eanward | ankun 7anes wr
=] MNew Zone.. . o .
. The Domain Name Systern (DM5) allows a DNS namespace to be divided into zones, Each zone
? g View » stores information about one or more contiguous DNS domains.
>
Refresh To add a new zone, on the Action menu, click Mew Zone.
Help

Create a new zone.

Hinh 2.6 Tao Zone mdi
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Mew Zone Wizard

Zone Name
What is the name of the new zone?

£ Ehc.-l A T o

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your arganization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone. microsoft.com). The zone name is
not the name of the DNS server.

Zone name:

| newsmr.vn|

ce to be divided into zones. Each zone
omains.

Hinh 2.7 Dt tén cho zone la newstar.vn

+ Nhap dia chi IP dé phan giai tén mién

&

Mew Zone Wizard
Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

&£ Ehc.-l

To identify the reverse lookup zone, type the network ID or the name of the zone,
(®) Network ID:
152 168 1 .

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

(C)Reverse lookup zone name:
1.168. 192.in-addr.arpa

ce to be divided into zones, Each zone
omains.

Hinh 2.8 Tao Reverse lookup zone
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MNew Zone Wizard X

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic

updates.

£ Ehc.-' e | o o

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.,

Select the type of dynamic updates you want to allow: A
Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(®) Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

This option is a significant security vulnerability because updates can be
£ accepted from untrusted sources.

(O Do not allow dynamic updates
Diynamic updates of resource records are not accepted by this zone. You must update
these records manually.

Hinh 2.9 Lwa chon phwong thirc Update

+ Chon check Create associated pointer (PTR) record dé ty dong
add IP qua Reverse lookup Zones khi thém host vao

File Action View Help

e rmE0=zHE § 88

ce to be divided into zones, Each zone

£ DNs
v 5 R
~ || Forward Lookup Zones

Mame (uses parent domain name if blank):
2| newstar.vn | |

w || Reverse Lookup Zones
21 1.768.192in-addr.arp Fully qualified domain name (FQDN):

Mew Host X e

. r1., hostmaster.

| Trust Points | TETEE |
" Conditional Forwarders

IP address:

| 192.168.1.1 |

[ Create associated pointer (PTR) record

Add Host Cancel

Hinh 2.10 Tgo new host

+ Tao mic danh cho tén mién newstar.vn
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DNS Manages

2 DS Mame Type Duta !
A ¥R ' ﬂ{ame 25 parent foider) Start of Authonty [SOA) [TL 1, hestmastes
s Sipes L, Zooes n-i'.e"‘e 25 parent folder] Nome Server (NS) "

nNewitsran
- . [ lsame as parent taides) Host (A) 1920
v Reverse Lockup Zones

1,388,952 240 41p
W Trust Poants
Conditional Formarders

11

A bRw-

Update Server Duta Fite

Fedoad

New Host (A or AAM).

New Alun (CNAME)..

New Mat Euchanger (MX)...

New Deman... }
New Dedegation.

Ceter New Racords..

DNSSEC »

Hde

AN Tasks >

e —2 Fabrein
|Create 2 mew abas resource second Bgon Lt

Events View »

Services Anange lcom ;8
Performan Line up kcons rance

Preperties
Hep

EPA resud sults

Hinh 2.11 Tao Alias



Sao khi cu hinh xong thi phan giai thanhcong

De#ault éerver: newstar.vn
Address: 192.168.1.1

> 192.168.1.1
Server: newstar.vn
Address: 192.168.1.1

Name: newstar.vn
Address: 192.168.1.1

> www.newstar.vn
Server: newstar.vn
Address: 192.168.1.1

Name: newstar.vn
Address: 192.168.1.1
Aliases: www.newstar.vn

> newstar.vn
Server: newstar.vn
Address: 192.168.1.1

Name: newstar.vn
Address: 192.168.1.1

Hinh 2.12 Két qui phin gidi tén
mién thanh cong
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CAU HOI VA BAI TAP BAI 2
1. Cai dat dich vu DNS.
2. CAu hinh dich vu DNS.
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BAI 3: ACTIVE DIRECTORY
Ma bai: Mb 15 - 03
Giéi thi¢u:

Active Directory 1a dich vu hé thdng quan trong bac nhat véi vai trd quan
ly dit liéu ngudi dung, may tinh, groups, va cac chinh sach ciing nhu rat nhiéu
thong tin khéac. Vi thé trién khai hé thong Active Directory chuén, tranh céc sy
cb lién quan 1a diéu can thiét.

Trong bai nay ching toi s& gidi thiéu nhimng kién thic co ban vé Active
Directory va nhitng loi ich trong viéc thuc thi Active Directory. Cac thong tin vé
cac forests, domains, organizational unit va site ciing nhu nhimng kién thtrc co
ban vé LDAP (Lightweight Directory Access Protocol) va Group Policy

Muc tiéu:

- Trinh bay dugc ciu tric cua Active Directory trén windows server;
- Cai dat va cau hinh dugc may diéu khién vung.

N¢i dung chinh:
1. Cac m6 hinh mang trong moi trwong Microsoft
1.1. M6 hinh Workgroup

M6 hinh mang Workgroup 1a mot nhém may tinh mang cung chia sé tai
nguyén nhu file dit liéu, may in. N6 1a mot nhom logic ctia cic mdy tinh ma tat
ca chung c6 cung tén nhom. C6 thé c6 nhidu nhém 1am viée (workgroups) khéc
nhau cting két ndi trén mot mang cuc bo (LAN).

Trong md hinh nay, cac mdy tinh c6 quyén han ngang nhau va khong co
cac may tinh chuyén dung 1am nhiém vu cung cip dich vu hay quan ly. Cac may
tinh ty bao mat va quan 1y cac tai nguyén cta riéng minh. Pong thoi, cac may
tinh cuc bd nay ciing tu ching thuc cho nguoi dung cuc bo.

Mo hinh mang Workgroup ciing dugc coi 1a mang peer-to-peer béi vi tat ca
cac may trong workgroup c6 quyén chia sé tai nguyén nhu nhau ma khéng can
su chi dinh cua Server. Mdi may tinh trong nhom tu bao tri, bdo mat co s& dir
liéu cyc bo ctia nd. Piéu nay c6 nghia 13, tat ca sy quan tri vé tai khoan ngudi
dung, bao mat cho ngudn tai nguyén chia sé khong duoc tap trung hoéa. Ban c6
thé két ndi t6i mot nhom da ton tai hodc khdi tao mot nhom moi.
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1.2. M6 hinh Domain

Mo hinh mang Domain (hay mo6 hinh Server) 1a mdt nhom may tinh mang
cung chia sé co so dir liéu thu muc tap trung (central directory database). Thu
muc dir li¢u chura tai khoan nguoi dung va thong tin bao mat cho toan bd
Domain. Thu muc dir liéu nay dugc biét nhu 13 thu muc hién hanh (Active
Directory).

Nguoc lai vai mé hinh Workgroup, trong mé hinh Domain thi viéc quan ly
va chung thuc nguoi dung mang tap trung tai may tinh Primary Domain
Controller. Céc tai nguyén mang ciing duoc quan Iy tap trung va cip quyén han
cho tirng ngudi ding. Luc d6 trong hé théng c6 cac may tinh chuyén dung 1am
nhiém vy cung cap cac dich vu va quan 1y cac may tram.

Trong mot Domain, thu myc chi tdn tai trén cac may tinh dugc cAu hinh
nhu méy diéu khién mién (domain controller). Mot domain controller 13 mét
Server quan |y tat ca cac khia canh bao mat cia Domain. Khéng giéng nhu
mang Workgroup, bao mat va quan tri trong domain dugc tap trung héa. Pé co
Domain controller, nhitng may chu (server) phai chay dich vu lam Domain
controller (dich vu duogc tich hop sén trén cac phién ban Windows Server cua
Microsoft; hodc trén Linux, ta cau hinh dich vu Samba dé 1dam nhiém vu Domain
controller,...).

Mot domain khéng duge xem nhu mot vi tri don hodc cau hinh mang riéng
biét. Cac mdy tinh trong cting domain c6 thé ¢ trén mot mang LAN hoic WAN.
Chung cd thé giao tiép v4i nhau qua bat ky két ndi vat 1y nao, nhu: Dial-up,
Integrated Services Digital Network (ISDN), Ethernet, Token Ring, Frame
Relay, Satellite, Fibre Channel.

2. Active Directory
2.1. Gié6i thiéu

AD (Active Directory) 1a dich vy thu muc chira cac théng tin vé céc tai
nguyén trén mang, c6 thé md rong va cd kha ning tu diéu chinh cho phép ban
quan 1y tai nguyén mang hiéu qua. Dé co thé lam viéc tét voi Active Directory,
chung ta s& tim hiéu khai quat vé Active Directory, sau d6 khao sat cac thanh
phan cta dich vu nay.

Cac dbi tuong AD bao gom dit liéu ciia ngudi ding (user data), may in
(printers), may chu (servers), co s¢ dir li¢u (databases), cdic nhom nguoi dung
(groups), cac may tinh (computers), va cac chinh sadch bao mat (security
policies).
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Ngoai ra mot khai niém mai duge st dung la container (tam dich 1a tap dbi
tuong). Vi du Domain 1a mot tap dbi tuong chura thong tin nguoi dung, thong tin
Ccac may trén mang, va chira cac ddi tuong khac

2.2. Directory Service
2.2.1. Gioi thigu Directory Services

Directory Services (dich vu danh ba) 13 hé thdng thong tin chtra trong
NTDS.DIT va céc chuong trinh quan 1y, khai thac tap tin nay. Dich vu danh ba
la mot dich vu co sé lam nén tang dé hinh thanh mot hé théng Active
Directory. Mot hé théng voi nhiing tinh ning vuot tréi cuia Microsoft.

2.2.2. Cac thanh phan trong Directory Services

Pau tién, ban phai biét dugc nhitng thanh phan ciu tao nén dich vy danh
ba la gi? Ban co thé so sanh dich vu danh ba v&i mot quyén s6 luu sd dién
thoai. Ca hai déu chtra danh sach ctia nhiéu ddi tuong khac nhau cling nhu cc
thong tin va thudc tinh lién quan dén cac déi tuong do.

a. Object (d6i tuong).

Trong hé théng co s& dir liéu, ddi twong bao gdm cac may in, nguoi dung
mang, cac server, cac may tram, cac thu muc dung chung, dich vu mang, ...
Déi tuong chinh 14 thanh t6 can ban nhit cta dich vu danh ba.

b. Attribute (thudc tinh).

Mot thude tinh mo ta mot dbi twong. Vi du, mat khau va tén 1a thudc tinh
ciia ddi twong ngudi ding mang. Cac d6i twong khac nhau c6 danh sach
thudc tinh khac nhau, tuy nhién, céac ddi tuong khéc nhau ciling co thé c6 mot
s6 thudc tinh giéng nhau. Léy vi du nhu mdt may in va mdt may tram ca hai
déu co6 mot thudc tinh 1a dia chi IP.

c. Schema (céu trdc to chirc).

Mot schema dinh nghia danh sach cac thudc tinh dung dé mo ta mot loai
dbi twong nao d6. Vi dy, cho rang tit ca cac ddi tuong may in déu duoc dinh
nghia béng cac thudc tinh tén, loai PDL va tdc dd. Danh sach cac dbi tuong
nay hinh thanh nén schema cho 16p d6i tuong “may in”. Schema c6 dic tinh 1a
tuy bién duoc, nghia 1a cac thudc tinh dung dé dinh nghia mdt 16p doi tuong co
thé stra d6i duoc. N6i tom lai Schema c6 thé xem 1a mot danh ba cua cai danh
ba Active Directory.

d. Container (vat chira).
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Vit chura tuong tu véi khai niém thu myc trong Windows. Mot thu muc ¢
thé chira cac tap tin va cac thu muc khéac. Trong Active Directory, mot vat
chira c¢6 thé chtra cac ddi tuong va cac vat chura khac. Vat chira cling ¢6 cac
thudc tinh nhu ddi tuong mac du vat chira khong thé hién mot thuc thé that su
nao d6 nhu ddi tuong.

e. Global Catalog.

- Dich vu Global Catalog dung dé xac dinh vi tri cia mot doi tuong ma

nguoi dung duoc cip quyén truy cap. Va khong chi c6 thé dinh vi duoc ddi

tugng bang tén ma co thé bang ca nhitng thudc tinh cia déi tuong.

- Khi mot déi tuong dugc tao mdi trong Active Directory, dbi tuong duoc

gan mot con s6 phan biét goi 1a GUID (Global Unique Identifier). GUID cuia

mot dbi twong ludn ludn cb dinh cho du ban ¢6 di chuyén dbi twong di dén
khu vuc khac.

2.3. Kién trac ciia Active Directory

Gom cac thanh phan: domains (viing), organization units (don vi to chirc),
trees (hé viing phan cap ) va forests (tap hop hé ving phan cép) .

Forest | |

Hinh 3.1 Kién tric ciia Active
Directory

2.3.1. Domain

Domain 1a don vi chitc nang nong cbt cua cdu trac logic Active Directory.
N6 1a phuong tién dé qui dinh mot tip hop nhimng ngudi dung, may tinh, tai
nguyén chia sé¢ cd nhitng qui tic bao mat gidng nhau tr d6 gilp cho viéc
quan 1y cac truy cdp vao cic Server dé dang hon. Domain dap tmg ba chirc
nang chinh sau:
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-bong vai tro nhu mét khu vuc quan tri (administrative boundary) cic
doi tuong, 1a mot tap hop cac dinh nghia quan tri cho céac dbi tuong chia sé nhu:
c6 chung mot co s& dir liéu thu muc, cac chinh sach bdo mat, cdc quan h¢ uy
quyén véi cac domain khéc.

- Gilp ching ta quan ly bao mat cac cac tai nguyén chia sé.

- Cung cip cac Server du phong lam chtic nang diéu khién ving (domain
controller), dong thoi am bao cac thong tin trén cac Server nay duge duge dong
bo vo1 nhau.

2.3.2. Organizational Units.

Organizational Unit hay OU 1a don vi nho nhét trong hé théng AD, né
duoc xem 1a mot vat chia cac doi twong (Object) duoc dung dé sap xép cac ddi
tuong khac nhau phuc vu cho muc dich quan tri cua ban. OU cling dugc thiét lap
dua trén subnet IP va dugc dinh nghia 1a “mot hoic nhiéu subnet két ndi tot véi
nhau”. Viéc sir dung OU c06 hai cdng dung chinh sau:

- Trao quyén kiém soat mot tap hop cac tai khoan ngudi dung, may tinh
hay céc thiét bi mang cho mét nhom ngudi hay mot phu ta quan tri vién nao do
(sub-administrator), tir d6 giam bdt cong tac quan tri cho nguoi quan tri toan bo
hé théng.

- Kiém soat va khoa bot mot so chiic ning trén cac may tram cua ngudi
dung trong OU théng qua viéce st dung cac ddi tugng chinh sdch nhém (GPO).

I '|I'l| .l’nl'll
a3y a3y

Sales Management
Administrator Administrator

'NH
2

Research
Administrator

Hinh 3.2 Organizational Units
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2.3.3. Domain Tree

Domain Tree la cdu trdc bao gém nhiéu domain duoc sip xép €6
cap bac theo cdu tric hinh cdy. Domain tao ra dau tién duoc goi 1a domain
root va nam & gdc cua ciy thu muc. Tat ca cac domain tao ra sau sé nam bén
dudi domain root va duoc goi la domain con (child domain). Tén cta cac
domain con phai khac biét nhau. Khi mot domain root va it nhit mét domain
con dugc tao ra thi hinh thanh mot cay domain. Khai niém nay ban sé thuong
nghe thay khi 1am viéc véi mot dich vu thu muc. Ban c6 thé thy ciu tric s& c6
hinh déng ctia mot cay khi ¢6 nhiéu nhanh xuat hién.

2.3.4. Forest

Forest (rimg) dugc xay dung trén mot hodc nhiéu Domain Tree, ndi cach
khac Forest 1a tap hop cac Domain Tree c6 thiét 1ap quan hé va ty quyén cho
nhau. Vi du gia sir mot cong ty nao d6, chang han nhu Microsoft, thu mua mot
cong ty khac. Thong thudng, mdi cong ty déu c6 mot hé thong Domain Tree
riéng va dé tién quan ly, cac cdy nay sé duoc hop nhat vdi nhau bang mot khai
niém la rung.

3. Cai dit va cau hinh Active Directory
3.1. Nang cap Server thanh Domain Controller

- Pat IP tinh cho may can 1én Domain.

N

S

sa_aConteol Panel s Netwaork and Intemst s MNetaock and Shadno Ce

T # » Control Panel » Network and Internet » Network Connect

Qensnizem Dicahle thic nabuod daica . Disanocathic connacting  Rename th

EthernetQ Properties

Networking

T Intemet Protocol Version 4 (TCP/IPv4) Properties|_? G

General
1 You can get IP settngs assigned automatically if your network supports
this capabiity. Otherwse, you need to ask your network adminstrator

for the appropriate [P settings
Obtan an IP address automatcaly
®) Use the folowing IP address:
IP address: 192.168 . 1

Subnet mask 255

| &
| &

Defat gateway: 192,168, 1
@) Use the following DNS server addresses:

Preferred DNS server 192 . 168 1

Alternate DNS server

Valdate settings upon ext Advanced
tem
oK Cancel '

Hinh 3.3 Dat dia chi IP cho may
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- Chon Add Roles and Features

Manage Tools View  Help

Add Roles and Features

Remove Roles and Features

MANAGER

Add Servers

Create Server Group

Server Manager Properties

Hinh 2.16 Cai dat cdu hinh AD
- Chon Next

- Chon Active Directory Domain Services

Ryttt
[ Add Roles and Features Wizard

Select server roles

Sefect one or more roles to install on the selected server.

Roles Description

Ser ey oo Active Directory Certificate Services

i
i {1 Active Directory Domain Services (AD C5) is used to create

e certification authorities and related

wa [ Active Dicectory eight Directory Services role services that aliow you to issue
[ Active Directory Mansgement Services and manage oertificates used ina
(] Device Health Attestation vaniety of spplications.
(] DHCP Server
] ONS Server
(] Fax Server
(W] File and Storage Services (1 of 12 instalied)
("] Host Guardian Service
(] Hyper:v
(] MuttiPoint Services
7] Network Controfier
[] Network Policy and Access Services
(] Print and Document Services
[C] Remote Access
("] Remote Desktop Services
7] Volume Activation Services
[T] Web Sarver (1iS)

Hinh 3.4 Cai dgt AD
- Khi quay lai Select server roles, nhap vao Next.

- Sau d6 tai man hinh Select Features, nhap vao Next.
- Poc thong tin duoc cung cap vé AD DS. Sau d6 nhap vao Next.
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- Tai man hinh Confirmation, hay xem lai c4c Iya chon va nhép vao Install.

By

e Add Roles and Features Wizard

Active Directory Domain Servi

DESTINATION SERVER

DCSAv3

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facditates resource

shaning and collsboration between users.

Things to note:

* To help ensure that users can still log on to the network in the case of 3 server outage, install 3

minimum of two domain controllers for 3 domain.

¢ AD DS requires a DNS server to be in

instalied, you will be prompted to install the DNS Server role on this machine.

ed on the network. If you do not have a DNS server

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web

= - —
<Previous | | Next>

Hinh 3.5 Bit ddu qua trinh cai dqt

- Khi cai dat hoan tat, hdy nhap vao Close.
- Nang cap lén Domain Controller

fiu Server Manager

«« Dashboard

i Dashboard
# Local Server
fiF Al Servers

i ADDS

#§ File and Storage Services b

Task Details

ROLES AND SERVER GROUPS

Server groups

= File and Storage

Services

Manageability

Hinh 3.6 Nang cdp 1én domain
- Chon Add a new forest — Nhap Root domain name — Chon Next
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. . TARGET SERVER
Deployment Configuration ‘BAP-DCI2 01

Select the deployment operation

Domain Cortroller Options

(U Add a domain controller to an existing domain
(O Add a new domain to an existing forest
Paths ®) Add a new forest

Additional Opticns

Review Options

Specify the domain information for this operation
Prerequisites Check

Root domain name: bkaptech.vn

Hinh 3.7 Cau hinh khi ning lén
domain Controller

- Nhap mat khau — Chon Next

WELCOME TO SERVER MANAGER

B Local Ser
Wi Al Served
@ ADDs
g File and 9

. . TARGET SERVER
Domain Controller Options BKAP-SRVI2-01

Deployment Configuration

Specdy doman controller capabdities and site information

[¥] Domain Name System (DNS) server

DNS Options ] Global Catalog (GC)

Additional Options [_] Read only domain contraller {(RODC)

Eaths Site name | Default-First-Site-Name l'l
Reviaw Opuons

Type the Directory Services Restore Mode (DSRM) password

Prerequisites Chack

Password: sesscees

Confirm password: 00000004

Hinh 3.8 Nhdp lai mdt khiu

- Chon Install

- Sau khi nang cip xong may chu s& khoi dong lai nhan t6 hop phim Ctrl + Alt +
Delete dé diang nhap vao may

3.2. Gia nhap may tram vao domain

- Kiém tra dia chi vd DNS cua server
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Control Pane! Home View your basic network information and set up connections -

m . See full
Change adates setngs 8 Locai Area Connection Propestics =Y I W B
Change advanced sharing settings - —

Hinh 3.9 Kiém tra dia chi va DNS
clia may server

2 Network and Sharing Center

v €88 [ Soncch Conteri Pacel

View your basic network inform: tén mién domain controller:
Change adapter settings * a—— "ewePOChCG.COﬂ‘I See full map

pochce.com Access type: No Intemet access

Change your ks

? Set up a new connection or network
* Setupawireless, broadband, dalwp, ad hoc, or VPN connection; or set up a router or access point.

s, Connect 10 3 network

Connect or reconnect to a wirsless, wired, dal-up, or VPN network connection.
@ Troubleshoot problems

Disgnase and repair rk problems, or get troublesh ’

Hinh 3.10 Tén mién ciia may server

- Thiét lap dia chi va DNS cho may client
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Internet Protocol (TCP/IP) Properties

General

the appropriste IP settings.

Subnet mask:
Defauk gateway:

You can get IP settings assigned automatically f your network supports
this capabity. Otherwise, you need to ask your network admmnistrator for

(© Obtain 2n IP address automatically
® Use lV&lolow’ng 1P address:
IP address.

It (® Use the following DNS sesver addresses:

72161 12
%%5.25.0 0

\ Preferred DNS server. (72161 .10
o Altemate DNS server:
(ox J[ e )

Computer Name Changes

Computer name:
‘makhach1

Full computes name:
maykhachl.

Member of
© Doman:
newepochce com

You can change the name and the membership of thes
computer. Changes may affect access to netwaork resources.

dia chi IP cung network v&i may domain controller
DNS tré ve dia chi IP cua server

ar - Security

Hinh 3.11 Thiét lgp dia chi IP trén
may client

O Workgroup:

oK || Cancel |

fay's

oK || cancet |

Appiy

Computer Name Changes

Enter the name and password of an account with permission
to join the domain.

User name: L 44 v

Password:

Hinh 3.12 Thiét lgp tén mdy, domain va nhdp tai khodng
administrator ciia domain controller dé Xac nhén

- Kiém tra trén may server
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B Active Directory Users and Computers B ,-,Q,lﬂ
Fle Acton View Hep

& | 2méd0RDd=21HOR ARSI 7%
. Active Directory Users and Comput | Name T
N v T —
= 53 newepochce.com o
+ Budtin
Computers

#) 2| Domain Controlers
ForeignSeaurityPrincipals
Managed Service Accounts
Users

Hinh 3.13 Client gia nhdp vao domain thanh cong

3.3. Xay dung cac domain controller ddng hanh

Trong cac hé thdng Active Directory 16n, néu chi c6 mot Domain
Controller thi Server nay c6 thé bi qua tai khi nhiéu user cing yéu cau chimg
thuc. Bén canh d6 Khi Domain Controller ndy bi 16i thi toan bd hé théng s¢ bi
ngung hoat dong, cac user s€ khong dugc chimg thuc. Viéc trang bi thém mat
may Domain Controller nita s€ giup viéc chia tai phan giai gitra cac DCs cling
nhu CSDL cta mién s& duoc luu trit déng bo trén cac may Domain Controller
nay. Chinh vi lgi ich @6, khai niém Additional Domain Controller ra doi, sau
day ching ta s& tién hanh st dung thém 1 may Windows Server dé lam
Additional Domain Controller...

3.3.1. Céc budc thuc hién chinh xay dung Additional Domain Controller (ADC)
Budc 1.bat IP cho may ADC (may s€ lam Domain Controller thir 2)

Budc 2.Nang cap Additional Domain Controller

Budce 3.Bat Global Catalog

Budc 4. Kiém tra sy dong bo gitra 2 may Domain Controller

3.3.2. Chi tiét qua trinh xay dung Additional Domain Controller (ADC)

Buwoc I

- CAu hinh IP cho may dugc chon lam ADC, v61 DNS 1a dia chi ciia may
Domain Controller thir 1
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w
(
Networking
CO_...A..._.‘ -
‘i Internet Protocol Version 4 (TCP/IPv4) Properties X
General
TH  You can get IP settings assigned automatically if your network supports

4 this capabiity. Otherwise, you need to ask your network administrator

1 for the appropriate IP settings.

9

(O Obtan an P address automatialy

1 @ Use the folowing IP address:

q IP address: 192, 168 . 254 ., 211 |

<‘ Subnet mask: .255.255.255. 0 |
Defauit gateway: [152. 168 .25 . 251 |

[ Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: | 192 . 168 . 254 . 201
Atemote NS server: E——

L | [[]validate settings upon exit  Advanced... |

Hinh 3.14 Cdu hinh IP cho may dwoc chon 1am ADC

Buwoc 2:

- Vao cong cu Server Manager, chon Add roles and features.

F@ Server Manager

Server Manager * Dashboard @1V Monsge Toos  view Hen

{8 Dashboard WELCOME TO SERVER MANAGER

i Local Server

i Als y i%

S A 6 Configure this local server
HE File and Storage Services b =

QUICK START

N

Add roles and features

Add other servers to manage

WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers total: 1
== File and Storage
iR _ 9 1
Services
@ Manageability @ Manageability

Hinh 3.15 Hgp thoai Server Manager

- Trong hop thoai Before you begin, chon Next dé tiép tuc



fi Add Roles and Features Wizard - m] X

DESTINATION SERVER

Before you begin -

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been corrt?ted, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[C] Skip this page by default

x<Pvtv-ous'I Next > I | Install ll CIIGIJ
Hinh 3.16 Hgp thoai Before you begin

- Trong hop thoai Select installation type, chon Role-based or feature-based
installation, chon Next dé tiép tuc

& Add Roles and Features Wizard — O X

DESTINATION SERVER

Select installation type ot

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

' Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Hinh 3.17 Hgp thoai Select installation type



- Trong hop thoai Select destination server, chon Server , chon Next.

fiz Add Roles and Features Wizard - (] X

3 4+ - , DESTINATION SERVER
Select destination server
Select a server or a virtual hard disk on which to install roles and features.

® Select a server from the server pool
Select a virtual hard disk

Server Pool

Filter:

Name P Address Operating System

192.168.254.211 Microsoft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

< Previous Nexg > Install \I Cancel l

Hinh 3.18 Hgp thoai Select destination

- Trong hop thoai Select server roles, chon muc Active Directory Domain
Services, chon Add Features

O

K= Add Roles and Features Wizard

DESTINATION SERVER

= Add Roles and Features Wizard X

Select server roles

Select one or more roles to| = . 9
Add features that are required for Active Directory

Roles Domain Services?

Actve Directory e/ o, cannot install Active Directory Domain Services unless the
SERVERROE S Active Directory Do following role services or features are also installed.

Active Directory Fe

Active Directory Lig [Tools] Group Policy Management

Active Directory Rig 4 Remote Server Administration Tools

DHCP Server 4 Role Administration Tools

DNS Server 4 AD DS and AD LDS Tools

Fax Server Active Directory module for Windows PowerShell |
| || File and Storage Se 4 AD DS Tools

Host Guardian Senv [Tools] Active Directory Administrative Center

Hyper-V [Tools] AD DS Snap-Ins and Command-Line Tools

MultiPoint Services

Network Controller|

Network Policy and|

Print and Documeny

Remote Access
Remote Desktop S¢ Include management tools (if applicable)

Volume Activation
Web Server (lIS) | Add Features | | Cancel |
Windows Deploym:

< Previous Next > Install | Cancel

Hinh 3.19 Hgp thoai Select server roles

Trong hop thoai Select features, chon Next dé tiép tuc.
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Select features

Before You Begin
Installation Type
Server Selection
Server Roles

AD DS

Confirmation

fiz Add Roles and Features Wizard

- (m] X

DESTINATION SERVER
svi

Select one or more features to install on the selected server.

NET F rk 4.7 F

(of7i

w[]

[C] Background Intelligent Transfer Service (BITS)

[C] BitLocker Drive Encryption

[] BitLocker Network Unlock

[[] BranchCache

[C] Client for NFS

(] Containers

[] Data Center Bridging

[C] Direct Play

[C] Enhanced Storage

[ Failover Clustering

Group Policy Management

[[] Host Guardian Hyper-V Support
] V0 Quality of Service

[C] IS Hostable Web Core

[] Internet Printing Client

[C] 1P Address Management (IPAM) Server
[71 iSNS Server service

Description

~ NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity

f ion, enable less and

secure communication, and provide
the ability to model a range of
business processes.

Hinh 3.20 Hgp thoai Select features

- Trong hop thoai Active Directory Domain Services, chon Next

fiz Add Roles and Features Wizard

Before You Begin
Instaliation Type
Server Selection
Server Roles
Features

Confirmation

Active Directory Domain Services

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices

= a

DESTINATION SERVER
v

on the network. AD DS helps administrators securely manage this information and facilitates resource

sharing and collaboration between users,

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a

minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web

3pps.

Learn more about Azure Active Directory
Confgure Office 365 with Azure Active Directory Connect

Hinh 3.21 Hop thoai Select features
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- Trong hop thoai Confirm installation selections, chon Install.

fis; Add Roles and Features Wizard

Confirm installation selections S

= O X

svi1

To install the following roles, role services, or features on selected server, click Install.

[T] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

[ <previous | | nNew> | [ insall | [ Cancel |

Hinh 3.22 Confirm installation selections

- Qua trinh cai dit dich vu Active Directory Domain Services dang dién ra.

fis Add Roles and Features Wizard

Installation progress DESTINATION SERVER

- (m] X

st

View installation progress

o Feature installation
=

Installation started on svi

‘ Active Directory Domain Services
Group Policy Management
R Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
\ AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task ess or open this
page again by clicking Notifications in the command bar, and then Task ils.

Export configuration settings

| <Previous | | Nedt> | I Close H Cancel |

Hinh 3.23 Qua trinh cai dat dich vu Active Directory Domain Services
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- Chon Close dé hoan tit qua trinh cai dat.

fie Add Roles and Features Wizard - a X

DESTINATION SERVER

Installation progress

View installation progress

o Feature installation

sration required. Installation succeeded or

Active Directory Domain Services
Additional steps are required to make this machine a domain controller,
a domain

controller

Promote this server to

Group Policy Management
Remote Server Ad
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-ins and Command-Line Tools

Tools

You can close this wizard without interrupting running tasks. View task pnogress or open this
page again by clicking Notifications in the command bar, and then Task ils.

Export configuration settings

< Previous Next >

Hinh 3.24 Cai dar hoan it

- Trong hop thoai Server Manager, chon Promote this server to a domain
controller.

f&a Server Manager

Server Manager * Dashboard

v @ | F LELELT Tools View L
A

1, Post-deployment Configura... |

I8 Dashboard WEL

Configuration required for Active Directory Domain
Services at K16-SRV02

B Local Server

il All Servers

Promote this server to a domain controller

" bl server
il ADDS =
- o Feature installation
HE File and Storage Services P
Configuration required. Installation succeeded on res

K16-SRV02.adminvietnam.org.

Add Roles and Features p Manage

Task Details p

5 Connect this server to cloud services

Hide

LEARN MORE

ROLES AND SERVER GROUPS

Roles: 2 | Servergroups:1 | Servers total: 1

i File and Storage

i
W ADDS 1 Services

@ Manageability

@ Manageability

Hinh 3.25 Cai dar hoan tit

- Trong hop thoai Deployment Configuration, chon Add a domain controller to
an existing domain, nhan Change, Nhap user ctia admin, nhan Ok, chon Next.
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& Add Roles and Features Wizard - m] %

Installation oroaress ~~ °eTwTeNsE
f& Active Directory Domain Services Configuration Wizard = O X
. TARGET SERVER
Deployment Configuration i
[ eployment conturaton SN
Windows Security X

Credentials for deployment operation

Supply credentials for the deployment operation

| administrator@viettloud.vn

I~
I S000ssnssnee =

O AT - S

Hinh 3.26 Thém domain controller dén mét domain di ton tai

- Trong hdp thoai Domain Controller Options, dat mat khau khai phuc hé théng
Domain khi c6 su c¢d, chon Next.

fiu Active Directory Domain Services Configuration Wizard = m} X
; 5 TARGET SERVER
Domain Controller Options o
Deployment Configuration - 6 Capabities ard se nformation
_> Domain Name System (DNS) server
DNS Options Global Catalog (GC)
Additional Options [] Read only domain controller (RODC)
- Site name: | Defoult-First-Site-Nome |

Review Options 5 5 & S
the Directory Services Restore Mode password
Prerequisites Check ype N

Password: 0004
Confirm password: loooooooo ]

Hinh 3.27 Bdt mat khdau khi vao ché dp khoi phuc hé thong

- Trong hop thoai DNS Options, chon Next.
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fi Active Directory Domain Services Configuration Wizard - a X
2 TARGET SERVER
DNS Options o
I A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X
loyment [
Deployment Configuration Specify DNS Mo oo
Domain Controlier Options ,
Update DNS delegation
Additional Options
Paths
Review Options
Prerequisites Check

Hinh 3.28 Hgp thoai DNS Options

- Trong hop thoai Addtional Options, chon Next.

fi Active Directory Domain Services Configuration Wizard - a X
ca . TARGET SERVER
Additional Options b
Deployment Configuration iy Install From Medi JFM) Options
Domain Controller Options
[7] Install from media
DNS Options
NN <t cions epicaton cptons
Paths Replicate from:  Any domain controller >

Review Options
Prerequisites Check

Hinh 3.29 Hgp thoai Additional Options

- Trong hop thoai Paths, chi dinh duong dan luu trit CSDL cta hé théng mién
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f& Active Directory Domain Services Configuration Wizard - o x

TARGET SERVER
Paths o
Deployment Configuration | o+t the focation of the AD DS database, log fles; and SYSVOL
Domain Controller Options
BN Database folder: [CAWindows\NTDS =
N | Log fles flder CAWindows\NTDS 1=
SYSVOL folder |CAWindows\SYSVOL | I
Review Options ‘
Prerequisites Check

Hinh 3.30 Chi dinh dwong dén luu triv CSDL ciia hé thong mién

- Trong hop thoai Review Options, chon Next.

f& Active Directory Domain Services Configuration Wizard - o b4

TARGET SERVER
svl

Review Options
Review your selections:
DNS Server: Yes
Update DNS Delegation: No
_ Source domain controller: any writable domain controlier
_‘ Database folder: CAWindows\NTDS
Pr tes Ched! | |Log file folder: CAWindows\NTDS
SYSVOL folder: C:A\Windows\SYSVOL

The DNS Server service will be confi d on this c

£ o

This computer will be configured to use this DNS server as its preferred DNS server.

Hinh 3.31 Hgp thoai Review Options

- Chon Install
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fi Active Directory Domain Services Configuration Wizard = a X

5 % TARGET SERVER
Prerequisites Check =
| @ Al prerequisite checks passed successfully. Click Install' to begin installation. Showmore X

Deployment Configuration
ploy g Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options.  computer
DNS Options Rerun prerequisites check
Additional Options
Paths (@ View resuts , o
Review Options M. Windows Server 2019 domain controllers have a default for the security setting named
“Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker r
BRI oo oot vnen estobiahing securty channel sessions
For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkid=104751).

A Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS . If you are integrating
with an existing DNS infrastructure, you should manually a delegation to this
DNS server in the parent zone to ensure relfiable name resolution from outside the
domain “vietcloud.vn®. Otherwise, no action is required. v

A\ If you click Install, the server automatically reboots at the end of the promotion operation.

Hinh 3.32 Hgp thogi Prerequisites Check

- Qua trinh nang cap dang dién ra.

fiss Active Directory Domain Services Configuration Wizard - o

Installation ¥ o

Progress
Configuring the local computer to host Active Directory Domain Services

A View detailed operation results

A Windows Server 2019 domain controllers have a default for the security setting named
“Allow cryptography algonthms compatible with Windows NT 4.0 that prevents weaker
cryptography algonthms when establishing secunty channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkid=104751).

_ A\ A delegation for this DNS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS server. If you are integrating with an
existing DNS infrastructure, you should lly create a deleg to this DNS server in

the parent zone to ensure reliable name lution from outside the d in
“vietcloud.vn®, Otherwise, no action is required.

Hinh 3.33 Qua trinh nang cdp

- Pang nhap vao méy Additional Domain Controller bang tai khoan quan tri trén
mién vietcloud.vn

61



Hinh 3.34 Dang nhdp vao mdy Additional
Domain Controller

Buworc 3:

- Trong Manager Server, chon Tools, m& cong cu Active Directory Site and
Service

| File Action Media Clipboard

@0 unw B O

BN Active Direct

View Help

ory Sites and Services

o

ew Help
" £ X i 7] 2
Wiy Active t: Sites and Servic|| Name Type npty
Y 2 ’ DNS Settings  msDNS-Server

Site Transports =

’ P [P NTDS Settings Domain Contr

ets

Default-First-Site-Name
Servers
¢+ 3 DC1
5 W NTDS Setting
V1

' NTOS Setting

< >

Hinh 3.35 Hgp thoai Active Directory Sites and Service
- Click chuot phai 1én NTDS Settings cua SV1, chon Properties
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L e
File Action View Help
e @ XEc= HmE 2
[ Active Directory Sites and Servic|| Name
v || Sites
| Inter-Site Transports
| Subnets

v [@ Default-First-Site-Name
v Servers
v § bl
[ NTDS Setting:
viEiw
[& NTDS Setting:
< >

ij <automatically gener... DC1

From Server From Site Type

Default-First-Si... Connection

Description

INTDS Settings Properties

General Connections Object Securty Attribute Edtor

lg’ NTDS Settings

Descrption:

Query Policy
DNS Alias:

[ Global Catalog

The amount [\ time & will take to publish the Global Catalog varies

depending replication topology.

[6AB10FC3-78AD4DAS-A5BE-6AAS8124DB15._madcs.

Hinh 3.36 Kiém tra xem may sv1 c6 | Global Catalog

Buwoc 4

- May sv1: Mo Manager Server, Chon Active Directory Users and Computer

f Server Manager

B Local Server
& A Servers
il ADDs

& DNS

B§ File and Storage Services b

WELCOME TO SERVER MANAGER

LEARN MORE

ROLES AND SERVER GROUPS

i# Aapps 1 2 DNs

@® Manageabiiity @® Manageability
Events. Events.
Services Services
Performance Performance
BPA results

Active Directory M

Active Directory Sites and Services
Active Directory Users and Ci

ADSI Edit R
Component Servces

Computer Management
Defragment and Optimize Drives
Disk Cleanup

ONS

Event Viewer

Group Policy Management

1SCS! Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recovery Drive

Regustry Edtor

Resource Moritor

Services

System Configuration

System Information

Task Scheduler

Windows Defender Firewall with Advanced Secunty
Windows Memory Diagnostic

Hinh 3.37 Chon Active Directory Users and Computer sz Manager Server

- Trong group SAIGON click chudt phai ctra s6 bén phai chon New, chon User
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] Active Directory Users and Computers - 8 x
File Action View Help

% am o d»EmTuarYah

Active Directory Users and Com|| pame = rs—

B User

g Uses
o User

Delegate Control.
Move
Find.
New » Computer
AN Tasks ’ Contac
Refresh o
Export Lt InsiOugPuson
maDS- ShadowPrincipalContaines
i msimaging-PSPy
Anange kcoms > MSMQQueve Al
Propees Proter
Help [ Z .
Shared Folder

Hinh 3.38 Tao user madi trong may svl

- Nhap théng tin cho user, nhan Next, nhap Password cho user, nhan Next

New Object - User X New Object - User X

E) Createin:  vietcloud vn/SAIGON s Createin:  vietcloud.vn/SAIGON

it nasne [;, T v Password [oe

Last name: ‘ Confim password ‘o-

Full name: !“'5 [[] User must change password at next logon
Userlgon e Soalimpmiinc s

R @vietdoud vn v [APassword never expres|

Userlogon name (pre-Windows 2000) L_fcossa e

[viETcLouDy | [u5

Back Cancel < Back ue-ﬂ1 Cancel

Hinh 3.39 Nhdp thong tin va password cho user
- Chon Finish, ta c6 két qua sau :

J Active Directory Users and Computers
File Action View Help

s (2@ 0/ X Hm TRETE%R

] Active Directory Users and Com || Name Type Description
- Saved Queries 8 ul User
v &3 vietcloud.vn 5\12 {ese
Builtin
Computers S “ User
2. Domain Controllers s an Lsex
ForeignSecurityPrincipal: ‘

Managed Service Accour|
a1 SAIGON ‘
Users

Hinh 3.40 Két quad sau khi tao user

- Pang nhap méy dcl dé kiém tra
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EE vietcloud-dc1 on VIETCLOUD-HOST1 - Virtual Machine Connection —
File Action Media Clipboard View Help

- D@0 umw f o ¢

Active Directory Users and Computers =

le Action View Help

o 2R {0 XECE HE a3 7TE%

Fi

Active Directory Users and Com|| Name Type Description
. Saved Queries E) ul User
v G vietcloud.vn E) w2 User
Builtin
Computers E) us o
2| Domain Controllers Bu ol
ForeignSecurityPrincipalt E) - Vst

Managed Service Accour
5| SAIGON
Users

Hinh 3.41 Users trén may dcl

3.4. Xay dung Subdomain

3.4.1. Cac budc chinh xay dung Child Domain Controller (CDC)
Budc 1. Bat IP tinh cho may chon lam Child Domain Controller
Budc 2. Xay dung Child Domain Controller
Budc 3. Bang nhap may CDC dé kiém tra

3.4.2. Chi tiét qué trinh xay dung Child Domain Controller (CDC)

- Cau hinh IP cho may duoc chon lIam CDC

i
&
T
+ :' « Network and Intemet » Network Connections
Qrasniza = Nicabla thic nabund daica Diannacs thie cannection Rename this connection  » e @ O
B

‘ Networking

Co—— - P

o Internet Protocol Version 4 (TCP/1Pwd) Properties X
General

™ You can get IP settings assigned automatcally if your network supports
this capabiity. Otherwise, you need to ask your network administrator

8 for the appropriate IP settings.

5

3 () Obtain an [P address sutomaticaly

] (@) Use the following IP address:

N IP address: 192,168, 1 . 26

] Subnetmask: 255, 255.255, 0
Default gatevay: 192.168. 1 . 1

L

(@) Use the following DNS server addresses:
Preferred DNS server: 192,168, 1 , 2

Alternate DS server:

[[] vaidate sattings upon exit Advanced...

1 tem -~
[ "r || conce Windows Server 2016 Technic

Hinh 3.42 Thiét ldp dia chi IP cho may CDC

- M& Server Manager , sau d6 chon Add roles and features.
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fi Server Manager

Server Manager * Dashboard Manage  Tools  View
[ — WELCOME TO SERVER MANAGER
B Local Server
i Al Servers 0 S R S S
BR File and Storage Services b ori i lialie bl Eo b
QUICK START
Add roles and @™}
WHAT'S NEW .
Hide
LEARN MORE

ROLES AND SERVER GROUPS

A He ‘,md Storge 1 i Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Bl sevvices
BPA results Performance

BPA results

Hinh 3.43 Hép thoai Server Manager
- Man hinh giéi thiéu chon Next dé qua budc tiép theo

| fiu Add Roles and Features Wizard - a

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharning documents, or
hosting a website,

To remaove roles, role services, or features

. o Avardd
Start th move Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

if you must verify that any of the preceding prerequisites have been completed, close the wizard
complete the steps, and then run the wizard again,

To continue, click Next.

] Skip this page by default

[ Next> | Cancel

Hinh 3.44 Hgp thoai Before you begin
- Chon Role based or.....Click Next



i Add Roles and Features Wizard - o X I

DESTINATION SERVER

Select installation type aDD
Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

O T THE 20

- Chon Select a ServérfromdhéiderioeporlecGER] Idx type

fis Add Roles and Features Wizard

Select destination server

Select a server or a virtual hard disk on which to install roles and features,

®) Select a server from the server pool
Select a virtual hard disk

Server Pool

Fitter: |

Name IP Address Operating Syst

192.168.119.128 Microsoft Windows Server

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newern
and that have been added by using the Add Servers command in Server Ma
newly-added servers from which data collection is still incomplete are not st

<Ms|5t$) T

- O man hinh Select Sdrien Rébeslgbdhagéthleiletioatigosérictive Directory
Domain Services



Fs Add Roles and Features Wizard

- Chon Add Features
l B A

' Select server rol

Select one or more roles to install on the selected server,
Roles

[] Active Directory Certificate Services

[ Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[C] DHCP Server

] ONS Server

[[] Fax Server

[®] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service

[ Hyper-v

[J MultiPoint Services

[C] Network Controlier

[J Network Policy and Access Services

[C] Print and Document Services

[ Remote Access

] Remote Desktop Services

[J Volume Activation Services

] Web Server (11S)

[ Windows Deployment Services

= a X

DESTINATION SERVER
ADD

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

Hinh 3.47 Hgp thoai Select server role

DESTINATION SERVER

i Add Roles and Features Wizard

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed,

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools

X ADD
X

ption

Directory Domain Senvices

) stores information about
on the network and makes

pemation available to users

ftwork administrators. AD DS
main controllers to give

k users access to permitted

Active Directory module for Windows PowerShell es anywhere on the network

4 AD DS Tools

{Tools] Active Directory Administrative Center
{Toois] AD OS Snap-ins and Command-Line Tools

] Include management tools (f applicable)

I a single logon process

Add Features Cancel
Ly

nie L2 .

Hinh 3.48 Chon Add Features

- Cac bude con lai nhan Next theo miac dinh. Man hinh Confirm installation
selections, néu danh du chon vao 6 Restart the destination server automatically
if required (hé thdng s& tu khoi dong lai khi c6 yéu cau), sau do Click Install, dé
bat dau cai dat.
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‘ s, Add Roles and Features Wizard - a X

‘ f s ' - b - DESTINATION SERVER
| Confirm installation selections

ADD

Before You Beain To install the following roles, role services, or features on selected server, click Install
efore You Beg

[T] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services

Confirmation Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tocls
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings

Specfy an altemate source path

Hinh 3.49 Hgp thoai Confirm installation selections

- Sau khi hoan tat, nhdp vao Promote this Server to a domain controller.

fiz Add Roles and Features Wizard - a X I
o bt AT o b DESTINATION SERVER
Installation progress ADD

View installation progress

o Feature installation

onfiguration required, Installabon succeeded on ARD

Active Directory Domain Services
Additional steps are required to make this machine a domain controller
Promote this server t T\‘F oman controller
Group Policy Mar\agem;;u
R Server Adm Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks, View task progress or open this
a page again by clicking Notifications in the command bar, and then Task Details.

Export conhguration settings

Hinh 3.50 Cai ddr hoan rit
- Man hinh Deployment Configuration, chuong trinh cung cap ba tily chon:

« Add a domain controller to an existing domain: Thém mdt ADC vao
domain ¢ san.
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« Add a new domain to an existing forest: Xay dung domain méi trong
forest c0 san.

« Add new forest: xay dung may DC dau tién cta forest.

- Do dang xay dung CDC nén chon vao tly chon déau tién 1a Add a new domain
controller to an existing forest.

+ Muc Specify the domain information for this operation:
« Select domain type: chon la Child Domain
« Parent domain: g6 tén domain ctia may lam DC

« New domain name: g6 tén domain ctia may sé lam child domain

[ Active Directory Domain Services Configuration Wizard

- O X
RSP £ T e TARGET SERVER
Deployment Configuration TEST
Deployment Configuration )
Select the deployment operation
() Add a domain controller to an existing domain
® Add a new domain to an existing forest
O Add a new forest
Specify the domain information for this operation
Select domain type: Child Domain Y.
Parent domain name: oktot.com
New domain name: duc-it

Supply the credentials to perform this operation

<No credentials provided>

More about deployment configurations

Next > nsta Cancel

Hinh 3.51 Thiét ldp mién con

+ Muc Supply the credentials to perform this operation, ban phai dung user
Domain Admin thi méi c6 thé thuc hién viéc cai CDC. Chon Change dé g& user
va password cua user Domain Admin trén Domain controller
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rll:

BeslovmartConfiaurstion TARGET SERVER
Deploymen r iratior

ADD
Deployment Configuration
Select the deployment operation
Windows Security X
Credentials for deployment operation
Supply credentials for the deployment operation
Select...
oktot.com\administrator |
. ------ | —
Domain: oktot.com
GN Cancel
g
Cancel |

Hinh 3.52 S# dung user Domain Admin
- Sau do click Next

- Man hinh Domain Controller Options, check d4u chon vao 6 Domain Name
System (DNS) server dé cai dat thém DNS cho CDC.

- Tiép theo danh du chon vao 6 Global Catalog (GC) dé CDC c6 thé chimg
thuc khi user log on.

+ Bén dudi la muc Type the Directory Services Restore Mode (DSRM)
password, nhap vao mat khau. Mat khau nay sé& duoc dung dé khoi phuc AD ¢
ché do Restore Mode.

fie Active Directory Domain Services Configuration Wizard = o X
el I TARGET SERVER
er Opt ADD
“““““ ry Se e Mode (DS passwo!
.......
...... J
< Previous | [ her-l‘»‘ Concel |

Hinh 3.53 Hgp thoai Domain Controller Options

- Man hinh DNS Options, ban Click Next
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f Active Directory Domain Services Configuration Wizard - a X

TARGET SERVER

DNS Options TEST

Deployment Configuration . . .
=2 Specify DNS delegation options
Domain Controller Options
DNS Options

Additional Options Credentials for delegation creation

oktot.com\administrator

/| Create DNS delegation

Prerequisites Check

More about DNS delegation

Hinh 3.54 Hgp thoai Domain Controller Options

- Dat lai tén NetBIOS hoac str dung tén NetBIOS mac dinh,sau d6 click Next.

[ Active Directory Domain Services Configuration Wizard = O X

TARGET SERVER

Additional Options TEST

Deployment Configuration ) . i .
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Opticns
e o The NetBIOS domain name: DUC-IT
DNS Options

Additional Options

More about additional options

< Previous NextfoJ Install
-

- Man hinh Paths, chon dd8AB %8R 4 Kb IEANGEICS s6 dit licu cua AD, log
files va SYSVOL. click Next
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fi Active Directory Domain Services Configuration Wizard == O X

BT TARGET SERVER
Pd l} 1S ADD

Specify the location of the AD DS database, log files, and SYSVOL

Database folder CAWindows\NTDS B
Log files folder CAWindows\NTDS []
SYSVOL folder: CAWindows\SYSVOL [-]

More about Active Directory paths

Hinh 3.56 Chon dwong din dén noi cin luu co sé dii liéu ciia AD

- Click Next.

i Active Directory Domain Services Configuration Wizard = (m] X
Review Options TARGET SERVER
\eview l_'[u.lx_! 1S ADD

Review your selections:
Configure this server as an additional Active Directory domain controller for the domain
“oktot.com™

Site Name: Default-First-Site-Name

Additional Options:

Read-only domain controller: No

Global catalog: Yes
DNS Server: Yes
Update DNS Delegation: No

Source DC: ROOT.oktot.com

These settings can be exported to a Windows PowerShell script to automate

additional installations | View script

More about installation options

Hinh 3.57 Hgp thoai Review Option

- Man hinh Prerequisites Check, khi nhan dugc thong bado All prerequisites
check passed successfully nghia 1 qua trinh kiém tra diéu kién dé cai dat ADC
d4 thanh céng. Click Install dé bat dau cai dit.
- Sau khi hoan tat, may tinh s& khoi dong lai.
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You're about to be signed out

Hinh 3.58 Cai dgt hoan tat

- Sau khi khoi dong, mé Server Manager > chon Active Directory Domain an
Trusts dé kiém tra.

a Active Directory Domains and Trusts — O X
File Action View Help

o nE B HE

a ).\ctive Directory Domains and Trust| | 00 o0 Properties 7 % Actions
v it t_)ldot.co.m B -
ﬂ duc-it.oktot.com General Trusts  Managed By _MAct'
ore Actions

Domains trusted by this domain (outgoing trusts):

Domain Name Trust Type  Transitive Froperties...

duc-t.oktot.com Yes Remove

Domains that trust this domain (ncoming trusts):

Domain Name Trust Type  Transitive Properties...
duc-t.oktot.com Child Yes Remove

.
€

[ ok ]| cancel || pply Help -

Hinh 3.59 Kiém tra sau khi cai diit

3.5. Xay dung Organizational Unit

OU ( Organization Unit) la 1 container sir dung dé sap xép cac ddi tuong
trong 1 mién vao 1 nhém quan trj logic. 1 OU ¢ thé chira cac d6i twong nhu tai
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khoan nguoi dung , nhém , may tinh , cadc tng dung hodac OU khac . OU duoc
biéu dién bang biéu twong thu muc véi 1 quyén sach bén trong , né c6 thé dugc
thém vao OU khac tao nén cau triic phan cap .

Pé tao OU vao Vao Start / Programs / Administrative Tools / Active

Directory Users and Computers, click chudt phai vao tén mién chon New -
>Qrganization Unit

T Active Directory Users and Computers = o X
File Action View Help
e @Oz Hmi3amrYas
] Active Directory Users and Com || Name Type Description
Sav::{ Q:eues Builtin builtinDomain
1 Delegate Control... intainer Default container for up..
| find ganizational... Default container for do...
! Intainer Default container for sec...
y Change Domain... intainer Default container for ma...
| Change Domain Controler.. Intainer Delault contalpierfor v
| Raise domain functional level...
Operations Masters...
New > Computer
All Tasks > Contact
e | Group
InetOrgPerson
Refrush msDS-ShadowPrincipalContainer
Export List.. msimaging:PSPs
Properties MSMQ Queue Alias
Help nglniuﬁumwnit
Printer
User
Shared Folder
< >
N
Hinh 3.60 Tao OU
New Object - Organizational Unit X

~ Create in:  vietcloud vn/
Name

[sméowl

Protect container from accidental deletion

oo | [ Fob

Hinh 3.61 Pat tén cho OU
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3.6. CONng cu quan tri cac ddi twong trong Active Directory

Mot trong bdn cong cu quan tri hé théng Active Directory thi cong cu
Active Directory User and Computer 14 cong cu quan trong nhat va ching ta s&
gip lai nhiéu trong trong gido trinh ndy, timg budc ta s& khao sat hét cac tinh
nang trong cong cu ndy. Céng cu ndy ¢ chirc nang tao va quan 1y cac dbi tuong
co ban cua hé thong Active Directory

4 Active Directory Users and Computers

6 File Action View Window Help

e« Am e TRBE 2 efbhTr&E

lé Active Directory Users and Computers [ Computers 4 objects

& (1 Saved Queries fame [ Type |
B %3 E]etcl'ﬁ;i':d“"’“ =pcoz Computer

=1 E_!PCOI Computer

' & =pcos Computer

(2] Domain Controllers g

[_] ForeignSecurityPrincipals e PC04 Eompser

] Users

Hinh 3.62 Déi tuwong trong Active Directory
Theo hinh trén ching ta thay trong mién netclass.edu.vn c6 cac muc sau:
- Builtin: chtra c4c nhdm ngudi ding da duoc tao va dinh nghia quyén sin.

- Computers: chtra cdc may tram mac dinh dang la thanh vién ctia mién. Ban
cling c6 thé dung tinh ning nay dé kiém tra mot may tram gia nhip vao mién co
thanh céng khong.

- Domain Controllers: chira cic diéu khién ving (Domain Controller) hién dang
hoat dong trong mién. Ban ciing c6 thé ding tinh ning nay dé kiém tra viéc tao
thém Domain Controller ddng hanh c6 thanh cong khong.

- ForeignSecurityPrincipals: 12 mét vat chira médc dinh danh cho cac doi tuong
bén ngoai mién dang xem xét, tir cac mién da thiét 1ap quan hé tin cay (trusted
domain).

Users: chira cac tai khoan nguoi ding méc dinh trén mién
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CAU HOI VA BAI TAP BAI 3
1. May DC1 cai Windows Server 2019 (ning cp 1én domain controller) c6
dia chi IP: 192.168.1.4. May Serverl cai Windows Server 2019 c6 dia chi IP:

192.168.1.10. Hay cai dat va cau hinh Addition Directory Controller may
Serverl va kiém tra sy dong bo giira hai may DC1 va Serverl.

2. May SServer co dia chi IP: 192.168.1.20. Hay cai dit va cau hinh may
SServer lam Subdomain cta DCI
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BAI 4: QUAN LY TAI KHOAN NGUOI DUNG VA NHOM
Ma bai: Mb 15 - 04
Giéi thi¢u:
Hé diéu hanh Windows Server 13 hé diéu hanh da nguoi dung nén viée
quan Iy nguoi dung, nhém rat quan trong

Bai ndy s& gidi thiéu nhiing khai niém vé User, group, cach tao va qua ly
trén server.

Muc tiéu:
- M6 ta dugc tai khoan nguoi dung, tai khoan nhém, cac thudc tinh cua
nguoi dung;
- Tao va quan tri dugc tai khoan nguoi dung, tai khoan nhom.
Noi dung chinh:
1. Pinh nghia tai khoan ngwoi dung va tai khoan nhom
1.1. Tai khoan ngwoi dung

Tai khoan nguoi dung (user account) la mot dbi tuong quan trong
dai dién cho nguoi dung trén mang, ching dugc phan biét vai nhau thong
qua chudi nhan dang username. Chudi nhan dang nay gitp hé théng mang
phan biét gifra ngudi ndy va nguodi khac trén mang tir d6 nguoi ding cd thé
dang nhap vao mang va truy cap Cac tai nguyén mang ma minh dugc pheép.

1.1.1. Tai khoan nguoi dung cuc bo

Tai khoan ngudi dung cuc bd (local user account) 1a tai khoan nguoi dung
dugc dinh nghia trén may cuc b va chi duoc phép logon, truy cap cac tai
nguyén trén may tinh cuc bo. Néu mudn truy cép cic tai nguyén trén mang thi
nguoi dung nay phai chung thuc lai véi may domain controller hoac may tinh
chura tai nguyén chia sé.
1.1.2. Tai khoan nguoi ding mién

Tai khoan ngudi dung mién (domain user account) l1a tai khoan ngudi
dung duoc dinh nghia trén Active Directory va dugc phép dang nhap (logon)
vao mang trén bat ky may tram ndo thudc ving. Pong thoi véi tai khoan nay
ngudi dung co thé truy cap dén céc tai nguyén trén mang.

1.2. Tai khoan nhém
Tai khoan nhém (group account) 1a mot dbi twong dai dién cho mot nhom
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ngudi nao d6, dung cho viéc quan 1y chung cac dbi tuong ngudi dung. Viéc
phan b cac ngudi ding vao nhém giup ching ta dé dang cip quyén trén Ccac
tai nguyén mang nhu thu muc chia sé, may in. Cha y 1a tai khoan nguoi dung
c6 thé dang nhap vao mang nhung tai khoan nhém khong duoc phép ding
nhap ma chi dung dé quan ly.

2. Chirng thwe va kiém soat truy cip
2.1. Céc giao thirc chirng thuc

Chung thyuc trong Windows Server 13 quy trinh gdm hai giai doan: ding
nhép tuong tac va chimg thuc mang. Khi ngudi ding dang nhap ving bang
tén va mat ma, quy trinh ding nhap tuong tac s& phé chuan yéu cau truy cap
cuia nguoi dung. Va1 tai khoan cuc bg, thong tin dang nhap duogc chig thuc
cuc bo va nguoi dung duoc cip quyén truy cdp mdy tinh cuc bd. Véi tai
khoan mién, thong tin ding nhap dugc ching thyuc trén Active Directory va
nguoi ding c¢6 quyén truy cdp cac tai nguyén trén mang. Nhu vay véi tai
khoan ngudi ding mién ta c6 thé ching thuc trén bat ky may tinh nao trong
mién.

Windows hd trg nhiéu giao thirc chtng thyc mang, n6i bat nhat 13;

- Kerberos V5: 1a giao thuc chuan Internet dung dé ching thuc nguoi
dung va hé théng.

- Secure Socket Layer/Transport Layer Security (SSL/TLS): 1a co ché
chung thuc chinh dugc dung khi truy cap vao may phuc vu Web an toan.

2.2. S6 nhén dién bao mit SID

Tuy hé théng Windows Server dua vao tai khoan ngudi dung (user
account) dé mé ta cac quyén hé thdng (rights) va quyén truy cap (permission)
nhung thuc su bén trong hé thong mdi tai khoan dugc dic trung boi mot con
s6 nhan dang bao mat SID (Security Identifier). SID 14 thanh phan nhan dang
khong tring lap, duoc hé théng tao ra dong thoi voi tai khoan va dung riéng
cho hé thdng xtr 1y, nguoi dung khong quan tim dén cac gia tri nay. SID bao
gom phan SID ving cong thém véi mot RID cila ngudi dung khong trung lap.
SID c6 dang chuan “S-1-5-21-D1-D2-D3-RID”, khi d6 tit ca cac SID trong
mién déu c6 cung gia tri D1, D2, D3, nhung gia tri RID la khac nhau. Hai
muc dich chinh cua viéc hé thdng st dung SID Ia:

- D& dang thay dbi tén tai khoan ngudi ding ma cac quyén hé thong va
quyén truy cap khong thay dbi.
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- Khi x6a mot tai khoan thi SID cua tai khoan d6 khong con gia tri nita, néu
c6 tao mot tai khoan méi cung tén véi tai khoan vira xoéa thi cic quyén cil ciing
khong stir dung duoc bai vi khi tao tai khoan méi thi gia tri SID cua tai khoan
nay la mot gia tri moi
2.3. Kiém soat hoat dong truy cip ciia doi twong

Active Directory 1a dich vu hoat dong duya trén cac ddi tuong, co6 nghia la
ngudi dung, nhom, may tinh, cac tai nguyén mang déu dugc dinh nghia dudi
dang dbi tuong va dugc kiém soat hoat dong truy cap dua vao bo mo ta bao
mat ACE. Chirc nang cua bo mo ta bao mat bao gé)m:

Liét ké ngudi ding va nhdm nao duge cap quyén truy cap dbi tuong.

Pinh rd quyén truy cap cho ngudi ding va nhom.

Theo dbi cé4c su kién xay ra trén ddi tuong.

Pinh rd quyén s hitu cta doi tuong.

Cac thong tin caa mot dbi tuong Active Directory trong bod md ta bao
mat duge xem 1a muyc kiém soat hoat dong truy cdp ACE (Access Control
Entry). Mot ACL (Access Control List) chira nhiéu ACE, n6 1a danh sach tat
ca ngudi dung va nhém cé quyén truy cap dén doi twong. ACL c6 dic tinh ké
thira, c6 nghia 13 thanh vién ctia mét nhom thi duoc thira hudng cac quyén
truy cap da cap cho nhém nay.

3. C4c tai khoan tao sin
3.1.Tai khoin nguéi ding tao san

Tai khodn nguoi dung tao san (Built-in) 12 nhiing tai khoan nguoi ding
ma khi ta cai dat Windows Server thi mdc dinh dugc tao ra. Tai khoan nay la
hé thong nén ching ta khong cd quyén xdéa di nhung van c6 quyén doi tén
(chu ¥ thao tac di tén trén nhiing tai khoan hé théng phuc tap mot chit so véi
viéc d6i tén mot tai khoan binh thudng do nha quan tri tao ra). Tat ca cac tai
khoan nguoi dung tao sdn ndy déu nam trong Container Users cua cong cu
Active Directory User and Computer nhu: Administrator, Guest,...

3.2.Tai khoan nhdm Domain Local tao sin

Chlng ta thiy trong céng cu Active Directory User and Computers,
container Users chita nhoém universal, nhom domain local va nhém global 1a do
hé théng da mac dinh quy dinh trudc. Nhung mot s6 nhém domain local dic biét
duoc dit trong container Built-in, cac nhom nay khéng duoc di chuyén sang cac
OU khéc, dong thoi né cling duge gan mot sé quyén cd dinh trudec nham phuc
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vu cho cong tadc quan tri va khong cd quyén xoa cac nhom dac biét nay. Tai
khoan nhém Domain Local tao san nhu: Administrators, Domain Controllers,
Guests,...

3.3.Tai khoian nhdm Global tao sin

Tén nhom Mo ta
Domain Thanh vién cia nhém nay co6 thé toan quyén quan
Admins | tri C&c may tinh trong mién vi mac dinh khi gia nhap vao

mién cac member server va cac may tram da dua nhom
Domain Admins la thanh vién cua nhém cuc bd
Administrators trén cac may nay.

Domain Users

Theo mac dinh moi tai khodn nguodi dung trén
mién déu 1a thanh vién cia nhém nay. Mic dinh nhoém
nay la thanh vién ctia nhém cuc b Users trén cac may
server thanh vién va may tram.

Group Policy Thanh vién nhém nay c6 quyén sira doi chinh séch
Creator nhém cta mién, theo mic dinh tai khoan administrator
mién 1a thanh vién caa nhdm nay.
Owners
Enterprise Pay 1a mot nhom universal, thanh vién cia nhom
Admins nay co toan quyén trén tat ca cac mién trong rimg dang
xét. Nhom nay chi xuat hién trong mién gbc cua rimg
thoi.
Mac dinh nhém nay la thanh vién ctia nhom
administrators trén cac Domain Controller trong ring.
Schema Nhém universal nay ciing chi xuat hién trong
Admins mién goc cua rumg, thanh vién cia nhom nay c6 thé

chinh sira cdu trac t6 chtrc (schema) cua Active
Directory.

Bing 4.1 M0 td tai khodn nhom Global tgo sin
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3.4.Cac nhom tao sin dic biét

Ngoai cidc nhom tao san da trinh bay & trén, hé théng Windows Server
cOn ¢6 mot sd nhom tao sdn dit biét, chung khong xuét hién trén ctra s cua
cong cu Active Directory User and Computer, ma ching chi xuat hién trén
cac ACL cua cac tai nguyén va déi tuong. Y nghia cuia nhdm dic biét nay Ia:

- Interactive: dai dién cho nhitng nguoi diing dang str dung may tai chd.

- Network: dai dién cho tat ca nhimg ngudi dung dang ndi két mang dén
mot may tinh khéc.

- Everyone: dai dién cho tit ca moi nguoi ding.
- System: dai dién cho hé diéu hanh.

- Creator owner: dai dién cho nhiing nguoi tao ra, nhitng ngudi s¢ hitu
mot tai nguyén nao d6 nhu: thu muc, tap tin, tAc vu in an (print job).. .

- Authenticated users: dai dién cho nhiing ngudi dung da duoc hé thong
xéac thue, nhom nay duoc dung nhu mot giai phap thay thé an toan hon cho
nhém everyone.

- Anonymous logon: dai dién cho mdt nguoi1 dung da dang nhap vao h¢
théng mot cach nic danh, chang han mot nguoi st dung dich vu FTP.

- Service: dai dién cho mdt tai khoan ma da dang nhap voéi tu cach nhu
mot dich vu.

- Dialup: dai dién cho nhitng ngudi dang truy cap hé théng thong qua
Dialup Networking.

4. Quan ly tai khoan ngwoi dung va nhom cuc bo
4.1. Cong cu quan ly tai khoan nguwoi dung cuc b

Mudn to chirc va quan 1y ngudi dung cuc bo, ta dung cong cu Local Users
and Groups. Véi cong cu nay ban co thé tao, x0a, stra cac tai khoan nguoi
dung, ciing nhu thay d6i mat ma. C6 hai phuong thirc truy cip dén cong cu
Local Users and Groups:

- Dung nhu mét MMC (Microsoft Management Console) snap-in.
- Dung thdng qua céng cu Computer Management.
Cac budc dung dé chén Local Users and Groups snap-in vao trong MMC:

- Chon Start \ Run, nhap vao hop thoai MMC va an phim Enter dé mo cura
s6 MMC.
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Chon Console \ Add\Remove Snap-in ¢é mo hop thoai Add\Remove

Snap-in

- Nhép chudt vao nat Add dé mo hop thoai Add Standalone Snap-in. Chon
Local Users and Groups va nhip chudt vao nat Add. Hop thoai Choose
Target Machine xuét hién, ta chon Local Computer va nhép chuot vao nut
Finish dé tro lai hop thoai Add Standalone Snap-in.

- Nhap chudt vao nit Close dé trd lai hop thoai Add\Remove Snap-in.

- Nhap chudt vao nit OK

- Luu Console béng cach chon Console \ Save, sau d6 nhap duong dan va tén
file can luu trix. Dé tién lgi cho viéc quan tri sau nay ta co thé luu console
ngay trén Desktop.

- Néu may tinh cta khong c6 ciu hinh MMC thi cach nhanh nhét dé truy cap
cong cu Local Users and Groups thong qua cong cu Computer
Management. Click phai chudt vao My Computer va chon Manage ttr pop-
up menu va md ctra s6 Computer Management. Trong muc System
Tools, ta s& nhin thdy muc Local Users and Groups

- Céach khac dé truy cap dén cong cu Local Users and Groups la vao

Start \ Programs\Administrative Tools \ Computer Management

4.2. Cac tao tac co ban trén tai khoan ngwoi dung cuc bo
4.2.1. Tao tai khoan méi

Trong cong cu Local Users and Groups, ta nhap phai chudt vao Users va
chon New User, hop thoai New User hién thi ban nhdp cac thong tin can thiét
vao, nhung quan trong nhat va bat budc phai c6 1a myc Username.

4.2.2. Xoa tai khoan

Ban nén x6a tai khoan nguoi ding, néu ban chic rang tai khoan nay khong
bao gid can dung lai nita. Mubén x06a tai khoan ngudi ding ban mé cong
cu Local Users and Groups, chon tai khoan ngudi ding cin xo6a, nhap
phai chudt va chon Delete hoac vao thuc don Action \ Delete.

4.2.3. Khoa tai khoan

Khi mdt tai khoan khong st dung trong thoi gian dai ban nén khoa lai vi ly
do bao mat va an toan hé théng. Néu xo6a tai khoan nay di thi khong thé phuc hoi
lai dugc do d6 ta chi tam khoa. Trong cong cu Local Users and Groups, nhap
d6i chudt vao ngudi dung can khoa, hop thoai Properties cua tai khoan xuét
hién.

Trong Tab General, danh diu vao muc Account is disabled.
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4.2.4. Doi tén tai khoan
C6 thé ddi tén bat ky mot tai khoan nguoi ding nao, dong thoi ciing cd
thé diéu chinh cac thdng tin cua tai khoan ngudi ding.

Mudn thay ddi tén tai khoan ngudi ding md céng cu Local Users and
Groups, chon tai khoan nguoi dung can thay dbi tén, nhip phai chudt va chon
Rename.

4.2.5. Thay d6i mat khau

Mudn d6i mat ma cua nguoi dung md cong cu Local Users and Groups,
chon tai khoan nguoi dung can thay ddi mat ma, nhap phai chudt va chon
Reset password.

5. Quan ly tai khoan ngwdoi dung nhom trén Active Directory
5.1. Tao méi tai khoan ngwai dung

- Mo Server Manager, click Tools chon Active Directory Users and Conputers.

[ Server Manager — X

@ v« Dashboard @ |

Active Directory Administrative Center

‘ Active Directory Domains and Trusts

e WELCOME TO SERVER MANA
IiE Dashboard Active Directory Module for Windows PowerShell

B Local Server

Active Directory Sites and Services

’ Active Directory Users and Computers N
ADS! Edit W

Component Services

All Servers
AD DS

DNS QUICK START
| | Computer Management

File and Storage Services P 4

=

m fo

Defragment and Optimize Drives
Disk Cleanup
DNS

Event Viewer

WHAT'S NEW

A

Group Policy Management
iSCSI Initiator

Il

Local Security Policy
| LEARN MORE Microsoft Azure Services

ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

Performance Monitor

ROLES AND SERVER GROUPS

Roles: 2
noies: >

Server groups: 1 | Serv
! Print Management

|i| AD DS Recovery Drive

Aot e ran

6:08 PM
L]

A s 2/27/2019

Hinh 4.1 Chon cong cu Active Directory Users and
Computers

- Click chuot phai Users chon New -> User.
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] Active Directory Users and Computers

File Action View Help
e’ |zn@ B EG=H LaETER
: Active Directory Users and Com|| Name Type Description
v Saved ?;E”es [ Builtin builtinDomain
v @ srv.wgorlt. 1] Computers Container Default container for up...
S /2] Domain Con... Organizational... Default container for do...
| Computers oo 4 2 :
. 8 | ForeignSecu... Container Default container for sec...
2| Domain Controllers - N !
Forei O | Managed Se... Container Default container for ma...
| ForeignSecurityPrincipaly|
“ Managed Service Accout| — Users Container Default container for up...
| Users
Delegate Control...
Find...
New > Computer
All Tasks > Contact
Refresh Group
InetOrgPerson
HEE msDS-KeyCredential
Help msDS-ResourcePropertyList
msDS-ShadowPrincipalContainer
mslmaging-PSPs
MSMQ Queue Alias
Printer
< > User

Creates a new item in this container. Shared Folder

A B ds

Hinh 4.2 Chon cong cu Active Directory Users and
Computers

File Action View Help
e | z5FE 8

New Object - User

] Active Directory User

| Saved Queries
v g srvworld ?;\ Createin:  srv.world/Users
| Builtin
| Computers
=1 Domain Cont| First name: \Sewer

| ForeignSecuri Lot riome: iwodd
| Managed Sen
| Users Full name: ’Sefvarwodd

v | e [
|
|

User logon name:

l Serverworld |

User logon name (pre-Windows 2000):

l @srv.world v

|FDsso1\

| l Serverworld

Cancel

6:09 PM

2/27/2019

L

Hinh 4.3 Nhdp tén

cho ngwoi dung

A T dg

6:10 PM
2/27/2019

|

- Nhép tén mé ta nguoi dung, tén tai khoan logon cho ngudi ding, nhan Next
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- Nhéap mat khau (password) cua tai khoan nguoi dung va danh dau vao cac lua
chon lién quan dén tai khoan nhu: cho phép d6i mat khau, yéu cau phai d6i mat
khau 14n dang nhap dau tién hay khda tai khoan, nhan Next

File Action View Help
e | 2F O/ Bz Hm teETE%R

] Active Directory Users and Com Name New Object - User X
| Saved Queries = Buittin
v 3 srvworld o o
- Buittin 2] Domai 2 Createin:  srv.world/Users
| Computers B Forei <
2 | Domain Controllers e orelg
_| ForeignSecurityPrincipaly| _VManag Do I"“"“ l
| Managed Service Accour|| Users
| Users Confirm p i: | l
[[] User must change password at next logon
[[] User cannot change password
Password never expires
[[] Account is disabled
< Back Cancel
< >

A T g 6:11 PM D

2/27/2019

Hinh 4.4 Nhdp mdt khéu cho ngwoi ding

- Click finish

New Object - User X
; Createin: xpertstec local/Users
ed

When you click Finish, the following object will be created:

Full name: Jamil Parvez
User logon name: jamil @xpertstec local

The password never expires.

< Back Cancel

Hinh 4.5 Hoan #t tao user
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- User maéi dugce thém vao

: Active Directory Users and Computers

File Action View Help

e 2@ 0| XKEE L% B%
] Active Directory Users and Com || Name Type Description
- saved ?:e”es %Alluwed RODCP... Security Group - Domai.. Members in this group ...
v = srv.\g'nr‘t % Cert Publishers Security Group - Domai..  Members of this group ..
- CU‘ " " %Cluneable Doma... Security Group - Global Members of this group t...
omputers
- Dnm:in Controllers %Demed RODC Pa... Security Group - Domai... Members in this group c...
- ForeignSecurityPrincipal: %DnsAdmms Security Group - Domai... DMS Administrators Gro...
- Managed Service Accout %DnsUpdateProxy Security Group - Global DNS clients who are per...
= Users %Domam Admins  Security Group - Global Designated administrato...
%Domam Compu... Security Group - Global  All workstations and ser...
%Dﬂmam Controll... Security Group - Global ~ All domain controllers ...
%Dﬂmam Guests Security Group - Global Al domain guests
%Dﬂmam Users Security Group - Global Al domain users
% Enterprise Admins Security Group - Univer... Designated administrato...
% Enterprise Key A... Security Group - Univer... Members of this group ...
% Enterprise Read-... Security Group - Univer.. Members of this group ..
%Gmup Policy Cr...  Security Group - Global ~ Members in this group c...
E.JGuest User Built-in account for gue..,
%KeyAdrmns Security Group - Global ~ Members of this group ...
% Protected Users Security Group - Global Members of this group ...
%RAS and IAS Ser... Security Group - Domai..  Servers in this group can...
%Read-un\y Dom... Security Group - Global Members of this group ...
% Schema Admins  Security Group - Univer... Designated administrato...
S: er world User
< > || B sshd User

Hinh 4.6 Két qud sau khi tao user

5.2. C4c thugc tinh cua tai khoan ngwoi dung

- Click phai chudt user — chon Properties

-

Fle Action View Help

e 2m 40 X

Active Directory Users and Com | Name Type
Seved Quenes 2 Da Phorg User
¥4 adminvietnam.org L Co
b ] Buitin & Quang st Lo
b Computers 2, pntsea Add to » group..
p 2 Domain Controllers R Tharh Dezable Account
b ForeignSecuntyPrincipal Reset Password...
b Managed Service Accour Move
ve...
Users
ORMS Open Home Page
Send Mail
AN Tasks ’
Cut
Delete
Rename
Properify
roperi
Properigs
Halp
“

G [ 7 ool BTl 4

Active Directory Users and Computers

—

=

Description

Hinh 4.7 Mo thugc tinh ciia user
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Duc Manh Properties [ 2 =,
Member Of | Diadin l Enwonmert | Sessions

Remote controd | Remate Destop Services Profie | CON»
Gerel | Addess | Account | Profle | Telephones | Owganization

\% Duc Mann
Fret name Duc tss
Last name WVt
Dwplay name Due Marky
Descrption
Ofice
Telephone number | Otwr
Emel manfrid@epece
Vieb page 2 M >

l
0K || Conce

Hinh 4.8 thugc tinh ciia user

5.3. Tao méi tai khoan nhom

- Mo Server Manager, click Tools chon Active Directory Users and Conputers.

f Server Manager

« Dashboard

©9-
Dashboard

B Local Server

il All Servers
i§l ADDS

& DNS

WELCOME TO SERVER MANA:!

5 File and Storage Services P q

QUICK START

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

Roles:3 | Servergroups:1 | Serv

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services |

Active Directory Users and Computers ~ ‘ ‘

ADSI Edit

Component Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup

DNS

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recovery Drive

Hinh 4.9 Chon cong cu Active Directory Users and
Computers dé tao nhom
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- Click chuot phai Users chon New -> Group.

| Active Directory Users and Computers =

File Action View Help

el R BB BRI PR ETER
: Active Directory Users and Comr Name Type Description
= Saved Queries [ Builtin builtinDomain
v sm‘gl?irllt?n I , Computers Container Default container for up...
: Computers .:.;. Dom‘ain Con... Organfzational.,. Default :ontainerfordo.,.
) Domiain Conitrollers - ForeignSecu... Container Default container for sec...
S ForeignSecurityPrincipal{| — Managed Se... Container Default conta?ner for ma...
7 Managed Service Accour (= Users Container Default container for up...
| Users
Delegate Control...
Find...
New > Computer
All Tasks > Contact
Refresh Grodp
: InetOrgPerson
Properties msDS-KeyCredential
Help msDS-ResourcePropertyList
msDS-ShadowPrincipalContainer
mslmaging-PSPs
MSMQ Queue Alias
Printer
7 > | User
Shared Folder

Creates a new item in this container.
6:09 PM
2/27/2019

A T de

Hinh 4.10 Chon cong cu Active Directory Users
and Computers dé tao nhom

- Nhép tén nhdm, nhan Next

File Action View Help
s 2@ 86

“| New Object - Group X
] Active Directory Users and C
| Saved Queries )
v &4 srvworld Q) Createin:  srv.world/Users
<KD
~ Builtin ea
| Computers
2 | Domain Controllers DS
| ForeignSecurityPrinci I\":ebadmln ,
_| Managed Service Acc
s Group name (pre-Windows 2000):
= i Webadmin ’
Group scope Group type
(O Domain local (®) Security
(® Global (O Distribution
O Universal
Cancel
< >

6:14 PM
2/27/2019

A B ds

Hinh 4.11 Nhdp tén nhém



- Nhém méi dugce thém vao

] Active Directory Users and Computers - *
File Action View Help

&2 HE /B XKEZI BRI P aETER

] Active Directory Users and Com|| pame Type Description ~
= saved Queries %Cloneable Doma... Security Group - Global ~ Members of this group t...
M sr\r\gorlI:I %Denied RODC Pa... Security Group - Domai.. Members in this group c...
| Puitin EE,DHsAdmins Security Group - Domai... DMNS Administrators Gro...
Computers

%DnsUpdateProxy Security Group - Glebal ~ DNS clients who are per...
%Domain Admins  Security Group - Global  Designated administrato...
%Domain Compu... Security Group - Global Al workstations and ser...
%Domain Controll... Security Group - Global Al domain contrellers i..
%Domain Guests Security Group - Glebal Al domain guests
%Domam Users Security Group - Global Al domain users

| Domain Controllers
| ForeignSecurityPrincipal:
| Managed Service Accour
| Users
%EnterpnseAdmins Security Group - Univer... Designated administrato...
%Enterpnse Key A... Security Group - Univer.. Members of this group ...
%Enterpnse Read-... Security Group - Univer... Members of this group ...
%Group Policy Cr...  Security Group - Glebal ~ Members in this group c...
8;;Guest User Built-in account for gue...
EE;Ke)rAdmins Security Group - Glebal ~ Members of this group ...
%Protected Users  Security Group - Glebal ~ Members of this group ...
%RAS and |AS Ser... Security Group - Domai... Servers in this group can...
%Read-only Dom... Security Group - Glebal ~ Members of this group ...
%Schema Admins  Security Group - Univer... Designated administrato...
8) Server world User
&sshd User

Security Group - Global

6:15 PM

A% e M

Hinh 4.12 Két qud sau khi tgo nhoém

5.4. Céc tién ich dong Iénh quan ly tai kheoan ngwoi dung va nhom

Windows Server 2019 cung cip nhiéu céng cu dong lénh manh mé,
c6 thé duoc dung trong céac tap tin xir Iy theo 16 (batch) hodc cac tap tin kich
ban (script) dé quan 1y tai khoan nguoi ding nhu thém, x6a, sira. Windows
2019 con hd trg viéc nhap va xuét cac doi tuong tir Active Directory. Hai ti¢n
ich dsadd.exe va admod.exe véi d6i s6 user cho phép chung ta thém va chinh
stra tai khoan nguoi dung trong Active Directory. Tién ich csvde.exe duogc
dung dé nhap hodc xuat dit licu d6i tuong thong qua céc tap tin kiéu CSV
(comma-separated values). Pong thoi hé théng méi nay van con st dung hai
1énh net user va net group.

5.4.1. Lénh net user

Churc nang: tao thém, hi¢u chinh va hién thi thong tin cua céc tai khodn nguoi
dung . Cu phap:

net user [username [password | *] [options]] [/domain]

net user username {password | *} /add [options] [/domain]
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net user username [/delete] [/domain]
[Username]: chi ra tén tai khoan nguoi diing can thém, x6a, hiéu chinh hoic
hién thi.
[Password]: 4n dinh hoic thay doi mat ma cia tai khoan nguoi dung.
[/domain]: c&c tdc vu s& thuc hién trén may diéu khién ving

[/add]: thém mét tai khoan nguoi dung vao trong co so dir liéu tai khoan nguoi
dung.

[/delete]: x6a mot tai khoan nguoi dung khoi co sé dir liéu tai khoan nguoi
dung.

5.4.2 Lénh net group

Chirc ning: tao mai thém, hién thi hodc hiéu chinh nhdm toan cuc
trén Windows Server

Cu phap:

net group [groupname [/comment:"text"]] [/domain]

net group groupname {/add [/comment:"text"] | /delete} [/domain]

net group groupname username][ ...] {/add | /delete} [/domain]
[Groupname]: chi dinh tén nhém can thém, mé rong hoic xda.
[/comment:""text']: thém thong tin m6 ta cho mot nhém mdi hodc co san
[/domain]: cic tdc vu s& thuc hién trén may diéu khién ving.

[username] ...]]: danh sach mot hodc nhiéu ngudi dung can thém hodc
x0a ra khoi nhom, cac tén nay cach nhau bai khoang trang.

[/add]: thém m&t nhdm hoac thém mot ngudi dung vao nhém.
[/delete]: x6a mot nhdm hoac xda mot ngudi dung khoi nhém.

5.4.3. Céac 1énh ho tro dich vu Active Driectory trong moi truong Windows
Server

- Dsadd: cho phép ban thém mot computer, contact, group, ou hoac
user vao trong dich vu Directory.

- Dsrm: x6a mot doi tuong trong dich vu Directory.
- Dsmove: di chuyén mot ddi tuong tir vi tri ndy dén vi tri khéc trong dich vu
Directory.

- Dsget: hién thi cac thong tin lya chon ctia mot ddi tugng computer,
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contact, group, ou, server hoac user trong mot dich vu Directory.

Dsmod: chinh stra cac thdng tin cua computer, contact, group, ou hoac
user trong mot dich vu Directory.

Dsquery: truy van c4c thanh phan trong dich vu Directory.
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CAU HOI VA BAI TAP BAI 4
1. Trén may Domain Controller tao OU c6 tén HCM:
a. Trong OU HCM tao 2 nhém c6 tén la Ke Toan va Nhan Su.
b. Trong moi nhom tao 3 user.
c. Tim kiém, di chuyén va khéa mot vai tai khoan ngudi dung bat ky.
d. Chi cho phép céc user logon vao mang ttr 7:00am-6:00pm.
e. Tao Home Folder cho cac user.
f. Cho phép user chi luu trit 500MB trén Home Folder.
g. Thuc hién Account Lock-Out(cho phép user nhép sai 2 lan)
2. Tao tai khoan nguoi ding va tai khoan nhém trén mién cded.vn gém:
+ Nhom giang vién: nhviet, cvhong, tgchau
+ Nhém quan ly: nhduy
a. Tat ca c4c tai khoan nguoi dung trén 14 thanh vién nhém Backup Operators.

b. Tai khoan nguoi ding nhduy va nhviet phai thay doi mat khau khi dang nhap
vao hé thong 1an dau tién

c. Ngudi dung tgchau khong duoc phép d6i mat khau tir may tram
d. Tam khoa tai khoang cvhon

e.Nhom giang vién duoc phép ding nhap vao mang tir 7h sang dén 9h tdi hang
ngay tir thir 2 dén thir 7

f. Nguoi dung tochau hét han 1am viée tir ngay 22/10/2020
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BAI 5: QUAN LY PiA
Ma bai: Mb 15 - 05
Giéi thi¢u:
Tap tin duoc luu trir trén dia, do d6 viéc quan tri dia la hét stre quan trong
trong viéc cai dat hé thong tap tin
Bai nay sé gidi thiéu vé cac loai dinh dang dia ctimg, nén, ma hoa dit liéu .
Muc tiéu:
- Phén biét dugc cac loai dinh dang dia cing;
- CONng nghé luu trir méi Dynamic storage;
- M6 ta dugc k¥ thuat nén va ma hod dir liéu.
N¢i dung chinh:
1. Cau hinh hé thong tap tin

Hé thong tap tin quan 1y viéc luu trit va dinh vi cac tap tin trén dia ctng.
Windows Server hd trg ba hé thong tap tin khac nhau: FAT16, FAT32 va
NTFS. Néu st dung céc tinh nang nhu bao mat cuc bg, nén va ma hod cac tap
tin thi ban nén dung NTFS.

2. Cau hinh dia luu triv
2.1. Basic storage

Bao gdm cic partition primary va extended. Partition tao ra dau tién trén
dia duoc goi 1a partition primary va toan bo khong gian cap cho partition duoc
stt dung tron ven. Mdi 6 dia vat Iy co toi da bén partition. Co thé tao ba
partition primary va mot partition extended. Vi partition extended c6 thé tao ra
nhiéu partition logical.

2.2. Dynamic Storage

Dia luu trit dynamic chia thanh cac volume dynamic. Volume dynamic
khong chaa partition hoic 6 dia logic, va chi c6 thé truy cip bang
Windows Server.

C0 nam loai volume dynamic: simple, spanned, striped, mirrored va RAID-
5. Uu diém ctia cdng nghé Dynamic storage so véi cong nghé Basic storage:

- Cho phép ghép nhiéu 6 dia vat ly dé tao thanh céc 6 dia logic (Volume).

- Cho phép ghép nhiéu vuing tréng khéng lién tuc trén nhiéu dia cing vat ly
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dé tao 6 dia logic.

- CO thé tao ra cac 6 dia logic c6 kha nang dung 16i cao va ting téc do truy
XUuét. ..

2.2.1. Volume simple

Chtra khong gian 1ay tir mot dia dynamic duy nhat. Khong gian dia ndy co thé

lién tuc hoac khong lién tuc
= Simple Volume }*

Simple Volume C:\
1GB

Simple Volume D:\
1GB

Physical Disk 0
2G8 ; Y

Hinh 5.1 Hinh minh hog mét dia vit ly dwe'c chia thanh hai
volume don gidn.

2.2.2. VVolume spanned

Bao gdém mot hodc nhidu dia dynamic (t6i da 1a 32 dia). St dung
khi muén ting kich ¢& cua volume. Dir liéu ghi 1én volume theo thir ty, hét
dia nay dén dia khac. Thong thuong ngudi quan tri st dung volume spanned
khi 6 dia dang str dung trong volume sap bi ddy va mudn ting kich thudc cia
volume bang cach bd sung thém mot dia khéc.

% 8 8 = Spanned Volume %
=

Pnniul Disk 0 thml Disk 1 Phpud nm 2 P'md Diﬁ 3

N e ™

Spanned Volume Set D\

Hinh 5.2 Hinh minh hog VVolume spanned
Do dit liéu duoc ghi tudn tir nén volume loai nay khong ting hiéu ning sir
dung. Nhuoc diém chinh ctia volume spanned 1a néu mét dia bi hong thi toan
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b dit liéu trén volume khong thé truy xuat duoc.
2.2.3. VVolume striped

Luu trit dit liéu 1&n céc day (strip) bang nhau trén mot hodc nhiéu dia vat
ly. Do dit liéu duoc ghi tuan tu 18n ting ddy, nén cd thé thi hanh nhiéu tac vu
I/0O d6ng thoi, lam ting tdc do truy xuat dir liu. Thong thuong, ngudi quan tri
mang st dung volume striped dé két hop dung lugng ctia nhiéu 6 dia vat Iy
thanh mot dia logic dong thoi ting toc do truy xuét.

’

R Striped Volume

Physical Disk 1 Physical Disk 2 Physical Disk 3

Striped Volume Set D:\

Hinh 5.3 Hinh minh hoa VVolume striped

Nhuoc diém chinh ctia volume striped 1a néu mét 6 dia bi hong thi dir liéu
trén toan bo volume mat gia tri.

2.2.4. VVolume mirrored

La hai ban sao cia mot volume don gian. Dung mot 6 dia chinh va mot 6
dia phy. Dit liéu khi ghi 1én dia chinh dong thoi cling s& duoc ghi 1én dia phu.
Volume dang nay cung cap kha ning dung 16i tot. Néu mot dia bi hong thi 6 dia
kia van lam viéc va khong lam gian doan qué trinh truy xuat dit liéu. Nhuoc
diém ctia phuong phap nay 1a bd diéu khién dia phai ghi lan lugt 1én hai dia, lam
giam hi€u nang.

Conlroller Disk Mirroring
Physical Disk 0 Physical Disk 0
Primary Secondary

Hinh 5.4 Hinh minh hog VVolume mirrored-
Disk Miroring

Pé tang toc d6 ghi dong thoi ciing tang kha niang dung 18i, cO thé
st dung mot bién thé cua volume mirrored 1a duplexing. Theo cach nay
phai str dung mot bo diéu khién dia khac cho 6 dia thir hai.
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Controller

Physical Disk 0
Primary

Disk Duplexing

Cuoll »
Physical Disk 0

Secondary

Hinh 5.5 Hinh minh hoa Volume mirrored-
Disk Duplexing

Nhuoc diém chinh ciia phuong phép nay la chi phi cao. Bé c¢6 mot
volume 4GB ban phai ton dén 8GB cho hai 6 dia

2.2.5. Volume RAID-5

Tuong tu nhu volume striped nhung RAID-5 1lai dung thém mot
day (strip) ghi théng tin kiém 15i parity. Néu mot dia ctua volume bi hong
thi thong tin parity ghi trén dia khac s& giap phuc hoi lai dir liéu trén dia hong.
Volume RAID-5 st dung it nhat ba 6 dia

Disk 0

RAID-5 Volume Set

Hinh 5.6 Hinh minh hea Volume RAID-5
Uu diém chinh cta k¥ thuat nay 1a kha ning dung 15i cao va téc do truy xuat

cao boi str dung nhiéu kénh 1/0.
3. St dung chwong trinh Disk Manager

Disk Management 1a mot ti¢n ich m¢& rdng ctia Microsoft Management
Console cho phép quan 1y toan bo phan ctmg dua trén 6 dia duoc Windows nhéan
dién.

Disk Management dugc sir dung dé quan 1y cac 6 dia duoc cai dit trong
may tinh nhu 6 ctng (bén trong va bén ngoai), 6 dia quang va 6 flash. N6 ¢o thé
duoc sir dung dé phan ving, dinh dang, gan ky tu 6 dia, ...
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Dé co thé st dung Disk Manager, phai ddng nhap vao may bang tai khoan
Administrator. Mé Quan 1y dia trong Windows Server 2019, c6 mot sb cach:

- Click chudt phai Windows biéu twong ¢ phia dudi bén trai va nhap vao
Quan ly dia trong danh sach.

- Nhan Windows va X cung nhau trén ban phim, sau d6 ban s& thdy Quan
ly dia trong danh séch.

- Nhan Windows va R trén ban phim cta ban, gd diskmgmt.msc va nhan
Enter

= Disk Management - [m] X
File Action View Help
e @ HEl =X 1 2B

Volume I Layout[ Type | File System ] Status | Capacity I Free Space I % Free |
== (Disk 0 partition 1) Simple Basic Healthy (EFI System Partition) 499 MB 499 MB 100 %
== (Disk 0 partition4)  Simple Basic Healthy (Recovery Partition) 499 MB 499 MB 100 %
w= 64 GB micro (D:) Simple Basic NTFS Healthy (Primary Partition) 5946 GB 19.06 GB 32%

== OSDisk (C:) Simple Basic NTFS (BitLo... Healthy (Boot, Page File, Crash Dump, Primary Partition) 237.37GB 18.57 GB 8%

~

= Disk 0 e —| —————

Basic 0SDisk (C)
238.35GB 499 MB 237.37 GB NTFS (BitLocker Encrypted) 499 MB
Online Healthy (EFI System Partition |/ Healthy (Boot, Page File, Crash Dump, Primary Partition) Healthy (Recovery Partition)

= Disk 1 L i

Removable 64 GB micro (D:)
59.48 GB 16 MB 59.46 GB NTFS
Online Unallocated Healthy (Primary Partition)

B Unallocated Ml Primary partition

Hinh 5.7 Giao di¢n Disk Management

3.1. Xem thugc tinh cua dia
Nhép phai chudt 1én 6 dia vat Iy mudn biét thong tin va chon Properties.
Hop thoai cung cap cac théng tin:
- S6 thu ty cia 6 dia vat Iy

- Loai dia (basic, dynamic, DVD-ROM, DVD, dia chuyén doi duoc, hoic
unknown)

- Trang thai cua dia (online hoac offline)
- Dung luong dia
- Luong khong gian chua cap phét
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- Loai thiét bi phan ctimg
- Nha san xuat thiét b
- Tén cua adapter
- Danh séach cac volume da tao trén dia
3.2. Xem thudc tinh ctia Volume hoic dia cuc bd

Nhap phai chudt Ién dia cuc bo d6 va chon Properties va hop thoai Local
Disk Properties xuat hién.

- datal (D:) Properties X
Previous Versions Quota Customise
General Tools Hardware Sharing Security

< \EEEEI
Type: Local Disk

File system: NTFS

[ Used space: 103.942,959,104 bytes 96.8 GB

Free space: 272891133952 bytes 254 GB

Capacity: 376,834.093,056 bytes 350 GB
Drive D- Disk Clean-up

[]Compress this drive to save disk space

[«] Allow files on this drive to have contents indexed in addition to file
properties

Cancel Apply

Hinh 5.8 Thugc tinh ciia Volume hodc
dia cuc by

3.3. Bo sung thém mét 6 dia méi

Chi can lap thém 6 dia médi vao theo hudng dan ciia nha san xuat ma khong can
tat may. Roi sau d6 dung chirc ning Action Rescan Disk cua Disk Manager dé
phat hién 6 dia méi nay.

3.4. Tao partition/volume méi

- Click chudt phai vao “Unallocated space” va chon “New Simple Volume”.
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= Disk Management = | = -

File Action View Help

o= [ e B

Volume | Layout | Type File System | Status | Capacity | Free Spa... | % Free
=1 Simple Basic Healthy (R... 300 MB 300 MB 100 %
=1 Simple Basic Healthy (E... %9 MB 93 MB 100 %
e (C) Simple Basic NTFS Healthy (B... 492.26 GB 47533GB 97 %

s (E) Simple Basic NTFS Healthy (P... 438.66 GB 43852 GB 100 %

-~
CDisk 0 [ [ [ I

Basic () (E2)
950-_00 GB 300 MB 93 MB 432,26 GB NTFS 438,66 GB NTFS o JLIBBAGR AL -
Online Healthy (Rec | Healthy (E | Healthy (Boot, Page File, Crash Du || Healthy (Primary Partition) ]

MNew Spanned Volume...

“@IDisk 1 I 1o Striped Volume..

g;ﬁkgggg 950.00 GB MNew Mirrored Volume...

Mot Initialized Unallocated MNew RAID-5 Volume...
Properties

<icp-RoM0 Help

VD (D)

Mo Media A

M Unallocated [l Primary partition

Hinh 5.9 Tao Partition mai
- Chon Next

New Simple Volume Wizard -

Welcome to the New Simple
Volume Wizard

This wizard helps you create a simple volume on a disk.

A simple volume can only be on a single disk.

T&ominue, click Next.

- - -y

< Back _ Next > t Cancel

Hinh 5.10 Hpp thoai New Simple Volume
Winzard

- Nhép dung lugng can cap phat, chon Next
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Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.

b

Maximum disk space in ME:
Minimum disk space in MB:

Simple volume size in MB:

Hinh 5.11 Nhdp dung lweng cdn cdp phat
- bat tén cho partition, Next

Assign Drive Letter or Path
For eam&cces&, you can assign a drive letter or drive path to your partition .

(®) Agsign the following drive letter:
() Mourt in the following empty NTFS folder:

| || Browse... |

() Do not assign a drive letter or drive path

Hinh 5.12 Pgr tén cho partition

- Dinh dang partition méi: exFAT, NTFS, FAT32, Click Next->Finish
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New Simple Volume Wizard

Format Partition
To store data on this partition, you must format it first.

() Do not format this volume

(®) Format this velume with the following ssttings:

File system: INTFs v]
Alocation unit size: | Default v |
Vaolume label: |New Volume |

Choaose whether you want to format this volume, and if so, what settings you want to use.

Perform a quick format
[ ] Enable file and folder compression

. . o
Hinh 5.13 Dinh dgqgepm% [ Cancel |

--d‘\?--—-

3.5. Thay d6i ky tw 6 dia hoiic dwong din

Muén thay doi ky tw 6 dia cho partition/volume nao, ban
chudt 1én volume d6 va chon Change Drive Letter and Path.

Change Drive Letter and Path xuét hién.

B Hyper V -Windows Server 2019 01 on WINDOWS-10 - Virtual Machine Connection
File Action Media View Help
@0 un» Sd
¥ Computer Management

File Action View Help

nhap phai
Hop thoai

> || M unatiocated I Primary partition Ml Extended partition Ml Free space Ml Logical drive

Hinh 5.14 Thay doi ky tw 6 dia hodc dwong din

- Chon Change -> Add
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Change Drive Letter and Paths for F: (Mew Volume) >

Allow access to this volume by using the following drive letter and paths:

=@

Add... Change... Remove

ox

Hinh 5.15 Hép thoai Change Drive Letter and
Paths

- M6 danh sach Assign a drive letter va chon mot ky tu 6 dia méi dinh dat cho
partition/volume, Click Ok

Change Drive Letter or Path et

Enter a new drive |etter or path for F: (New Valume).

(®) Assign the following drive letter: F i

Mount in the following empty N TFS folder:

Hinh 5.15 Hgp thoai Change Drive Letter and
Paths

- Trong hop thoai nay, nhan nut Edit dé ma tiép hop thoai Edit Drive Letter
and Path, m¢ danh sach Assign a drive letter va chon mét ky tu 6 dia méi dinh
dat cho partition/volume nay. Cudi cing dong ¥ x4c nhan cac thay d6i da thuc
hién.

3.6. Xoa partition/volume

Pé td chirc lai mot 6 dia hodc huy cac dir li€u c6 trén mot
partition/volume c6 thé xoa né di. Bé thuc hién, trong cira so6 Disk Manager,
nhap phai chudt 1én partition/volume mudn xo4 va chon Delete Partition
(hodc Delete Volume). Mot hop thoai canh bdo xuat hién, théng bao dir
liéu trén partition hodc volume sé& bi x04 va yéu cau xac nhan lai 1an nita thao
tac nay.
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3.7. Cau hinh Dynamic Storage

Pé st dung duogc co ché luu trit Dynamic, ban phai chuyén ddi cac dia cung
vat ly trong hé théng thanh Dynamic Disk. Trong cong cu Computer
Management \ Disk Management, ban nhap phai chudt trén cac 6 dia bén cua
sO bén phai va chon Convert to Dynamic Disk.... Sau d6 danh diu vao tit ca
cac dia cing vat 1y can chuyén d6i ché do luu trir va chon OK dé hé thong
chuyén d6i. Sau khi chuyén d6i xong hé théng s& yéu cau ban restart may dé ap
dung ché do luu trir méi.

= Disk 0 I S I [ [

Basic Recovery (C:) datal (D:) data2 (E:)
931.50 G" - Tt TS TTT T UGB NTFS 869 MB NT || 350.95 GB NTFS 349.32 GB NTFS
Online New Spanned Volume f (Boot, Page File | | Healthy (Re || Healthy (Basic Data Parti | Healthy (Basic Data Partit

Convert to Dynamic Disk..

Properties

Help

Hinh 5.16 Chuyén dia cirng vt Iy thanh Dynamic Disk
Trong cdng cu Disk Management, nhap phai chuot Ién ving trong cua dia
ctig can tao Volume, sau d6 chon New Volume.

Tiép theo, chon loai Volume can tao. Trong truong hop nay ching ta chon
Spanned.

Chon nhiing 6 dia dung dé tao Volume nay, dong thoi cling nhap kich
thudc ma mdi dia gianh ra dé tao Volume. Cha y ddi véi loai Volume nay thi
kich thudc cua cac dia gianh cho Volume cd thé khéac nhau

Gan ky tu 6 dia cho Volume
Dinh dang Volume ma vira tao dé c6 thé chua dir liu.
Pén day da hoan thanh viéc tao Volume

Tao Volume Striped

Cac budc tao Volume Striped ciing twong tu nhu viéc tao CAac
Volume khac nhung chu y 1a kich thudc cua cac dia cung gianh cho loai
Volume nay phai bang nhau va kich thuéc cia Volume bang tong cac kich
thudc cua cac phan trén.

Tao VVolume Mirror.

Céac budc tao Volume Mirror ciing twong tu nhu trén, chu y kich thudc
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ctia cac dia ctimg gianh cho loai Volume nay phai bang nhau va kich thuéc cua
Volume bang chinh kich thuéc ctia mdi phan trén.

Tao Volume Raid-5.

Cac bude tao Volume Raid-5 cling tuong ty nhu trén nhung chu y 1a loai
Volume yéu cau téi thiéu dén 3 dia cimg. Kich thudc cia cic dia cung
gianh cho loai Volume ndy phai bang nhau va kich thudc cua Volume
bang 2/3 kich thudc ctia mdi phan cong lai.

4. Quan ly viéc nén dir li¢u

Nén dit liéu 1a qué trinh luu trit dir liéu dudi mot dang thirc chiém it
khong gian hon dir liéu ban dau. Windows Server hd trg tinh ning nén cac tap
tin va thu muc mét cach tu dong va trong sudt. Cac chuong trinh Gmg dung truy
xuét cac tdp tin nén mot cach binh thuong do hé diéu hanh tu dong giai nén khi
mo tap tin va nén lai khi luu tép tin 1€n dia. Kha ndng nay chi co trén céc
partition NTFS. Néu chép mot tap tin/thu muyc trén mot partition cé tinh niang
nén sang mot partition FAT binh thuong thi hé diéu hanh sé& giai nén tap tin/ thu
muc do trude khi chép di.

Pé thi hanh viéc nén mot tap tin/thu muc, sit dung chuong trinh Windows
Explorer va thuc hién theo cac budc sau:

- Trong ctra s6 Windows Explorer, duyét dén tap tin/thu muc dinh nén va
chon tap tin/thu muc do.

- Nhap phai chudt Ién ddi tugng d6 va chon Properties.
- Trong hop thoai Properties, nhan nit Advanced trong tab General.

- Trong hop thoai Advanced Properties, chon muc “Compress contents
to save disk space” va nhan chon OK.

Nhan chon OK trong hop thoai Properties dé xac nhan thao tac. Néu dinh
nén mot thu muc, hop thoai Confirm Attribute Changes xuét hién, yéu cau lya
chon hoac 1a chi nén thu muc nay thoéi (Apply changes to this folder only) hoac
nén ca cac thu muc con va tap tin cé trong thu muc (Apply changes to this
folder, subfolders and files). Thyc hién lira chon va nhan OK.

Pé thyuc hién viée gidi nén mot thu muc/tap tin, thyc hién tuong tu theo cac
bude ¢ trén va bo chon muc Compress contents to save disk space trong hop
thoai Advanced Properties.

105



5. Thiét 1ap han ngach dia (DISK QUOTA)

Han ngach dia duoc dung dé chi dinh luong khong gian dia ti da ma mot
ngudi dung ¢ thé st dung trén mot volume NTFS. Ban c6 thé ap dung han
ngach dia cho tit ca nguoi dung hodc chi di véi timg nguoi ding riéng biét.

Mot sb van dé ban phai luu y khi thiét lap han ngach dia:
- Chi c6 thé &p dung trén cac volume NTFS.

- Luong khong gian chiém dung dugce tinh theo céc tap tin va thu muc do
nguoi dung sé hiru.

- Khi ngudi dung cai dat mot chuong trinh, luong khéng gian dia con tréng
ma chuong trinh théy dugc tinh toan dwa vao han ngach dia cua nguoi dung,
khong phai la lugng khdng gian con tréng trén volume.

- Puoc tinh toan trén kich thudc that sy cua tap tin trong truong hop tap
tin/thu muc duoc nén,

5.1. Céu hinh han ngach dia

Pé cau hinh han ngach dia sir dung hop thoai Volume Propertise da
gidi thiéu trong phan trén. Mo hop thoai ndy bang cach nhip phai chudt Ién
ky tu 6 dia trong Windows Explorer va chon Propertise. Trong hop thoai nay
nhép chon tab Quota. Theo mac dinh tinh nang han ngach dia khong duogc kich
hoat.

Local Disk (C:) Propetties 21 x|
General | Took | Hadwae |  Shang |
Secuily | Shadow Copies Quota

; Status: Disk quotas are disabled

[V Enable quota management
[V Deny disk space to users exceeding quota fimit
Select the defaul quota limt for new users on this volume:
" Do not limit disk usage
& Lim# disk space to [1 0o IMB ZI
Set warning levelto |39 |ME ~|

Select the quota logging options for this volume:

[~ Logevert when a user exceeds their quota limd,
[T Log event when a user excead: thekr warning level

Quota Eniies.._|
[ ok ]| Cconce | apew |
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Hinh 5.17 Cdu hinh han ngach dia
Céac muc trong hop thoai ¢ y nghia nhu sau:

- Enable quota management: thuc hién hodc khong thuc hién quan 1y han
ngach dia.

-Deny disk space to users exceeding quota limit: nguoi dung sé khong
thé tiép tuc str dung dia khi vuot qua han ngach va nhan dugc thong bao out of
disk space.

- Select the default quota limit for new users on this volume: dinh nghia
cac giéi han str dung. Céac lya chon bao gém “khong dinh nghia gidi han” (Do
not limit disk space), “gidi han cho phép” (Limit disk space to) va “gidi han
canh bao” (Set warning level to).

-Select the quota logging options for this volume: c¢6 ghi nhan lai cac sy
kién lién quan dén str dung han ngach dia. C6 thé ghi nhan khi nguoi dung vuot
qua gidi han cho phép hoac vuot qué gidgi han canh béo.

Biéu tuong dén giao thong trong hop thoai co cac trang thai sau:

- Pén do cho biét tinh ning quan Iy han ngach khdng duogc kich hoat.

-Peén vang cho biét Windows Server dang xay dung lai théng tin han
ngach.

- Pén xanh cho biét tinh ning quan 1y dang cd tac dung.

5.2. Thiét 1ap han ngach mic dinh

Khi thiét 1ap han ngach mac dinh 4p dung cho cic ngudi dung méi trén
volume, chi nhiing nguo1 dung chua bao gio tao tap tin trén volume dé méi chiu
anh hudng. C6 nghia 1a nhitng nguoi1 dung da sé hitu cac tap tin/thu muc trén
volume nay déu khong bi chinh sach han ngach quy dinh. Nhu vay, néu dy dinh
ap dat han ngach cho tt ca cac ngudi dung, phai chi dinh han ngach ngay tir khi
tao lap volume.

Pé thuc hién, mo hop thoai Volume Properties va chon tab Quota. Panh
dau chon muc Enable quota management va dién vao cac gid tri giéi han st
dung va gi61 han canh bao.

5.3. Chi dinh han ngach cho tirng ca nhan
Trong mot vai truong hop, can phai chi dinh han ngach cho riéng mot
ngudi nao do, chang han c6 thé 1a cac Iy do sau:
Nguoi ding nay sé giit nhiém vu cai dit cac phan mém méi, va nhu vay ho
107



phai c6 duoc lugng khdng gian dia tréng 16n.

Hoic 1a nguoi dung da tao nhiéu tap tin trén volume trudc khi thiét 1ap han
ngach, do vay ho s€ khong chiu tac dung. Phai tao riéng mot gidi han mai ap
dung cho nguoi do.

Dé thiét 1ap, nhdn ndt Quota Entries trong tab Quota cua hop thoai
Volume Properties. Cira s6 Quota Entries xuét hién.

Chinh sira thong tin han ngach ciia mdt ngudi dung: nhin dap vao muc
ctia ngudi dung twong Gmg, hop thoai Quota Setting xuat hién cho phép thay doi
cac gia tri han ngach.

B6 sung thém mét muc quy dinh han ngach: trong cira s6 Quota
Entries, vao menu Quota chon myuc New Quota Entry / xuat hién hop thoai
Select Users, chon ngudi dung roi nhan OK / xuét hién hop thoai Add New
Quota Entry, ban nhap cé4c gia tri han ngach thich hop va nhan OK.

6. M& hoa dit liéu biang EFS

EFS (Encrypting File System) 1a mot k¥ thuat dung ding dé ma hoa céac
tap tin luu trén cac partition NTFS. Viéc mid hod s& bd sung thém mot
16p bao vé an toan cho hé thong tap tin. Chi nguodi dung c6 ding khod méi
c6 thé truy xuat duoc cac tip tin nay con nhitng ngudi khac thi bi tir chéi truy
cap. Ngoai ra, nguoi quan tri mang con cO thé dung tdc nhan phuc hoi
(recovery agent) dé truy xuat dén bat ky tap tin ndo bi md hoa. P& ma hoa cac
tap tin, tién hanh theo cac budc sau:

Mo cira s6 Windows Explorer. Trong cira s6 Windows Explorer, chon
cac tap tin va thuc muc can ma hoa. Nhap phai chudt 1én céac tap tin va thu muc,
chon Properties.

Trong hop thoai Properties, nhan nut Advanced.

Hop thoai Advanced Properties xuit hién, danh dau muc Encrypt
contents to secure data va nhan OK.

Tré lai hop thoai Properties, nhin OK, xudt hién hop thoai Confirm
Attribute Changes yéu can cho biét s& ma hoa chi riéng thu muc dugc chon
(Apply changes to this folder only) hoic ma hoa toan bd thu muc ké cac cac
thu muc con (Apply changes to this folder, subfolders and files). Sau d6 nhén
OK.

Pé thoi khdng ma hod céc tap tin, ban thuc hién twong tu theo cac budc
trén nhung bo chon muc Encrypt contents to secure data.
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CAU HOI VA BAI TAP BAI 5

Gia thiét rang may Server cta ¢6 1 6 ctimg 7GB Disk 0 va 3 6 800MB Disk
1,2,3.

a. Hay phan chia va tao c4c volume theo yéu cau sau:
- Volume OS duing dé cai dit hé diéu hanh, chiém 7GB cua Disk0

- Volume Software dung dé chira phan mém, volume nay dang Mirror gom
400MB cua Disk1 va 400MB cua Disk2.

- Volume Data dang Raid-5 gdm 400MB cua 3 dia Disk1, Disk2 va Disk3.

b. Gia sir Disk 3 bj hu, va da thay thé dia cing méi. Hiy dong b lai dir liéu cho
dia clmg vira lap vao.

c. V61 hé théng mang nhu trong cau a, mudn tao mot tai nguyén chia s¢ dé moi
nguoi co thé godi bao cao cong viée hang tuan. Tuy nhién, moi ngudi chi co thé
dé dir liéu trén tai nguyén do toi da 1a 10MB, riéng giam déc thi khdng gidi han.

Hay cau hinh hé thong nham dap tng yéu cau trén.

d. Do nhu cau cdng viée, Gidm ddc mudn chi ¢6 minh méi c6 thé doc dugc mot
s6 noi dung chtra trong may, du c6 thao dia cimg ndy sang may khéc thi van
khéng doc dugc ndi dung cua nay.

Hay hudng dan cho Gidm dbc thuc hién cong viéc nay.
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BAI 6: TAO VA QUAN LY THU MUC DUNG CHUNG
Ma bai: Mb 15 - 06

Giéi thi¢u:

Bai 6 cung cap hoc vién kién thirc vé cac loai quyén: Truy cap, tao va quan
1y cac thu muc dung chung trén mang, NTFS, DFS .
Muc tiéu:

- Trinh bay cac loai quyén truy cap dir liéu;

- Tao va quan ly c&c thu muc dung chung trén mang.
N¢i dung chinh:
1. Tao cac thw muc dung chung
1.1. Chia sé thw muc dung chung

CAc tai nguyén chia sé 1 cac tai nguyén trén mang ma cac nguoi dung co thé
truy xudt va stir dung thong qua mang. Mudn chia s¢ mét thu muc dung chung trén
mang, phai logon vao hé théng vai vai tro ngudi quan tri (Administrators) hoic
la thanh vién cua nhom Server Operators, tiép theo trong Explorer nhap phai
chudt trén thu muc do6 va chon Properties, hop thoai Properties xuét hién, chon
Tab Sharing.

21

General Sharing l Secuiity | Customize |

‘You can share this folder with other users on your
network. To enable sharing for this folder, click Share this
folder.

Description: lDu Lieu Dung Chung

User limit: " Maximum allowed

" Allow this number of users:  |100 —
To set permissions for users who Permissi I
access this folder over the network, Zermissions...

click Permissions.

To modify how people use the content 3 3
Tomodts hougocsle s e conteet i Sotinge.. |

ok | Cancel | sppy |
Muc Y nghia
Do not share this Chi dinh thu muc nay chi dugc phép truy cap cuc
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folder bo

Share this folder Chi dinh thu muc nay duoc phép truy cap cuc bd va

truy cap qua mang

Share name Tén thu muc ma ngudi ding mang nhin thay va
truy cap
Comment Cho phép nguoi dung md ta thém théng tin vé

thuy muc dung chung nay

User Limit Cho phép ban khai bao s két noi t6i da truy xuét

vao thu muc tai mot thoi diém

Permissions Cho phép ban thiét 1ap danh sach quyén truy cap

théng qua mang ctia nguoi dung

Offline Settings Cho phép thu muc dugc luu trir tam tai liéu khi lam
viéc dudi ché do Offline.

Bing 6.1 Y nghia ciia cac muc trong Tab Sharing
1.2. Cau hinh Share Permissions
Mudn cdp quyén cho c4c ngudi ding truy cdp qua mang thi ding
Share Permissions. Share Permissions chi cé hiéu luc khi nguoi dung truy
cap qua mang chir khong c6 hiéu luc khi ngudi dung truy cap cuc bg. Khac véi
NTFS Permissions la quan Iy nguoi dung truy cap dudi cap do truy xuat dia.

Share Pemizsions |

Group or user names:
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Trong hop thoai Share Permissions, chira danh séch c4c quyén sau:
- Full Control: cho phép ngudi ding c6 toan quyén trén thu muc chia sé.

- Change: cho phép ngudi dung thay d6i dir liéu trén tap tin va xoa tap tin
trong thu muyc chia sé.

- Read: cho phép nguoi dung xem va thi hanh céc tap tin trong thu muc
chia sé. Ban muén cap quyén cho nguoi ding thi nhap chudt vao nit Add.

Hop thoai chon nguoi dung va nhom xuét hién, ban nhép do1 chudt vao cac tai
khoan ngudi diing va nhém can chon, sau d6 chon OK.
2]

Select this object type:

lUsevs. Groups, or Built-in security principals Object Types. .. l
Erom this location:
|Dc2 Locations. ..

Enter the object names to select (examples)

DC2\thanh| Check Names I

Advanced.. | ok | Cancel |

Z,

Hinh 6.3 Hgp thoai chon ngwoi dung va nhém

Trong hop thoai xuat hién, mudn cip quyén cho ngudi dung ban danh du vao
muc Allow, nguoc lai khda quyén thi danh dau vao muc Deny.
2ix

Share Pemissions |
Group of user names:

m Evespone
€ nhon (DC2nhon)
€ tharh (DC2thanh)

Petmizsions for thanh Allow Deny
Full Control ] O
Change = a
Read = O
O - |

Hinh 6.4 Chon nguwoi dung dé cip quyén
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1.3. Chia sé the muc dung Iénh netshare
Chtic ning: tao, x6a va hién thi cac tai nguyén chia sé. Ct phép:
net share sharename
net share sharename=drive:path [/users:number | /unlimited] [/remark:"text"]
net share sharename [/users:number | unlimited] [/remark:"text"]
net share {sharename | drive:path} /delete
Y nghia cac tham sd:

- [Khéng tham sd]: hién thi thong tin vé tit ca cac tai nguyén chia sé trén
may tinh cuc bd

- [Sharename]: tén trén mang cua tai nguyén chia sé, néu dung 1énh net
share vdi mot tham s6 sharename thi hé théng s& hién thi thong tin vé tai
nguyén dung chung nay.

- [drive:path]: chi dinh dudng dan tuyét ddi cta thu muc can chia sé.

- [/users:number]: dit s6 luong nguoi dung 16n nhét c6 thé truy cap vao
tai nguyén dung chung nay.

- [/unlimited]: khong gi6i han sb luong nguoi ding cé thé truy cp vao tai
nguyén dung chung nay.

- [/remark:"text"]: thém théng tin md ta vé tai nguyén nay.
- /delete: x6a thudc tinh chia sé cua thu muc hién tai.

2. Quan ly cac the muc dung chung

2.1. Xem cac thw muc dung chung

Muc Shared Folders trong cong cu Computer Management cho phép
ban tao va quan 1y cac thu muc dung chung trén may tinh. Mubn xem céc thu
muc dung chung trén may tinh ban chon muc Shares. Néu thu muyc dung chung
nao c6 phan cudi cua tén chia sé¢ (share name) 1a ddu $ thi tén thu muc dung
chung nay duoc 4n di va khong tim thdy khi ban tim kiém thong qua My
Network Places hodc duyét cac tai nguyén mang.
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O Computer Management =10} x|

=) Fle Adon View Window Hep | =1® %]
e O@EBPDE & 8
g Computer Management (Local) | ShareN... ~ l Folder Path I Type [ # Clent Connections
= ﬁ{svlem Tooks BJADMING  CAWINDOWS Windows (]
$ (£ Evenk Yiewer 3 cy Windows 0
76§) Shared Folders slDiet  CiData Windows 0
DR JIPCH Windows 0
) Sessons
8. Open Files

. ﬂ Local Users and Groups
+ E Performance Logs and Alerts
2}, Device Manager

= &5 Storage

[+ (gi Removable Storage

¢ Disk Defragmenter
Digk Management

. ‘.9 Services and Applcations

o (2] L4l | 5
| { I

Hinh 6.4 Xem thu muc dung chung

2.2. Xem cac phién lam viée trén thw muc dung chung

Mudn xem tat ca cic ngudi dung dang truy cdp dén céc thu muc ding
chung trén may tinh chon muc Session. Muc Session cung cap cac thdng tin sau:

- Tén tai khoan ngudi dung dang két ndi vao tai nguyén chia sé.
- Tén may tinh ¢ nguoi dung két ndi tir do.

- Hé diéu hanh ma may tram dang st dung dé két ndi.

- S6 tap tin ma nguoi dung dang mo.

- Thoi gian két ndi ctia nguoi ding.

- Thoi gian cho xu 1y cua két ndi.
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© Computer Management ______________ =10l
=) Bl action Yew Widow teb =181
e- 0= AR 2

=) Computer Management. (Local) User / [ computer [ Type | # OpenFiles | Connected T
&y System Tooks € ADMINISTRA... 127.0.0.1  Windows 1 00:00:50
%1 {E] Event Viewer
=] gzl Shared Folders
8. Shares
2. Sesslons
2. Open Files
4 ﬂ Local Users and Groups
“ E Performance Logs and Alerts
=) Device Manager
=& Rorage

+ Removable Storage
' Disk Defragmenter

Disk Management
%[ Services and Applications

< 12014 J i3

Hinh 6.5 Xem phién lam vigc trén thu muc dung chung

2.3. Xem cac tap tin dang mé trong cac thw muc dung chung

Mudn xem c4c tap dang mo trong cac thu muc ding chung nhap chudt vao
muc Open Files. Muc Open Files cung cép cé4c théng tin sau:

- Puong dan va tap tin hién dang dugc mo.

- Tén tai khoan ngudi dung dang truy cap tap tin do.

- Hé diéu hanh ma nguoi dung str dung dé truy cap tap tin.
- Trang théi tap tin c6 dang bi khoé hay khéng.

- Trang thai mo stir dung tap tin (Read hoac Write).
e

=) e Acion wew Window Help =18 |
e 60 BB R

Computer Management (Local) | OpenFie / | Accessed By l Type l # Locks I Open Mode
=1, System Todls [)c:\Data ADMINISTRATOR.  Windows 0 Read
4] Event Viewer

=) ) Shared Folders
) Shares
& Sessons
2.3 Open Fies
4 ﬂ Local Users and Groups
%1 &8 Performance Logs and Alerts
2 Device Manager
= & Storage
ol Removable Storage
' Disk Defragmenter
&9 Disk Management
=1 Services and Applcations

< 214l |
? l i

Hinh 6.6 Xem #dp tin dang maé trong thw muc dung chung
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3. Quyén truy cap NTFS

3.1. C4c quyén truy cap ciia NTFS

Tén quyén

Chirc nang

Traverse Folder/Execute
File

Duyét cac thu muc va thi hanh céc tap tin chwong

trinh trong thu muc

List Folder/Read Data

Liét ké ndi dung cua thu muc va doc dir liéu cua

cac tap tin trong thu muc

Read Attributes

Doc cac thude tinh ctia cac tap tin va thu muc

Read Extended Attributes

Doc céac thudc tinh mé rong cua cac tap tin va thu
muc

Create File/Write Data

Tao cac tap tin mai va ghi dir liéu 1én cac tap tin

nay

Create Folder/Append Data

Tao thu muc mai va chen thém dir liéu vao cac tap
tin

Write Attributes

Thay d6i thudc tinh cia cac tap tin va thu muyc

\Write Extendd Attributes

Thay dbi thudc tinh mé rong ctia cac tap tin va thu
muc

Delete Subfolders and Files

Xo0a thu muc con va Cac tap tin

Delete

Xba cac tap tin

Read Permissions

Poc C&c quyén trén céc tap tin va thu muc

Change Permissions

Thay d6i quyén trén cAc tap tin va thu muc

Take Ownership

Tudc quyén s hitu caa cac tap tin va thu muc

Bing 6.2 Chikc ning C4c quyén truy cdp ciia NTFS

3.2. C4c mirc quyén truy cap dwoc ding trong NTFS

Tén quyén Full

Modify | Read& List Read | Write
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Control Execute | Folder
Contents
Traverse Folder X X X
/Execute File
List Folder X X X
/Read Data
Read Attributes X X X
Read Extended X X X
Attributes
Create File X
/Write Data
Create Folder X
/Append Data
Write Attributes X
Write Extended X
Attributes
Delete X
Subfolders and
Files
Delete X
Read X X X
Permissions
Change X
Permissions
Take Ownership | X

Bing 6.3 Bing md td cdc mirc quyén truy cdp dwoc dung trong NTFS
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3.3. Gan quyén truy cap NTFS trén thu muc ding chung
Muén gan quyén NTFS, théng qua Windows Explorer ban nhip phai

chudt vao tap tin hay thu muc can cdu hinh quyén truy cép roi chon Properties.
Hop thoai Properties xuét hién. Tab nay cho phép ta c6 thé quy dinh quyén
truy cdp cho tung nguoi dung hodc mot nhém nguoi dung Ién cac tap tin va thu
muc. Nhap chudt vao Tab Security d cip quyén cho cac nguoi dung.

21|

General | Sharing  Secuiity ICmmizel

Group or user names:

Administrators [DC2\A&dministrators)
€7 CREATOR DWNER

€5 SYSTEM

€% Users (DC2A\Users)

Add | Remove |

Pemissions for Adminstrators Allow Deny

Full Control B 0O =

Modify O

Read & Execute a |

List Folder Contents O

Read O

Wiite O ;j
For special permissions of for advanced settings,  Advanced

click Advanced. =

Hinh 6.7 Tab Security
Mudn cdp quyén truy cdp cho mdt nguoi dung, nhap chudt vao nat Add,
hop thoai chon Iira nguoi dung va nhém xuét hién, chon nguoi ding va nhom
can cdp quyén, nhap chudt vao nit Add dé thém vao danh sach, sau d6 nhip
chudt vao nit OK dé trd lai hop thoai chinh.

Select Users or Groups 2| x|

Select this object type:
lUsers, Groups, or Built-in security principals

From this location:
'DCZ ocations...

o

biect Types...

Enter the object names to select (examples):
DC2\thanh: DC2\nhon| Check Names

Advanced... | 0K Cancel

Hinh 6.8 Chon nguoi ding va nhom dé xudt hién

i
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Hop thoai chinh s& xuat hién cac ngudi dung va nhom méi thém vao, sau
d6 chon ngudi dung va nhom dé cip quyén. Trong hop thoai di hién sin danh
sach quyén, mudn cho ngudi dung d6 co quyén gi thi danh dau vao phan Allow,
con nguoc lai mudn cdm quyén do6 thi danh ddu vao muc Deny.

Data Properties 2 x|
General | Sharing  Secuiity ICuslomize|

QIOUD or user hames:

m Administrators [DC2\&dministrators)
€ nhon (DC2\nhon)

€7 SYSTEM

€7 thanh (DC2\thanh)

Permissions for thanh Allow Deny

Full Control O O 8

Madify O O

Read & Execute O

List Folder Contents 4} O

Read O

Write O O LJ
For special permissions or for advanced settings, Advanced I
click Advanced, -

ok | concel | apph |

Hinh 6.9 Chon ngwéi dung va nhom dé cap quyén
3.4. Ké thira va thay thé quyén ciia ddi twong con

Trong hop thoai chinh trén, chiing ta c6 thé nhap chudt vao nat Advanced
dé cau hinh chi tiét hon cho cac quyén truy cap ctia nguoi dung. Khi nhap chudt
vao nit Advanced, hop thoai Advanced Security Settings xuat hién, trong hop
thoai, néu ban danh dau vao muc Allow inheritable permissions from parent
to propagate to this object and child objects thi thu muc hién tai dwoc thira
huong danh sach quyén truy cdp tir thu muc cha, ban mudn xéa nhiing quyén
thira huong tir thu muc cha ban phai bé ddnh diu nay. Néu danh sach quyén truy
cap ctia thu muc cha thay di thi danh sach quyén truy cap cua thu muc hién
tai cling thay d6i theo. Ngoai ra néu ban danh diu vao muc Replace
permission entries on all child objects with entries shown here that
apply to child objects thi danh sach quyén truy cap cua thu muc hién tai s&
duoc &4p dung xudng cac tap tin va thu muc con ¢ nghia Ia cac tap tin va thu
muc con s& dugc thay thé quyén truy cdp giéng nhu cic quyén dang hién thi
trong hop thoai.
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2%
Permissions | Auditing | Dwner | Effective Pemissions |
To view more information about special permissions, select a permission entry, and then click Edit.

Inherked From

Allow  Admnestrators [DC2\..  Full Control <nct mherted> Thes folder, subfolders...
Allow nhon [DC2\nhaon) Bead & Execute  <not mherted> Thes folder, subfolders, .
Allow  SYSTEM Ful Cordrol <not nherted> Thes folder, subfolders. .

Allow tharh (DC2\Mthanh) Read & Execute  <not mherted> Thes foldes, subfolders. .

A, | E&. |  Bemove |

r ,Qﬁowruﬁabbpummﬁmmpamﬂommmlohobmtmdddidmlnclude'
ithese with entiies explickly defined here.

V' Replace permission entries on all chid objects with entries shown here that apply to chid objects

Leam more sbout access control

Hinh 6.10 Céu hinh quyén ké thiva
Trong hop thoai nay, Windows Server ciing cho phép kiém tra va cau hinh
lai chi tiét cac quyén cua ngudi dung va nhom, dé thuc hién, chon nhém hay
ngudi dung can thao tac, sau d6 nhap chudt vao nat Edit.
21x
Object |

Name [DEENOIRNENS  Change. |

Apply grior | This folder, subfolders and fies >l

Permissions:

Full Contral

Traverse Folder / Execute Fle
List Folder / Read Data

Read Attnbutes

Read Extended Attnbutes
Create Files / Wirite Data
Create Foldess / Append Data
\Wiite Attnbutes

\Write Extended Attrbutes
Delete Subfolders and File:
Delete

Read Peimissions

Ll PR o P .

r Apply these pemissions to objects and/or All
containers within this contaner onky

[ ok ] conca |

Hinh 6.11 Cdu hinh quyén ké thira

|»

IRO00000RRBREREO f
ljoooooooooooo 5

d
L
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3.5. Thay d6i quyén khi di chuyén thw muc va tip tin

Khi chung ta sao chép (copy) mét tap tin hay thu muc sang mot vi tri méi
thi quyén truy cap trén tap tin hay thu muc nay s& thay ddi theo quyén trén thu
muc cha chira chung, nhung nguoc lai néu chung ta di chuyén (move) mat tap
tin hay thu muc sang bat ki vi tri nao thi cic quyén trén chung van duoc giir
nguyén.

3.6. Giam sat ngwoi dung truy cip thue muc

Muén gidm sat va ghi nhan lai cic ngudi ding thao tac trén thu
muc hién tai, trong hop thoai Advanced Security Settings, chon Tab
Auditing, nhip chudt vao nit Add dé chon ngudi dung can giam sat, sau do
mudn gidm sat viéc truy xuat thanh cbng thi danh dau vao muc
Successful, nguoc lai giam sat viéc truy xuat khong thanh cong thi danh dau vao
muc Failed.

Auditing Entry for Data 2 x|
Object |
Name: lnhon (DC2\nhon) Change. .. I
Apply onto: ITh:s folder, subfolders and files _'_]
Access: Successful  Failed
Full Control O O =
Traverse Folder / Execute File O O
List Folder / Read Data O O
Read Attnbutes O O
Read Extended Attributes O O
Create Files / Wiite Data O
Create Folders 7 Append Data O
Wiite Attibutes (| O
Wiite Extended Attributes O O
Delete Subfolders and Files O !
Delete (| i
Read Permissions O O
N on oo I e te siminn ™ ™ Lj
r Apply these auditing entries to objects Clear Al I
and/or contamers wathin this container only

[ ok | Cancel |

Hinh 6.12 Giam sat nguwoi diing truy cdp thw muc

3.7. Thay d6i nguoi s¢ hiru thw muc

Mudn xem tai khoan ngudi va nhém ngudi ding sé hita thu muc
hién tai, trong hop thoai Advanced Security Settings, chon Tab Owner.
Pong thoi c6 thé thay ddi ngudi va nhom nguoi sé hiru thu myc nay bang cach
nhap chudt vao ndt Other Users or Groups.
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Advanced Security Settings for Data 3 21x|

Pemissions | Audting Ovwer |Effeeﬁve Permissions |

‘You can take or assign ownership of this object if you have the requred permissions or privileges.

Current owner of this item:
[Administrators (NETCLASS \Administrators)

Change owmner to:
Name
€ Administrator (NE TCLASS \Administrator)
m Administrators (NE TCLAS S\Admirestrators)

Other Users or Groups. .

I”" Heplace owne: on subcontaners and objects

Lean more sbout ounership.

0K | Concel | topy |

Hinh 6.13 Thay doi nguwoi ditng sé hitu thw muc
4. DFS

DFS (Distributed File System) 1a hé thong t0 chirc sap xép cac thu
muc, tap tin ding chung trén mang ma Server quan ly, & d6 c6 thé tap hop
cac thu myc dung chung nam trén nhiéu Server khac nhau trén mang véi mot
tén chia sé duy nhat. Nho hé théng ndy ma nguoi ding dé dang tim kiém mét
tai nguyén dung chung nao do trén mang... DFS c0 hai loai root: domain root
1a hé thong root gan két vao Active Directory dugc chira trén tit ca Domain
Controller, Stand-alone root chi chta thong tin ngay tai may duoc cau hinh.
Chu y DFS khong phai 1a mot File Server ma né 1a chi 1a mot “bang muc luc”
chi dén cac thu muc di dugc tao va chia sé san trén cac Server. Dé trién khai
mot hé thong DFS trudc tién ching ta phai hiéu cac khai niém sau:

- Gbc DFS (DFS root) 1a mot thu muc chia sé dai dién cho chung cho cac
thu muc chia sé khac trén cac Server.

- Lién két DFS (DFS link) 1a mot thu muc nim trong DFS root, né anh xa
dén mot tai nguyén chia sé cac Server khéc

4.1. So sanh hai loai DFS

Stand-alone DFS Fault-tolerant DFs

La hé thong DFS trén mot may La hé thong DFS duya trén nén
Server Stand4{ Active
alone, khdng c6 kha ning dung 16i.  |Directory nén c6 chinh dung 15i cao.
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Nguoi ding truy xuat hé thong DFS | Hé théng DFS sé& ty dong dong bo giita
thdng cac

qua duong dan \\servername\dfsname|Domain Controller va nguoi dung co t
hé truy xuat dén  DFS théng qua
duongdan \\domainname\dfsname.

Bing 6.4 Bdng so sanh hai loai DFS
4.2. Cai dat Fault-tolerant DFS
Dé tao mot hé thong Fault-tolerant DFS ban l1am theo céc budce sau:

Ban nhip chudt vao Start -> Programs -> Administrative Tools ->
Distributed File System. Hop thoai Welcome xuat hién, nhan Next dé tiép
tuc. Hop thoai Root Type xuat hién, chon muc Domain Root, nhin Next dé tiép
tuc.

New Root Wizard X|

Root Type
You can create a doman or a stand-alone root.

Unlke stand-alone roots. domain roots suppost automatic replicabon and use Active
Diectory to store the DFS configuration.

Select the type of root you want to create:

RS A
(¢ Domain rook

" Stand-alone root

< Back Nesxt > Cancel I

Hinh 6.14 Hgp thoai Root Type
Hé thong yéu cau chon tén mién (domain name) két hop voi hé théng
DFS can tao.
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ew oot wizard x

Host Domain
A domain can host multiple DFS roots. |

Type the domain to host the root, of select it from the kst of tusting domains.

Trusting domains:
29 netclass.edu.vn

<Back [ Mew> |  cancet |

Hinh 6.15 Chon tén mién

Tiép theo khai bao tén ciia Domain Controller chua root DFS can tao.

x
Host Server
Enter the name of the host server for this rool Ll
Setver name:

Isavetz netclass. edu yn

<Back | MNew> |  Cancal |

Hinh 6.16 Khai b4do tén Domain Controller

Dén day ban khai béo tén chia sé gbc (Root Name) cua hé thong DFS, day
chinh 1a tén chia sé dai dién cho cac tai nguyén khac trén mang. Ban nhap day
du cac thong tin chon Next dé tiép tuc.
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New Root Wizard l]

Root Name ,
‘You must provide a ureque name for each DFS root, N

Type a unique name for this root
Root name:
IT aiNguyen

Preview of UNC path to the oot
l\\netclaa.edu v\ Talguyen

Comments:
lTap hop cac tai nguyen duoc chia se ien mang

Share to be used:
lTaNgwen

Back [ Newt> |  Cancel |

Hinh 6.17 Khai bao tén chia sé gdc (Root Name) ciia h¢
thong DFS

Trong hop thoai xuat hién, khai bao tén thu muc chia sé gbc cua hé thong
DFS.

New Root Wizard l]

Root Share
The specified share does not exst. Create a new share at the following location N

Folder to share:
IC \DuLieu

<Back | Mew> |  Concel |

Hinh 6.18 Khai bao tén thu muc chia sé goc ciia hé théong DFS.

Sau khi cdu hinh hé thong DFS hoan tét, tao cac lién két dén cac tai nguyén
dung chung trén cac Server khac trong mang.
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RI=TEY

Ble Action View Help
= O FRARE| R %R

s Distributed File System Targst I OFS Referral I Status I
E J,_f_-j \inetclass. edu.vn\TalNguyen ":J\'\"ﬁ,‘,,:,z\-rz Enabled

::} ThuMucl

=, e

[

|

Hinh 6.19 tao céc lién két dén cac tai nguyén dung chung trén
cac Server khac trong mang.

Dé sir dung h¢ théng DFS nay, tai may tram anh xa (map) thu muc chia sé
gbc thanh mot 6 dia mang. Trong 6 dia mang nay c6 thé nhin thay tat ca cac thu
muc chia sé trén cac Server khac nhau trén hé thong mang.

Windows can help you connect to 3 shared network folder
and assign a drive lstter to the connection so that you can
access the Folder using My Computer,

Speacify the drive letter For the connection and the folder
that you want to connect to:

Drive: [H: :_I
Foider: Iur-etcLas::.Edu.vrﬂ,tamo_w _'_I Browse, ., I

Example: \iserverishare
[V Reconnect at logon

Connect using a different user name.

network server.

I Finish I Cancel |

Hinh 6.20 anh xa (map) thu muc chia sé g6'c thanh mét 6 dia
mang. .
Tuong ty nhu Fault-tolerant DFS, c0 thé tao ra mt Stand-alone

DFS trén mot may Server Stand-alone, tat nhién 1a hé théng d6 khéng co
kha ning dung 15i c6 nghia 1a khi Server chita DFS Root hong thi cAc mdy tram
s& khong tim thdy cac tai nguyén chia sé trén cac Server khac. Nhung hé théng
Stand-alone DFS duogc str dung rong rai vi nd don gian, tién dung.
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CAU HOI VA BAI TAP BAI 6

wo g

(_ Mién viendong.com.vn

Domain Controller

File Server
IP 192.168.1.250

1. Thiét lap quyén ngudi dung trén thu muc dung chung
Trén File Server c6 tai khoan nguoi dung va nhom nhu sau:

e Nhom BanGiamDoc gom: Hung, Trong
e Nhom NhanVien gém: Diep, Tuan, Tung

Hay tao cAu tric thu myc nhu hinh sau.

=] < Data(D:)
= ) Data
= ) BanGiamDoc
) Hung
) Trong
= 1) NhanVien
) Diep
) Tuan
) Tung
) Public

Sau do, Hay cap quyeén truy cip cho ngudi ding theo yéu cau sau:
- Mbi ngudi dung ¢d toan quyén trén thu muc danh riéng caa minh.

- Truéng phong ctia mdi phong ban s& doc duoc dit liéu cia cac thanh vién khac
trong phong. Trudng phong 14 tai khoan dau tién trong danh sach ctia mdi nhém.
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- Thu muc Public 1a thu muc dung chung, moi nguoi co thé ghi dir li€u 1én do
nhung chi x0a dugc nhitng dir liéu cho minh tao ra.

- Moi ngudi c6 thé truy cap thu muc Public tir may cuc bo hodc tir mot may
khac trong hé thong mang

2. C4u hinh DFS

Trén hé thong mang dang cd, c4c tai nguyén chia sé ndm rai rac trén cac may
Server khac nhau.

« Trén may File Server dang chia sé thu muc Public.
« Trén may Tuan dang chia sé thu muc Software.
« Trén may Diep dang chia sé thu muc Music.

Moi nguoi dung chi truy cap vao mot tai nguyén chia sé trén may Server co dia
chi IP 192.168.1.250. Tir 46, moi ngudi co thé truy cap cac tai nguyén trén.

Hay cau hinh hé thdng theo yéu cau trén.
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BAI 7: DICH VU DHCP
Ma bai: Mb 15 - 07
Giéi thi¢u:

O bt cir hé thong mang, cho du 13 nho hay 16n thi khi cac thiét bi dién tir
két ndi stir dung dija chi IP dong déu dugc cap tir dich vu DHCP server. Tuy vao
mang 16n hay nhé ma DHCP s& thuc hién cac cach khac nhau. Pbi v6i mang
nho thi DHCP cdp IP dong cho ciac mdy tram nim & cac thiét bi mang nhu
Switch, Modem, Router... con mang 16n thi cac mdy tram s¢& nam & Domain.
Thudng cac nha quan tri s& st dung dich vu DHCP server c6 san trén Windows
dé phat IP dong cho cac may tram chtr khong str dung DHCP server tich hop san
trong céc thiét bi mang & phan cing

Trong bai 7 s& gidi thiéu vé DHCP, cai dat va cau hinh DHCP trén Window
Server
Muc tiéu:
- M0 ta dugc su hoat dong cua dich vu DHCP;
- Cai dit va cau hinh duogc dich vu DHCP.
N¢i dung chinh:
1. Giéi thiéu

Mot may tinh hay thiét bi khac phai dugc ciu hinh theo mot tham sb trude
khi ¢ thé hoat dong trén mot mang. Ta phai cu hinh cac tham s nhu tén linh
vuc va dia chi IP ctia hé khach, dia chi IP cta hé phuc vu DNS dé phan gidi tén
ctia hé chi va mit na con. Khong c6 cac tham s cdu hinh nay, mot may tinh hay
thiét bi khac khong thé twong tac véi cac thiét bi khac trén mang. Ngay nay hau
hét cac mang TCP/IP déu sur dung DHCP dé tu dong cép cac dia chi IP va cac
tham s6 cho hé khéach. Khi di cai dat DHCP, ban s& dwa vao may phuc vu
DHCP dé cung cép thong tin co ban can thiét cho hoat dong ndi mang TCP/IP:
dia chi IP, mit na mang con, bo dinh tuyén mat dinh, may phuc vu DNS chinh
va phu, may phuc vu WINS chinh va phu, tén vung DNS.

DHCP dugc thiét ké nham don gian hod cac tac vy quan tri cia vung AD.
DHCP dugc dung dé gan thong tin cau hinh. cho may khach mang, nhu vay
khong nhiing tiét kiém duoc thoi gian trong giai doan 14p céu hinh. hé théng ma
con cung cap co ché tip trung cap nhat cdu hinh.. DHCP cho phép chi phdi hoat
dong gan dia chi IP tai diém tap trung.
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2. Hoat dong cua giao thive DHCP

Giao thuc DHCP lam viéc theo m6 hinh Client/Server . Qua trinh tuwong
tac gitra DHCP client va server sé& dién ra theo cac budc sau :

— Pau tién may client s& gui di 1 goi tin quang bé tén 1a DHCP discover,
nhim yéu cau cho viéc ldy cac thong tin cAu hinh IP address, subnet mask,
defaut getway, preferred DNS ..... lUc nay, vi clinet chua ¢ dia chi ip cho nén
n6 s& dung mot dja chi source (ngudn) 1a 0.0.0.0, ddng thoi ciing khong biét mot
dia chi broadcast 1a 255.255.255.255 va sau d6 goéi tin DHCP Discover nay s€
quang ba di toan mang. goi tin nay chira mot dia chi MAC (1a dia chi ma moi
mot card mang dugc nha san xuét cap cho 1a ma dé phan biét cac card mang voi
nhau). Ngoai ra né con chira tén ctia mdy client dé server c6 thé biét dugc client
nao goi yéu cau dén.

— Sau khi nhan duoc goi tin DHCP Discover cua client, néu c6 mét DHCP
server hop 18 (nghia la né c6 kha ning cung cdp dia chi IP cho client) thi n6 s&
tra 101 lai bang mot goai tin DHCP offer. goi tin ndy chira mot dia chi ip dé nghi
cho thué trong mot khoang thoi gian nhét dinh (mac dinh la 8 ngay, sau mot
khoang thoi gian 50% tic 4 ngdy, n6 s& tu thu hdi IP address da cap néu nhu
client khong str dung) kem theo la dia chi MAC cua client dugc cép, mot subnet
mask va dija chi IP cia DHCP server d cap phat. trong thoi gian ndy server s&
khong cap phéat dia chi IP vira dé nghi cho mét client ndo khac.

May client sau khi nhan dugc nhiing 15i dé nghi 1a géi tin DHCP Offer
trén mang ( trudng hop trong mang c6 nhiéu hon 1 DHCP server) s& tién hanh
chon loc mot goéi tin phi hop va sau d6 phan hoi lai bang mot goéi tin 1a DHCP
Request (bao gdm thong tin vé DHCP server cdp phat dia chi cho nd) dé chap
nhan 11 dé nghi d6. Piéu nay gitp cho viéc cac goi tin con lai khong duge chap
nhan s& duoc cac server rdt lai va dung dé cip phat cho client khéc.

- Khi DHCP server nhan dugc DHCP request, né s€ tra 161 lai DHCP
client bang goi tin 14 DHCP Ack nham muc dich théng bao 1a di chap nhan cho
DHCP client d6 thué dia chi IP. Géi tin nay bao gom dia chi IP va cac thong tin
cdu hinh khac (DNS server, Wins server....) cudi cung client nhan dugc goi
DHCP Ack thi ciing c¢6 nghia 1a két thic qua trinh thué va cap phat dja chi IP va
dia chi IP nay chinh thirc dugc client stir dung
3. Cai dat dich vu DHCP

- Mo Server Manager va Click [Add roles and features].
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e Server Manager — X

@ Y 44 DaShboa rd Manage Tools View

§ Local Server g
ii All Servers . s z : i
- 0 Configure this local server
WE File and Storage Services b =

QUICK START

WHAT'S NEW A

Hide

| LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 Server groups: 1 | Servers total; 1

= File and Storage -
: 9 1 B Local Server 1

Services 1

9:44 PM
3/25/2019

A T dg

Hinh 7.1 Hgp thoai Server Manager

- Click [Next]

& Add Roles and Features Wizard - X
(L g DESTINATION SEf
Before you begin Roc7srvavord
Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Instaliation Type hosting 2 website.
S:

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard, complete
the steps, and then run the wizard again.

To continue, click Next.

[C] Skip this page by default

9:44 PM

A e 3/25/2019 =

Hinh 7.2 Hép thoai Before you begin

- Chon [Role-based or feature-based installation], click Next
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& Add Roles and Features Wizard

DESTINATION SERVE!

Select installation type R7srvvora

Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server S

1At

R Desktop Services i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based or
session-based desktop deployment.

< Previous I l Next > | nsta

%:44PM
]

A B s 3/25/2019

Hinh 7.3 Hgp thoai Select installation type
Chon Select a server from the server pool, click Next

f= Add Roles and Features Wizard

DESTINATION SERVER

Select destination server

Select a server or a virtual hard disk on which to install roles and features.

Instaliation Type (® Select a server from the server pool
) Select a virtual hard disk

Server Pool

Filter: |

Name IP Address Operating System

RX-7.srv.world . Microsoft Windows Server 2019 Datacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server, and
that have been added by using the Add Servers command in Server Manager. Offline servers and newly-
added servers from which data collection is still incomplete are not shown.

< Previous l | Next > l Instal

9:44 PM
L]

A ds 3/25/2019

Hinh 7.4 Chon Select a server from the server pool.
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- Check vao [DHCP Server], click Next

F:_—_, Add Roles and Features Wizard

w

Server Roles

elect server roles

Select one or more roles to install on the selected server.
Roles

[ Active Directory Certificate Services

[C] Active Directory Domain Services

[ Active Directory Federation Services

[C] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
[] Device Health Attestation

O

[C] DNS Server

[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service

[] Hyper-v

[] Network Controller

[] Network Policy and Access Services

[] Print and Document Services

[C] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[] Web Server (1IS)

[] Windows Deployment Services
{ o B (TS SRRy SO

Description

Dynamic Host Configuration Protocol
(DHCP) Server enables you to
centrally configure, manage, and
provide temporary IP addresses and
related information for client
computers.

Cancel

9:45 PM

A T ds

3/25/2019

Hinh 7.5 Chon DHCP dé cai dat

- Click [Add Features] va Click [Next]

Select server ro

e

DESTINATION SERVER
RX-7.srv.world

S
f=, Add Roles and Features Wizard

Add features that are required for DHCP Server?

= have to be installed on the same server.
Server Roles

- Click [Next].

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

The following tools are required to manage this feature, but do not

- X

ption

ic Host Configuration Protocol
Server enables you to

ly configure, manage, and

E temporary IP addresses and
information for client

ters.

[ Add Features

Cancel ‘

L e = = e

Hinh 7.6 Add Features cho DHCP

sta Cancel

9:45 PM
3/25/2019

T ds
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{2, Add Roles and Features Wizard — X

Select one or more features to install on the selected server.

Features Description
N NET Framework 3.5 Features) NET Framework 3.5 combines the
| .NET Framework 4.7 Features (2 of 7 installed) power of the .NET Framework 2.0 APls

Background Intelligent Transfer Service (BITS) with e technologies for building
BitLocker Drive Encryption applications that offer appealing user
BitLocker Network Unlock interfaces, protect your customers'
BranchCache personal identity information, enable
Client for NFS seamless and secure communication,
o and provide the ability to model a
Data Center Bridging range of business processes,

Direct Play

Enhanced Storage

Failover Clustering

Group Policy Management

Host Guardian Hyper-V Support

1/0 Quality of Service

lIS Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server

iSNS Server service

0O00000000000000000m

]
3
3

< Previous ‘ | Next > | nsta

9:46 PM

3/25/2019

Hinh 7.7 Chon nhitn Features cdn cai dit

- Click [Next].

& Add Roles and Features Wizard = X
i Y 5 DESTINATION SER
DHCP Server 7 srvswor

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers and
other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
computers and other TCP/IP-based network devices with valid [P addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices to
connect to other network resources, such as DNS servers, WINS servers, and routers.

Things to note:

* You should configure at least one static IP address on this computer.

* Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan in
a safe place for later reference.

9:46 PM
3/25/2019

A T ds

Hinh 7.8 Pé mdc dinh trong phdn DHCP Server
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- Click [Install].

E;_, Add Roles and Features Wizard - X

3+ S . = DESTINATION SERVER
~r alartiar
aton \.’:C'"C,)\_ tons RX-7.srv.world

Confirm insta

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Cptional features (such as administration tools) might be displayed on this page because they have been
selected automatically. If you do not want to install these optional features, click Previous to clear their
check boxes.

DHCP Server

Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

Export configuration

ngs

Specify an alternate sourc

Next l Install H Cancel l

9:46 PM

3/25/2019 I:]

Hinh 7.9 Chon Install dé tién hanh cai

- Click [Close] dé hoan tat

E;,;, Add Roles and Features Wizard - X
T [ Ep s DESTINATION SERV!
nstallation progress R7srvavord

View installation progress

o Feature installation

required. Installation succee

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration
m Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this page
again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

9:48 PM ‘:]
3/25/2019

A T dg

Hinh 7.10 Hoan #dt cai dat
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4. Chirng thwe dich vu DHCP trong Active Directory
- Click More goc trén bén phai

f Server Manager = X

@ ¥ Server Manager * DHCP @ | FA Manage  Tools  View  Help

— 1— SERVERS o :
I22 Dashboard ! All servers | 1 total TASKS ¥ |
i Local Server l A Configuration required for DHCP Server at RX-7 More... x I
W& All Servers Filfer 5l @~ @~ =
{8 DHCP

g File and Storage Services b Server Name  1Pv4 Address Manageability Last Update

10.0.0.101 Online - Performance counters not started 3/25/2019 9:48:21 PM|

EVENTS o
All events | 0 total _ TASKS V:

Filter ¥el @ @v v

9:49 PM D
3/25/2019

A B ds

Hinh 7.11 Mé hp thoai Server Manager dé bt dau

- Click vao link Complete DHCP configuration

[ All Servers Task Details - X

All Servers Task Details and Notifications

All Tasks | 1 total

Status Task Name Stage Message Action

£\ Post-deployment Configuration Not Sta... Configuration required for DHCP Server at RX-7  Complete DHCP configuration 1

-
Status Motification Time Stamp

(i)  Launch the DHCP post-install wizard 3/25/2019 9:48:14 PN

Hinh 7.12 Click vao link Complete DHCP configuration
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- Click Next

fs DHCP Post-Install configuration wizard = X

computer:

The following steps will be performed to complete the configuration of the DHCP Server on the target

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

- Click [Commit]
f&= DHCP Post-Install configuration wizard — X
Authorization

Specify the credentials to be used to authorize this DHCP server in AD DS.

Use the following user's credentials

_) Use alternate credentials

UserName:

(®) Skip AD authorization

Cancel

9:50 PM
3/25/2019

A Tl ds

Hinh 7.14 Chon dang chirng thuc
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- click [Close]

fis DHCP Post-Install configuration wizard

Summary

Creating security groups

The status of the post install configuration steps are indicated below:

. Done

Please restart the DHCP server service on the target computer for the security groups to be effective.

9:50 PM

2 T=e 3/25/2019 L

5. Cau hinh dich vu DHCP

Hinh 7.15 Hoan it

Sau khi da cai dat dich vu DHCP, sé théy biéu tuong DHCP trong menu
Administrative Tools. Thuc hién theo cac bude sau dé tao mot scope cép phat
dia chi: Chon menu Start / Programs / Administrative Tools / DHCP. Trong ctra

sd DHCP

e Server Manager

@ ¥ Server Manager * DHCP

iE Dashboard
§ Local Server

ii All Servers

{8 DHCP

5 File and Storage Services b

= X

> e I » [VELELT Tools View Help

Component Services ‘
Computer Management

Defragment and Optimize Drives

Jii SERVERS
Al servers | 1 total

Server Name  IPv4 Address Mana

RX-7 10.0.0.101 Oniin|

DHCP ,\|\,‘

Disk Cleanup

Event Viewer

iSCS| Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management
Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration
System Information

Task Scheduler

Windows Defender Firewall with Advanced Security

9:51PM
L

A T de

3/25/2019

Hinh 7.16 Quay lai hgp thoai Server Management mé DHCP
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- Click phai chudt 1én biéu tugng Server cia va chon muc New Scope trong
popup menu

% DHCP = %

File Action View Help

o= | 2@ E 6| HE &

[% oHee Actions

|v ;x 3'7|-;$W°"d 0 Add aScope IPv4 a
. 3 Display Statistics... More Actions »

range of IP addresses assigned to computers requesting
- New Scope. P address. You must create and configure a scope before
4] % addresses can be assigned.
B IPv lew Multicast Scope...
w scope, on the Action menu, click New Scope.
Configure Failover...
Replicate Failover Scopes... formation about setting up a DHCP server, see online

Define User Classes...

Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options...

View >
Refresh

Properties

Help

Create a new scope

%52 PM
1

A s 3/25/2019

Hinh 7.17 Tao new Scope

- Hop thoai New Scope Wizard xuét hién. Nhan chon Next.

File Action View Help

1§ DHCP | New Scope Wizard T
v & m-Tsrvworld o =
v |5 ipva Welcome to the New Scope b
-3 Server Opti Wizard More Actions »
P_olmes This wizard helps you set up a scope for distributing P
> 7| Filters addresses to computers on your network.
B IPv6

To continue, click Next.

9:52 PM

A e 3009

Hinh 7.18 Bit ddu tao new Scope
- Trong hop thoai Scope Name, nhap vao tén va cha thich, giup cho viéc
nhan dién ra scope ndy. Sau d6 nhan chon Next.
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File Action View Help

e 25 E Ll =B
u‘,? DHCP "| New Scope Wizard F
3 -7
v i r>:< 7.srv.world s i n
v P4 You have to provide an identifying scope name. You also have the option of providing =
-3 Server Opti a description. More Actions »
| Policies
7| Filters Type a name and description for this scope. This information helps you quickly identify
B IPvb how the scope is to be used on your network.
Name: [Imemal Network
Description [Imemal Network

< Back

Cancel

9:53 PM
3/25/2019

A T ds

I

Hinh 7.19 Dat tén va md ta cho Scope

- Hop thoai IP Address Range xuat hién. Nhép vao dia chi bat dau va két
thac ctia danh sach dia chi cAp phat. Sau d6 chi dinh subnet mask. Nhan chon
Next.

File Action View Help

TG ER
’:?zbﬁep New Scope Wizard F
3 -7
v § r: 7.srv.world IP Add R o -
v b IPv4 You define the scope address range by identifying a set of consecutive IP addresses. =
3 Server Opti More Actions 4
| Policies
7| Filters Configuration settings for DHCP Server
o IPv6 Enter the range of addresses that the scope distributes.
Start IP address: 10.0.0 .20
EndIPaddress: | 10. 0 . 0 .254

Configuration settings that propagate to DHCP Client

Length: 24;,
Subnet mask: 255 .255.255. 0

< Back

Cancel

9:54 PM

A 0000

|

Hinh 7.20 Thiét lgp day dia chi IP cip tw dpng
Trong hop thoai Add Exclusions, cho biét nhiing dia chi nao s& duoc loai ra
khoi nhém dia chi da chi dinh & trén. Cac dia chi loai ra nay dugc dung dé dat
cho cac may tinh ding dia chi tinh hodc ding dé danh cho muc dich nao d6. Bé
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loai mot dia chi duy nhat, chi can cho biét dja chi trong 6 Start IP Address va
nhén Add. D¢ loai mot nhém cac dia chi, cho biét dia chi bat dau va két thic cua
nhom d6 trong Start IP Address va Stop IP Address, sau d6 nhan Add. Nt
Remove ding dé huy mot hodc mot nhom cac dia chi ra khoi danh sach trén.
Sau khi da cau hinh xong, nhan ndt Next dé tiép tuc.

File Action View Help

e 2FE E el EE
? DHCP New Scope Wizard ‘Actions

3 -7
il el svaiond Add Exclusions and Delay 1Pva ~

v B 1Pv4 Exclusions are addresses or a range of addresses that are not distributed by the =

3 Server Opti server. A delay is the time duration by which the server will delay the transmission of a More Actions 4
Policies DHCPOFFER message.
7| Filters Type the IP address range that you want to exclude. If you want to exclude a single
:D IPv6 address, type an address in Start IP address only.
Start IP address: End IP address:

Excluded address range:

i;

Subnet delay in milli second:

.

< Back Cancel

9:54 PM

N s 3/25/2019 =

Trong hop thii bade E4HAHERNTEY IR WK SRR e méy tram
c6 thé sir dung dia chi nay. Theo mic dinh, mdt may Client s& ¢6 1am méi lai dia
chi khi da str dung dugc phan ntra thoti gian cho phép. Luong thoi gian cho phép
mac dinh 1a 8 ngay. C6 thé chi dinh luong thoi gian khac tuy theo nhu cau. Sau
khi da cau hinh xong, nhéan Next dé tiép tuc.

File Action View Help

e 75 E Gl HMmE
(:(Z DHCP New Scope Wizard o
v i r:—?.srv.wovld Dralion i -
v P4 The lease duration specifies how long a client can use an IP address from this scope .
-3 Server Opti More Actions »
| Policies
7| Filters Lease durations should typically be equal to the average time the computer is
i IPv6 connected to the same physical network. For mobile networks that consist mainly of

portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

[+ [ [

<Back Cancel

9:55PM
5

A% 5500

Hinh 7.22 Cho biét théi gian cac may tram cé thé sir dung dia chinay 142



Hop thoai Configure DHCP Options xuat hién. C4 thé déng ¥ dé cau hinh
cac tuy chon phd bién (chon Yes, I want to configure these options now) hoic
khong dong v, dé viéc thiét 1ap nay thuc hién sau (chon No, I will configure
these options later). Bé muc chon dong Y va nhin chon Next

File Action View Help

T N =

&3 phce | NewScope Wizard

Actions
v J m-Tsrvaworld

- Configure DHCP Options IPv4 -
v i IPv4 You have to configure the most common DHCP options before clients can use the A
.3 Server Opti scope More Actions 4

= Policies
7| Filters When clients obtain an address, they are given DHCP options such as the IP
:D IPv6 addresses of routers (default gateways), DNS servers, and WINS settings for that

Scope.

The settings you select here are for this scope and overide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

(% ¥es, | want to configure these options now:

" No, | will configure these options later

< Back Cancel

9:55 PM

A B e 50y M

Hinh 7.23 Lwa chon céu hinh DHCP

Trong hop thoai Router (Default Gateway), cho biét dia chi IP ctia default
gateway ma cac may DHCP Client s& sir dung va nhan Add. Sau d6 nhan Next

File Action View Help

o | 25 B lh sl
’ag’m’qlgpi New Scope Wizard “Actions
B 7.
Y W BeTsvond Router (Default Gateway) IPv4 -
v @ Pv4 You can specify the routers, or default gateways, to be distributed by this scope. =
3 Server Opti More Actions »
2| Policies
7| Filters To add an IP address for a router used by clients, enter the address below
B IPvE
IP address:
|
10.0.01

L

< Back Next > Cancel

9:56 PM 0
3/25/2019

A ds

Hinh 7.24 Cho biét dia chi IP ciia default gateway ma cdic mdy
DHCP Client sé sir dung
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Trong hop thoai Domain Name and DNS Server, cho biét tén domain ma
cac may DHCP client sé str dung, dong thoi ciing cho biét dia chi IP cia DNS
Server duing phan giai tén. Sau khi da cdu hinh xong, nhin Next dé tiép tuc.

File Action View Help

= z5E E el Hm E
? DHCP New Scope Wizard At
3 -7
W BeTsviond Domain Name and DNS Servers IPv4 -
v B lPva The Domain Name System (DNS) maps and translates domain names used by clients =
3 Server Opti on your network More Actions >
| Policies
7| Filters You can specify the parent domain you want the client computers on your network to use for
B IPv6 DNS name resolution.

Parent domain: |SN world

To configure scope clients to use DNS servers on your network, enter the IP addresses for those
servers.

Server name: IP address:

|
10.0.0.10

< Back Cancel

dall

9:56 PM
]

A B ds

3/25/2019

Hir]h 7.25 Cho biét tén domain ma cic mday DHCP client sé sir dung,
dong thoi ciing cho biét dia chi |P ciia DNS Server dung phan gidai

Trong hop thoai WINS SERVER tiép theo, cho biét dja chi ctia cia WINS
Server chinh va phu dung phan giai cac tén NetBIOS thanh dia chi IP. Sau do
nhan chon Next. (Hién nay dich vu WINS it dugc str dung, do d6 co thé bo qua
budce ndy, khdng nhap théng tin gi hét.)

File Action View Help
s | zE B [l HEslB
[@oncp | NewScope Wiard

v F mTsvworld

& WINS Servers 1Pvd i
v P Computers running Windows can use WINS servers to convert NetBIOS computer
-5 Server Opti names to IP addresses More Actions

4l Policies

7] Filters Entering server IP addresses here enables Windows clients to query WINS before they use
FY broadcasts to register and resolve NetBIOS names.

Server name: IP address

9:57PM D
3/25/2019

Hinh 7.26 Cho biét dia chi ciia ciia WINS Server chinh va phu ding
phén gidi cdc tén NetBIOS thanh dia chi IP
Tiép theo, hop thoai Activate Scope xut hién, hoi c6 mudn kich hoat scope
nay hay khdng. Scope chi c6 thé cap dia chi cho cac may Client khi dugc kich

e =L
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hoat. Néu dinh cu hinh thém céc thong tin tuy chon cho scope thi chua nén kich
hoat bay gid. Sau khi da lua chon xong, nhan chon Next

File Action View Help

e 2@ E p BED
’«iz BEEDE New Scope Wizard Ao
v B nt<-7.srv,world Activate S 1Pvd e
v o IPv4 Clients can obtain address leases only if a scope is activated. i
- Server Opti More Actions >
| Policies
7| Filters Do you want to activate this scope now?
:D IPv6

(% iYes, | want to activate this scope now:

" No, | wil activate this scope later

< Back Cancel

9:57 PM
B

A Tl dg

3/25/2019

- Trong hop thoai Complete T NelghSeapecoPizard, nhan chon Finish dé
két thc.

=
File Action View Help
#a B el H &l

New Scope Wizard

Actions
| v & m-Tsrvworld < IPv4 -
v 5 ipvd Completing the New Scope M
-3 Server Opti Wizard More Actions »
= P})Ilcles You have successfully completed the New Scope wizard.
7| Filters
@ IPv6

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

< Back Cancel

9:57 PM

N s 3/25/2019 L

Hinh 7.28 Hoan #if cdu hinh

- DHCP Scope méi da duoc thém vao
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% DHCP - X
File Action View Help

o= 2H E .= HE B
? QHCP ‘ Contents of DHCP Server Status D¢ | Actions
v 8 r;.vl.;n;world ‘ (] Scope [10.0.0.0] Internal Network ** Active ™ In|| IPv4 -
v V- ——
|| 125 Server Options =
| Scope [10.0.0.0] Internal Ne | , j'P fici P More Actions »
| Policies

-3 Server Options ?" -

| Policies d Filters

7| Filters

:b IPv6

< > || € >

9:58 PM L_,-]
3/25/2019

A T ds

Hinh 7.29 Két qud sau khi cdu hinh
6. Cau hinh cac tuy chon DHCP

Céc tuy chon DHCP 1a cac thong tin phu gui kém theo dia chi IP khi cap
phat cho cac may Client. Co thé chi dinh céc tuy chon & hai muc do: scope va
Server. Cac tuy chon murc scope chi &p dung cho riéng scope do, con cac tuy
chon muc Server sé& ap dit cho tit ca cac scope trén toan Server. Tuy chon muc
scope s& che phu tuy chon muc server cung loai néu c6. Cac budc thuc hién:
Chon menu Start / Programs / Administrative Tools / DHCP. Trong cira sb
DHCP, ¢ 6 bén trai, mé rong muc Server dé tim Server Options hoic md rong
mot scope ndo d6 dé tim Scope Options. Nhan phai chudt 1én muyc tuy chon
tuong Ung va chon Configure Options. Hop thoai cau hinh cac tuy chon xuat
hién (muc Server hodc scope déu giéng nhau). Trong muc Available Options,
chon loai tuy chon ban dinh cép phat va nhép céc thong cu hinh kém theo. Sau
khi d& chon xong hoic chinh stra c4c tuy chon xong, nhan OK dé két thuc.

7. Cau hinh danh riéng dia chi IP

Gia st hé thong mang cua str dung viéc cap phat dia chi dong, tuy nhién
trong do c6 mot ) may tinh bt budc phai sir dung mot dia chi IP ¢ dinh trong
mot thoi gian dai. Co thé thuc hién duoc diéu nay béng cach danh mot dia chi IP
cho riéng may do. Viéc c4u hinh nay dugc thuc hién trén ting scope riéng biét.
Céac budc thuce hién:
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Chon menu Start / Programs / Administrative Tools / DHCP.

Trong 6 bén tréi cta cira s6 DHCP, mé rong dén scope dinh cau hinh, chon
muc Reservation, chon menu Action / New Reservation. Xuat hién hop thoai
New Reservation. Dit tén cho muc danh riéng nay trong 6 Reservation Name,
c6 thé 12 tén cua may tinh duoc cap dia chi do.

Trong myc IP Address, nhap vao dija chi IP dinh cap cho may do. Tiép
theo, trong muc MAC Address, nhap vao dia chi MAC cua may tinh do6 (I1a mdt
chudi lién tuc 12 ky s6 thap luc phan). C6 thé ghi mot dong mé ta vé dia chi vao
muc Description. Supported Types c0 y nghia:

DHCP only: chi cho phép may client DHCP yéu cau dia chi nay bang cach
str dung giao thire DHCP.

BOOTP only: chi cho phép may client DHCP yéu cau dia chi nay bang
cach sir dung giao thire BOOTP (14 tién than cua giao thitc DHCP).

Both: may client DHCP ¢6 thé dung giao thitc DHCP hoic BOOTP dé yéu
cau dia chi nay. Lap lai thao tac trén cho cac dia chi danh riéng khac. Cubi cing
nhéan chon Close.
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CAU HOI VA BAI TAP BAI 7
1. Cai dat va cau hinh dich vu DHCP trén Window Server 2019
2. CAu hinh DHCP trén thiét b router theo so d6 hinh bén dudi

R1

f0/0:192.168.1.1/24

e0 : 192.168.1.50/ 24

Server

—
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BAI 8: QUAN TRI MAY IN
Ma bai: MD15 - 08
Giéi thi¢u:

Ngay nay, hau hét cic mady in déu duoc két ndi truc tiép vao mang, cac
cong song song di khong con ton tai nhu trude kia. Khi phan cing may in thay
d6i thi cac tinh niang quan Iy may in ¢ trong may cha Windows ciing thay doi
theo. Mic du vy khong phai tat ca cac thay do6i trong Windows déu do van dé
phan cimg ctia may in thay d6i ma sy thuc Microsoft da thuc hién mot sé thay
ddi rat co gia tri dé tao sy dé dang hon trong viéc quan Iy may in. Ho d thiét ké
lai giao dién quan ly may in nham gilp viéc quan Iy trd nén dé hon.

Trong bai 8 nay s& hudng dan cach cai may in va xu ly sy ¢6 16i vé may in .
Muc tiéu:

- M5 ta vé mo hinh va thuat ngir duoc st dung cho tac vu in an trong
Windows;

- Cai dat mot may in logic trén mot may chu in an;
- Chuan bi mot may chu in 4n cho cic may tram;
- Két n6i mot may tram in 4n dén mot may in logic trén may chu in an;
- Quan trj hang doi in 4n va céc dic tinh may in;
- Xir Iy su co cac 16i vé may in.
Noi dung chinh:
1. Cai dat may in
Tinh nang Plug and Play thi may in d6 s€ dugc nhan dién ra ngay khi n6 dugc
gan vao may tinh dung hé diéu hanh Windows Server.
* Tién ich Found New Hardware Wizard s€ tu dong bat lén. Tién ich nay s€
huéng dan timg budc dé cai dat may in.
« Néu hé diéu hanh nhan dién khong chinh xac thi dung dia CD dugc héng

san xut cung cap kém theo may dé cai dat. Co thé tu cai dat may in bang cach
str dung tién ich Add Printer Wizard.

*Phai diang nhap vao hé théng véi vai tro 1a mot thanh vién cia nhom
Administrators hay nhom Power Users (trong truong hop day la mot Server
thanh vién) hay nhom Server Operators (trong truong hop day la mot domain
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controller) méi c6 thé cai dit may in (tao ra mdt may in logic) trong Windows
Server.

Co thé tao ra mot may in logic cuc bg tuong tng vo1 mdt may in vat ly duoc
gén truc tiép vao may tinh cuc bo cua minh hodc tuong ung véi mdt may in
mang (may in mang duoc gin vao mot may tinh khac trong mang hay mot thiét
bi Print Server).

Cac budc thuc hién dé cai dit mot may in cuc bo hay mét may in mang:
Chon Start -> Printers And Faxes. Chon Add Printer, tién ich Add Printer
Wizard s€ dugc khéi dong. Chon Next dé tiép tuc. Hop thoai Local Or Network
Printer xuét hién.

* Chon tuy chon Local Printer Attached To This Computer trong truong hop
ban c6 mot may in vat 1y gin truc tiép vao may tinh ctia minh, c6 thé chon thém
tinh nang Automatically Detect And Install My Plug And Play Printer.

« Chon A Printer Attached To Another Computer néu dang tao ra mot mdy in
logic tmg véi mot may in mang. Khi da hoan tat viéc chon lya, chon Next dé
tiép tuc. Néu may in vat ly da dugc tuy dong nhan dién béng tién ich Found New
Hardware Wizard.

Tién ich ndy s& hudng dan timg budc cai dit driver may in. Hop thoai Print
Test Page xuat hién. Néu thiét bi may in dugc gan truc tiép vao may tinh thi nén
in thtr mot trang kiém tra dé xac nhan rang moi thtr déu duoc cau hinh chinh
xé&c. Nguoc lai, thi bé qua budc ndy. Chon Next dé tiép tuc.

Hop thoai Completing The Add Printer Wizard hi¢n ra. Hop thoai nay xac
nhan r?mg tat ca cac thudc tinh may in da dugc xac lap chinh xac. Chon Finish
hoan tat. Mot biéu tuong may in maéi s€ hién ra trong cura s6 Printer And Faxes.
Theo mac dinh, may in s€ dugc chia sé.

2. Quan ly thudc tinh may in
2.1. Cau hinh Layout

Trong hop thoai Printing Preferences, chon Tab Layout. Sau dé trong
muc Orientation, ban chon cach thtc in trang theo chiéu ngang hay chiéu doc.
Trong muc Page Order, ban chon in tur trang dau dén trang cudi cua tai lidu
hodc in theo thtr ty nguoc lai. Trong muc Pages Per Sheet, ban chon ) trang
tai liéu s& duoc in trén mot trang gidy.
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Laycut | Paper/Quality | About |

 Onentation
& Portrait

" Landscape

" Rotated Landscape

Page Order ==
+ Fignt to Back B sstmmiain
" Back to Front =

Pagech:Shed:h vI ==

[ ok ]| cancel |  rooe |

Hinh 8.1 Piéu chinh trang in
2.2. Gidy va chit lwgng in

Ciing trong hop thoai Printing Preferences, dé qui dinh gidy va chat
lwong in, ching ta chon Tab Paper/Quality. Cac tluy chon trong Tab
Paper/Quality phu thudc vao dic tinh ctia may in. Vi dy, may in chi c6 thé
cung cip mot tiy chon 1a Paper Source. Con d6i voi may in HP Officelet Pro
Cxi, ching ta c6 cac tuy chon la: Paper Source, Media, Quality Settings va
Color.

2| x|
Layout Paper/Qualty | About |
[~ Tray Selection

Paper Source: Ib‘ Tray 1 E]

Media T R R e

- Color

L]
-] " Riagk & White -g = ol

Advanced...

oK Cancel | ooy |

Hinh 8.2 Chon dj sic nét va mau (néu c6) ciia may in
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2.3. Céc thong s6 mé rong

Nhép chudt vao nut Advanced & goc dudi bén phai ctia hop thoai
Printing Preferences. Hop thoai Advanced Options xuét hién cho phép ban
diéu chinh cac thong s6 mo rong. Chung ta co thé co cac tiiy chon cta may in
nhu: Paper/Output, Graphic, Document Options, va Printer Features. Cac
thong s6 mo rong co6 trong hop thoai Advanced Options phu thudc vao driver
may in ma ban dang str dung.

HP Color Laser et 8550-PS Advanced Dptions - 21 x|

,‘{, HP Color Lesorlot 8SS0-PS Advonced Docuneont Sotkings -]
= _e‘ Paper fOutput
Paper Size: | EXNNG————— - |
Copy Count: 1 Copy
= (i) Graphic
=] G) Image Color Mansgesmesnt
ICM Method: ICM Disabled
1CM Intent: Pictures
Sceling: 100 %
TreeType Font: Subzstitute with Device Font
== ﬁa Document Options
Advanced Printing Festures: Enabled
+ ‘M, PostScript Options
=] ;’{, Frnter Festures
Stapling Options: Ores Staple
Output Destination: Top Bin
Press Emulation: SWOP
Automatic PANTONE(R) Calibrastion: On :l

[ ok | canca |

Hinh 8.3 Hdp thogi diéu chinh thong sé mé réng ciia mdy in
3. Céu hinh chia sé may in
Nhép phai chudt 1én mdy in, chon Properties. Hop thoai Properties xuét
hién, ban chon Tab Sharing.

Dé chia sé may in nay cho nhiéu nguoi dung, ban nhép chuot chon Share
this printer. Trong muc Share name, ban nhép vao tén chia sé cua may in, tén
nay s& duoc nhin thiy trén mang. Ban ciing c6 thé nhap chon muc List In The
Directory dé cho phép nguoi dung c6 thé tim kiém may in thong qua Active
Directory theo mot vai thudc tinh dac trung nao do.
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20

Coulus M arsagonimerd | Sevwnily | Deviee Setlings
General Sharing |  Pons | Advanced

L @ You can shate this proler with othes users on your network. To
~ enable sharing for this prieter,. chick Share thes prirdsr

Do pot share this poires
= Shate this prnter

Share name: [HP

IZ [istin the diactoni

Dirtvens

I thes poanter 1 shared sith usees urning diffsrent versons of
Windows. vou may want to nstall additonal devars, £0 that tha
users do not have 1o find the peint divves when they connect to
the shared prnter.

Additional Drivers . |

Hinh 8.4 Hgp thogi chia sé may in
4. Cau hinh thong sé Port
4.1. C4u hinh céc thdng sé trong tab Port

Trong hop thoai Properties, ban chon Tab Port dé c4u hinh tat ca cac port
da duogc dinh nghia cho mday in st dung. Mot port dugc dinh nghia nhu mot
interface s& cho phép may tinh giao tiép véi thiét bi may in. Windows Server
hd trg cac port vat ly (local port) va cac port TCP/IP chuén (port logic).

Port vat 1y chi dugc sir dung khi ta gan truc tiép may in vao mdy tinh.
Trong truong hop Windows Server dang duoc trién khai trong mot nhém 1am
viéc nho, hau nhu ban phai gan may in vao port LPT1.

Port TCP/IP chuan dugc sir dung khi may in c6 thé két ni truc tiép vao mang
(trén may in c6 hd tro port RJ45) va mdy in nay c¢6 mot dia chi IP dé nhan
dang. Uu diém ctia mdy in mang 13 toc d6 in nhanh hon mdy in cuc bd va may
in ¢ thé dat bat ki noi nao trong hé théng mang. Khi d6 ban can chi dinh mot
port TCP/IP va khai b&o dia chi IP ctia mdy in mang. Cung vdi viéc X0a va
cau hinh lai mot port da ton tai, ban cling co thé thiét 1ap printer pooling va
diéu hudng cac cong viée in 4n dén mot may in khac.
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20

Color Management l Security | Device Settings
General | Sharing Ports I Advanced
R
£S5 3 HP
Print to the following port(s). Documents will print to the hirst ree
checked port.
Fort l D escrnption l Printer ;l
U comn: Serial Port
O comz Serial Port
O coma Serial Port
O coma Sernial Port
[J FILE: Print to File
= IP_172.29.14.150 Standard TCP/IP Port
<

Add Port. .. l Delete Port | LConligure Port.., |

I™ Enable bidirectional support
I~ Enable printer pooling

Close Cancel I Apply l

Hinh 8.5 Hép thogi cdu hinh Port ciia may in
4.2. Printer Pooling

Dé c4u hinh mot printer pool, ban nhap chudt vao tiy chon Enable
Printer Pooling nim & phia dudi Tab Port trong hdp thoai Properties. Sau do,
kiém tra lai tat ca cic port ma ta du dinh gan cic may in vat 1y trong printer
pool vao. Néu ta khong chon tiy chon Enable Printer Pool thi ta chi c6 mot
port duy nhit cho mdi may in. Chl y tt ca cAc may in vat ly trong mot printer
pool phai str dung cung moét driver may in.

20 x|
Color M anagement | S ecurity | Device Settings
General | Sharing Ports I Advanced

3. X
=

Print to the following port{s). Documents will print o the first free
checked port.

Port l D escription l Printer :I

O] com: Senal Port

|| Serial Port

M coma: Senal Port

M coma: Senal Port

[ FILE: Frint to File

M 1P_172.29.14.150 Standard TCP/IP Paoit ~

«| | »

Add Port.... | Delete Port | Configure Port... |

I Enable bidirectional support
IV Enable printer pooling

Close Carcel | appy |

Hinh 8.6 Hgp thoai bt chirc ndang Printer pool
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4.3. Piéu hwéng tic vu in dén mét may in khac

Néu mot may in vat 1y bi hu, co thé chuyén tAt ca cac tac vu in an cia may
in bi hu sang mot may in khac. Dé 1am dugc diéu ndy, may in méi phai ¢ driver
giong voi may in cil.

21

Color Managemznt I Security | Device Seftings I
Genersl | Shaiing Pots |  Advanced |

(]

Available port tyses:

Standard TCP/IP Port

New Port Type... | New Port... I Cancel |
frort e ———— 20
[ Enter a port name:

I [\server2\HP2 Cancel |

Close I Cance | Apply

Hinh 8.7 Piéu huwdéng tac vu in dén mdy in khac

Trong Tab Port, chon Add Port, chon Local port roi chon tiép New Port.
Hop thoai Port Name xuat hién, g6 vao tén UNC cua may in méi theo dinh
dang: \\computername\printer_sharename.

5. Cau hinh Tab Advanced
5.1. C4c thdng so ciia tab advanced

Trong hop thoai Properties, ban nhap chudt vao Tab Advanced dé diéu
khién cac dic tinh caa may in. Ban c6 thé cau hinh cac thudc tinh sau:

- Kha nang ctia may in

- D6 vu tién ctia may in

- Driver ma may in s€ sur dung

- Céc thudc tinh ddng tac (spooling) ciia may in
- Céch thirc in tai ligu theo biéu mau

- Ché d6 in mic dinh
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- Str dung bo xir Iy in 4n ndo

- Céc trang doc lap

Color Management | Security I Device Settings ]
General I Sharing | Ports Advanced

" Always available
& Avalaefiom | 700AM = To [500PM =

|
Priority: |1 _‘?
Driver: IHPBusinessInkiel 2250 (PCL5C) E] New Driver... |

% Spool print documents so program finishes printing faster

(" Start printing after last page is spooled
(% Start printing immediately
" Print directly to the printer

™ Hold mismatched documents

[V Print spooled documents first

[~ Keep printed documents

[V Enable advanced printing features

Printing Defaults... | Print Processor... I Separator Page... I

Close Cancel | Apply |

Hinh 8.8 Tab Advanced

5.2. Do wu tién

Khi dat do uu ti€n, chung ta sé dinh ra bao nhiéu cong viéc s€ dugc gui truc
tiép vao thiét bj in.

Vi du: chung ta c6 thé sir dung tiiy chon nay khi 2 nhém ngudi dung cung
chia s¢ mot may in va ban can diéu khién d6 wvu tién dbi véi cc thao tac in an
trén thiét bi in ndy. Trong Tab Advanced caa hop thoai Properties, ban s& dit
d6 wu tién bang cac gia tri tir 1 dén 99, voi 1 14 c6 d6 wu tién thap nhét va 99 1a
c6 d6 wu tién cao nhat.

Vi du: gia st ¢6 mot may in dugc phong ké toan str dung. Nhitng ngudi
quan 1y trong phong ké toan ludn luén mudn tai liéu ctia ho s& dugc wu tién in ra
trude cac nhan vién khac. Bé cau hinh cho viée sép xép thir tur nay, ta tao ra mat
may in tén 1A MANAGERS gan vao port LPT1 véi d6 wu tién 1a 99.

Sau do, cing trén port LPT1, ta tao thém mdt may in nira tén la
WORKERS véi d6 uu tién 1a 1. Sau do, ta sé st dung Tab Security trong hop
thoai Properties dé gigi han quyén st dung may in MANAGERS cho nhimng
ngudi quan 1y. P6i v6i cac nhan vién con lai trong phong ké toan, ta cho phép
ho sir dung may in. Khi cé4c tac vu in xuét phat tr may in MANAGERS, n6 s&
di vao hang doi cua caa may in vat Iy voi 6 wu tién cao hon 1a cac tac vu xuat
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phat tor may in WORKERS. Do d0, tai li¢u cua nhitng ngudi quan 1y s€ dugc uu
tién in trudc.
5.3. Print Driver

Muc Driver trong Tab Advanced cho phép chi dinh driver s€ dung cho
may in. Néu da ciu hinh nhiéu may in trén mot may tinh thi ban c6 thé chon bt
ki driver nao trong céc driver di cai dat. Thao tac thuc hién nhu sau: Nhap
chudt vao nit New Driver dé khoi dong Add Printer Driver Wizard. Add
Printer Driver Wizard cho phép thuc hién cap nhat cling nhu thém driver mai.
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CAU HOI VA BAI TAP BAI 8

Cho m6 hinh mang sau:

i

I SRV1

HP Printer

/\1

VMNET1: 192.168.10.0/24 J

a
.
|
l I - Cannon Printer
T ——— Nt 3

Client1 Client2 chice l

Str dung dich vu Print Management voi Group Policy dé ty dong cai dit may in
va driver cho cac User hoac Computer .
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BANG THUAT NGU ANH - VIET

THUAT NGU TIENG ANH

THUAT NGU TIENG VIET

Access control entry

Kiém so4t hoat dong truy cap

Access control list

Danh sach diéu khién truy cap

Account Tai khoan
Basic Co ban
Built-in Tao san
Caching Luu tam
Disk management Quan ly 6 dia

Domain controller

B0 diéu khién mién

Domain name system

H¢ thong tén mién

Domain root Géc
Dynamic bong
Groups Nhom

Iteractive query

Truy van tuong tac

Local

Cuc bo

Mirrored

Tao ban copy

Partition logic

Phan viing 6 dia

Password Mat khau
Permissions Quyén truy cap
Port Cong
Properties Thudc tinh
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Recursive query

Truy van dé quy

Replication

Nhan ban

Rights

Quyén hé thong

Second-level domain

Tén mién cép hai

Security identifier

Nhan dién bao mat

Settings Céu hinh

Spanned Ghi uan ty

Storage Luu tri

Striped Ghi trén tat ca nhitng 6 dia

Top-level domain

Tén mién cap mot

Upgrade

Nang cap

Users

Nguoi dung

Volume simple

Vung khong gian tuong Gng

Windows server

May chu windows
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https://www.bkns.vn/windows-server-la-gi.html
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